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Abstract

The rapid iteration of generative Artificial Intelligence (Al) is reshaping the cybersecurity offense-defense landscape. This paper
systematically reviews research progress in this field from 2021 to 2026, focusing on the dual use of generative Al in
cybersecurity. On the one hand, malicious actors exploit generative Al to create deepfake content, automate phishing emails,
and conduct social engineering attacks, significantly improving the personalization and scalability of attacks. On the other hand,
the same technological system demonstrates significant effectiveness in defense scenarios such as threat detection, vulnerability
remediation, data augmentation, and security knowledge management. Existing reviews often treat attack and defense separately,
lacking an integrated analytical framework. This paper analyzes the field from four dimensions: attack surface expansion, defense
technology evolution, governance frameworks, and evaluation benchmarks. We first review generative Al-driven cyberattacks,
covering deepfake attacks, automated phishing, automated malware development, and intelligent social engineering. We then
examine defense applications, including intelligent threat detection, data augmentation and class imbalance handling,
vulnerability detection and automated remediation, security knowledge management, and security education. Next, we identify
key shortcomings in current research regarding adversarial robustness, privacy protection, interpretability, and deployment
constraints. We further outline five future research directions: adaptive defense and adversarial robustness, federated learning
and privacy protection, interpretability and human-machine collaboration, interdisciplinary governance frameworks, and
multimodal security evaluation benchmarks. This review aims to provide a structured reference for building adaptive defense
systems and interdisciplinary governance paths in the era of generative Al.
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1. Introduction

With the rapid iteration of large language models and gen-
erative Al technologies such as ChatGPT, DALL-E, and GPT-
4, the cybersecurity offense-defense landscape is undergoing
structural changes. Radanliev et al. [1] pointed out that gener-
ative Al not only expands the technical means of security de-
fense but also gives rise to new forms of attack. In their sys-
tematic review of LLM security applications, Ferrag et al. [2]
emphasized that generative Al has penetrated multiple sub-
fields such as hardware design security, intrusion detection,
and malware analysis, with an impact far exceeding early ex-
pectations. Ugale and Sinha [3] summarized this phenomenon
as the parallel trends of “democratization of attacks” and “in-
telligent defense”: the lowering of technical barriers enables
attackers to launch high-quality attacks at lower cost, while
defenders also gain automated threat analysis and response ca-
pabilities. This paper starts from four dimensions—attack sur-
face expansion, defense technology evolution, governance
frameworks, and evaluation benchmarks—and systematically
reviews the dual use of generative Al in cybersecurity from
2021 to 2026. The literature search covers major academic
platforms such as PubMed, IEEE Xplore, ScienceDirect, ACL
Anthology, and NeurIPS.

2. Generative Al-Driven Cyberattacks

2.1. Deepfake Attacks

Deepfakes are the most intuitive application form of gener-
ative Al in the attack domain. Radanliev et al. [1] pointed out
that generative models can synthesize highly realistic video,
audio, and text content, which is widely used in social engi-
neering attacks for identity impersonation and reputation dam-
age. Ugale and Sinha [3] classified deepfake attacks into three
categories—video forgery, audio forgery, and text forgery—
corresponding to the technical paths of GANSs, speech synthe-
sis, and large language models, respectively. Yigit et al. [4]
further found that generative Al can customize attack content
based on the target victim's social profile, significantly im-
proving attack success rates.

In recent years, the technical focus of deepfake attacks has
been extending from "content generation" to "detection eva-
sion." Surveys at IEEE PuneCon and IEEE Recent Trends
conferences [5, 6] indicate that adversarial perturbations and
anti-forensic attacks against deepfake detection systems con-
stitute a new threat dimension. By injecting adversarial noise
or obfuscating generative model fingerprints, attackers can ef-
fectively reduce detector accuracy, forming an adversarial co-
evolution of "generation—detection—evasion."

2.2. Automated Phishing Attacks

The reshaping of phishing attacks by generative Al is re-
flected at three levels: personalization, automation, and
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multilingualization. The Fraud-R1 benchmark proposed by
Yang et al. [7] at ACL 2025 shows that large language models
exhibit strong deceptive capabilities in multi-turn conversa-
tional phishing inducement, and traditional detection rules
based on keyword matching are difficult to cope with. Re-
search by Cheng et al. [8] at NeurIPS 2025 further revealed
that adversarial rewriting techniques can "humanize" ma-
chine-generated phishing text, thereby bypassing Al text de-
tectors. This evasion capability significantly increases the dif-
ficulty of identifying phishing attacks.

2.3. Automated Malware Development

Generative Al is changing the malware development para-
digm. Ugale and Sinha [3] pointed out that generative Al can
automatically generate malicious code based on attack targets
and achieve polymorphic attacks by rapidly generating code
variants. Research by Ayyaz and Malik [9] shows that the
combination of GAN and GPT technologies enables malware
to possess self-evolution capabilities, allowing it to adjust at-
tack strategies according to environmental changes. Although
the DCodeBERT model developed by Bensaoud and Kalita
[10] is used for vulnerability detection and remediation, its
technical principles similarly reveal the dual-use potential of
code generation models in the security domain.

2.4. Intelligent Upgrading of Social Engineering
Attacks

The core of social engineering attacks lies in exploiting hu-
man weaknesses, and generative Al happens to provide pow-
erful tools in this dimension. Yigit et al. [4] analyzed the ap-
plication of models such as GPT-4 and Gemini in social engi-
neering attacks, pointing out that they can simulate real con-
versations, automatically collect target information, and adjust
attack strategies in real time. The Best-of-N jailbreak method
proposed by Hughes et al. [11] at NeurIPS 2025 further
demonstrated that through multiple sampling and screening,
attackers can bypass model safety alignment mechanisms and
generate more persuasive social engineering content.

3. Applications of Generative Al in
Cybersecurity Defense

3.1. Intelligent Threat Detection

Generative Al has achieved quantifiable results in the field
of threat detection. The GAIA-FL framework proposed by
Aouedi and Boissel [12] combines generative Al with feder-
ated learning, using an adaptive generation control mechanism
to synthesize minority-class attack samples, significantly im-
proving intrusion detection performance in data-scarce
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environments. A study in the IEEE Internet of Things Journal
[13] similarly confirmed that the combination of federated
learning and generative data augmentation can improve detec-
tion accuracy while protecting privacy. In their survey of LLM
attack and defense technologies, Liao et al. [14] identified key
shortcomings in current defense systems: the lack of adaptive
and scalable defenses, insufficient detection of adversarial at-
tacks, and the scarcity of general defense mechanisms.

3.2. Data Augmentation and Class Imbalance
Handling

Class imbalance is a common problem in cybersecurity data.
Experiments by Aouedi and Boissel [12] showed that minority-
class samples synthesized by generative Al can effectively im-
prove the performance of detection models on imbalanced da-
tasets. Research in the IEEE IoT Journal [13] further showed
that under a federated learning framework, generative data aug-
mentation can maintain system functionality even when 50% of
nodes are compromised, providing a feasible path for balancing
privacy protection and security effectiveness.

3.3. Vulnerability Detection and Automated
Remediation

The application of generative Al in the field of software se-
curity is evolving from assisted detection to automated reme-
diation. The DCodeBERT model proposed by Bensaoud and
Kalita [10] demonstrated vulnerability detection and remedi-
ation performance superior to baselines across multiple pro-
gramming languages. Research by Jiang et al. [15] at IEEE
S&P 2025 revealed another side: LLM-based vulnerability de-
tectors are themselves vulnerable to black-box adversarial at-
tacks, where attackers can disable the detector through minor
perturbations. This finding suggests that the reliability bound-
aries of automated remediation capabilities need to be care-
fully evaluated.

3.4. Security Knowledge Management and
Decision Support

Piemonti et al. [16] explored methods for enhancing cyber-
security knowledge bases using multiple LLMs, constructing
a structured security knowledge system by generating attack-
mitigation pairs and their prioritized execution order. Experi-
ments showed that over 70% of responses generated by mod-
els such as Claude 3.5 and DeepSeek R1 were rated as high
quality, demonstrating the effectiveness of generative Al in
professional security knowledge processing. This direction el-
evates generative Al from a "tool" to a component of
"knowledge infrastructure."

3.5. Security Education and Skill Development

The generative Al-based virtual mentoring system
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proposed by Yamanaka et al. [17] promotes learners' critical
thinking by encouraging reasoning, asking "why" questions,
and providing credible hints. The system uses retrieval-aug-
mented generation technology to obtain accurate information
from authoritative sources, significantly improving mentoring
quality. From a broader perspective, generative Al faces an
inherent tension in security education: learners need to under-
stand Al's security risks, while Al itself can serve as a teaching
tool for understanding these risks.

4. Technical Challenges, Risks, and
Governance Frameworks

4.1. Adversarial Attacks and Model
Vulnerability

The adversarial robustness of generative Al models them-
selves constitutes a recursive security challenge. Radanliev et
al. [1] pointed out that model poisoning, data leakage, and out-
put manipulation are the three core risks. Liao et al. [14] listed
adversarial attack detection, general defense mechanisms, and
adaptive scalable defense as open problems urgently in need
of resolution, and emphasized the importance of interdiscipli-
nary cooperation and ethical considerations in risk mitigation.
The increase in defense system complexity may itself intro-
duce new attack surfaces.

4.2. Privacy Protection and Ethical
Frameworks

Generative Al faces multidimensional privacy challenges in
security applications. Ugale and Sinha [3] emphasized the
need to establish governance mechanisms at three levels: data
privacy protection, algorithmic transparency, and ethical
frameworks. Research by Aouedi and Boissel [12] showed
that the combination of federated learning and differential pri-
vacy can alleviate privacy dilemmas to a certain extent, but
the trade-off between privacy budget and detection perfor-
mance still requires systematic study.

4.3. Technical Complexity and Deployment
Constraints

The technical complexity of generative Al imposes con-
straints on practical deployment. Ferrag et al. [2] pointed out
that increases in model parameters can lead to degraded per-
formance on hardware with limited capabilities, sometimes
even performing worse than smaller models. Piemonti et al.
[16] also showed that in such cases, advanced prompt engi-
neering techniques are needed to maintain output quality.
Therefore, the deployment of generative Al in the security do-
main requires finding a balance among model capability, in-
ference efficiency, and operational cost.
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5. Future Research Directions

5.1. Adaptive Defense and Adversarial
Robustness

The core limitation of current defense systems lies in their
static nature. Liao et al. [14] listed adaptive scalable defense
as one of the most urgent open problems. Future defense sys-
tems need to shift from "robust at training time" to "adaptive
at runtime," maintaining detection capability against emerging
threats through continuous learning and online updates.

5.2. Federated Learning and Privacy Protection

Federated learning provides a path for generative Al secu-
rity applications that balances privacy and effectiveness. Ex-
periments by Aouedi and Boissel [12] showed that the combi-
nation of differential privacy and generative data augmenta-
tion can maintain system functionality when some nodes are
compromised, but the trade-off relationship between privacy
and performance still requires in-depth exploration.

5.3. Interpretability and Human-Machine
Collaboration

The "black-box" nature of generative Al in security deci-
sion-making limits its credibility. Explainable Al technologies
need to be deeply integrated with security scenarios, enabling
analysts to understand the basis and confidence level of Al
judgments, while also considering cognitive load and trust cal-
ibration in human-machine collaboration.

5.4. Interdisciplinary Governance Frameworks

The cybersecurity governance of generative Al involves
law, ethics, organizational behavior, and international rela-
tions. Current governance measures in organizations deploy-
ing generative Al security tools clearly lag behind technology
adoption. In the future, it is necessary to integrate technical
standards, legal norms, and ethical guidelines to establish dy-
namic governance mechanisms.

5.5. Multimodal Security Evaluation
Benchmarks

Existing security evaluation benchmarks mostly target a
single modality, while actual attacks often involve coordi-
nated generation of multimodal content. Surveys on deepfake
detection at IEEE conferences [5, 6] pointed out that audio-
visual joint detection is an important direction for multimodal
security evaluation, but there is currently a lack of unified
evaluation frameworks and standard datasets. Building multi-
modal security evaluation benchmarks covering text, images,
audio, and video is foundational work for promoting the sys-
tematic development of this field.

6. Conclusion

Generative artificial intelligence exhibits distinct dual-use
characteristics in cybersecurity. On the attack side, it lowers
the technical barriers to deepfakes, automated phishing, and
malware development, bringing the personalization and
scalability of attacks to new levels; on the defense side, it
demonstrates considerable potential in threat detection, data
augmentation, vulnerability remediation, and security
knowledge management. These two forces are tightly cou-
pled through the adversarial co-evolution mechanism of
"generation—detection—evasion." Future research needs to
focus on explainable Al, federated learning, adaptive de-
fense, and multimodal evaluation benchmarks, while
strengthening the construction of interdisciplinary govern-
ance frameworks. Only through the coordinated evolution of
technological innovation and institutional norms can we
fully leverage the positive role of generative Al in cyberse-
curity and minimize its potential risks.
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