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Abstract

As cyber threats increasingly target human vulnerabilities, understanding behavioural and organisational factors is vital for
strengthening resilience. This study investigates cybersecurity awareness and social engineering vulnerabilities among public
sector employees in Saudi Arabia, a context characterised by rapid digital transformation and heightened exposure to cyber
threats. Despite significant national investment in cybersecurity, human-centred vulnerabilities remain a dominant cause of
security breaches. Drawing on Protection Motivation Theory (PMT) and the Theory of Planned Behaviour (TPB), the study
examines behavioural determinants of secure practices and evaluates the influence of organisational culture, policies, and
training. A quantitative, positivist research design was employed, using a structured online survey distributed to public sector
employees. Data were analysed using descriptive statistics, correlation analysis, t-tests, and regression modelling. Findings
indicate that cybersecurity training, organisational policy clarity, and supportive organisational culture significantly enhance
cybersecurity awareness, while notable gaps persist in recognising and responding to social engineering attacks such as phishing,
pretexting, and baiting. The study provides empirical evidence on human-factor vulnerabilities within a critical national sector
and highlights the need for continuous, context-specific training and policy reinforcement. Recommendations include adaptive
awareness programmes, integration of simulated attack exercises, and alignment of organisational practices with established
frameworks such as NIST SATE and HAIS-Q. The results support the development of resilient cybersecurity ecosystems within
public institutions and advance an engineering-oriented understanding of socio-technical security risks.
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1. Introduction

In contemporary digital work culture, protecting sensitive in 2015 [1]. Nearly 77% of data breaches faced by organisations
information and data has become a crucial priority for organ- are caused by human weaknesses [1]. Therefore, it is clear that
isations. Cybercrime and data breach incidents are estimated organisations face a significant challenge in maintaining the se-
to cost approximately $6 trillion by 2021, up from $3 trillion curity of their information. In this context, central public sector
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organisations depend on digitally enabled services [1]. Hence, in-
formation system arrangement (ISA) is vital for both public- and
private-sector enterprises, although it handles less risky infor-
mation in the public sector. Several measures have been imple-
mented to address common threats that make digitally enabled
organisations vulnerable to data breaches and cyberattacks.
Semi-automated information security risk assessments and secu-
rity awareness measures developed by various governments
are primary strategies for mitigating cybersecurity threats and
data breaches [1, 2]. Cybersecurity threats primarily manifest
as ransomware attacks in public-sector enterprises. The recent
occurrence of such attacks underscores the need for a shared
public-private response system and enhanced regional collab-
oration to foster improved cybersecurity awareness.

Globally, many countries face serious cybersecurity threats,
including data breaches and ransomware attacks. Among them,
Saudi Arabia has recently experienced a significant increase
in cyberattacks due to its geopolitical prominence and wealth.
It is one of the leading countries, with 93.31% of the popula-
tion using the internet and 72.38% actively engaged on social
media, spending an average of more than 7 hours daily [2].
The projected average expenditure per employee in Saudi
Arabia’s cybersecurity market is $26.98 million in 2024. Ac-
cording to a survey conducted in early 2021, cybersecurity
awareness in Saudi Arabia is relatively high, with most partic-
ipants believing cybercrimes will become a serious threat in
the future [3].

The existing literature emphasises the importance of cyber-
security awareness but offers insufficient empirical insight
into the specific vulnerabilities, behavioural determinants, and
organisational factors that shape security practices among
Saudi public-sector employees. Prior studies often focus on
general populations, private-sector contexts, or technical
threat landscapes, with limited attention to human-centred
risks in government institutions. Furthermore, while theoreti-
cal models such as PMT and TPB offer explanatory value,
their application to cybersecurity behaviour in Middle Eastern
public sector environments remains underexplored. There is
also a lack of an integrated assessment that combines aware-
ness levels, organisational culture, policy clarity, and training
effectiveness. This gap constrains the development of targeted,
evidence-based interventions to strengthen national cyber re-
silience.

This study aims to assess cybersecurity awareness levels
among employees in Saudi Arabia's public sector, with a par-
ticular focus on their vulnerability to social engineering at-
tacks. It addresses a notable gap in the existing literature on
cybersecurity awareness within this sector. Although previous
research emphasises its importance, there remains a limited
understanding of specific strategies to improve awareness and
reduce social engineering threats. Using a quantitative ap-
proach, the study gathers empirical data on current levels of
awareness, identifies specific knowledge gaps, and explores
how public sector workers perceive and respond to cyberse-
curity risks amid digital transformation. This will contribute
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to academic discussions by linking behavioural insights with
practical awareness strategies. Saudi Arabia’s public sector
handles sensitive data and provides essential services; as dig-
italisation and Al integration increase, these organisations
face rising cyber threats [4].

Recent reports confirm a rise in attacks, emphasising the
need for stronger cybersecurity measures [5]. Additionally,
the study aims to inform government policy and training pro-
grammes by evaluating employee awareness, supporting en-
hanced cybersecurity practices, reducing vulnerabilities, and
building resilience. A quantitative measure of the current level
of cybersecurity awareness among public sector employees in
Saudi Arabia involves identifying specific vulnerabilities and
knowledge gaps. Further evaluation of the effectiveness of ex-
isting cybersecurity training programmes in the public sector
was conducted to examine how organisational culture and pol-
icies influence cybersecurity awareness and behaviours.
These results will help inform recommendations to enhance
cybersecurity training and policies within the Saudi Arabian
public sector. Ultimately, the research will help the Saudi gov-
ernment safeguard national security and maintain the integrity
of public services.

This project's scope includes a comprehensive assessment
of cybersecurity awareness among public sector employees in
Saudi Arabia. To evaluate awareness levels, the study uses
statistical methods to collect numerical data on public sector
workers' awareness and vulnerabilities in Saudi Arabia. The
project aims to address social engineering vulnerabilities and
improve employee awareness within the public sector of Saudi
Arabia. It will focus on factual, relevant information about this
area. Additionally, the study investigates cyber awareness and
explores measures to enhance cyber awareness programmes
for public sector employees in Saudi Arabia. It considers per-
ceptions of risks and threats posed by various types of cyberat-
tacks. Furthermore, the research incorporates strategies to in-
crease awareness among targeted groups and reduce cyberse-
curity threats. Protecting data and information within Saudi
Arabia's public sector is a central focus of the project, with
particular attention to the severity of risks and the develop-
ment of measures to mitigate them through both public and
government-supported initiatives.

2. Literature Review

2.1. Overview of Cybersecurity Awareness

Cybersecurity awareness is critical among public sector
employees who handle sensitive data. This study reviews so-
cial engineering vulnerabilities. It assesses awareness pro-
grammes using frameworks such as the Protection Motivation
Theory (PMT), the Theory of Planned Behaviour (TPB), the
NIST SATE, the HAIS-Q, and the CSAT.

The guiding question is: How effective are current cyber-
security awareness programs at addressing social engineering
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vulnerabilities among public-sector employees? Peer-re-
viewed sources were selected based on relevance and empir-

ical strength to bridge theory and practice and inform the de-
velopment of tailored training and policy in Saudi Arabia and
are summarised in Figure 1.

Cybersecurity Awareness in the Public Sector

Visual Summary: Theories, Frameworks Threats
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Figure 1. Overview of Cybersecurity Awareness in the Public Sector.

2.2. Theories and Frameworks

Several theories and frameworks have been researched and

developed to enhance cybersecurity knowledge and awareness.

Several theoretical foundations and frameworks relevant to
cybersecurity awareness in Saudi Arabia’s public sector have
been adopted to enhance information security and cybersecu-
rity nationwide [6]. A few of these theories and frameworks
are listed below:

1) Protection Motivation Theory (PMT): PMT describes
cybersecurity behaviour by considering perceived sever-
ity, vulnerability, response efficacy, and self-efficacy. It
suggests that viewing cyber threats as serious and one-
self as vulnerable encourages protective measures, such
as following protocols and engaging in training [7].

2) Theory of Planned Behaviour (TPB): TPB links behav-
iour to intention, shaped by attitude, subjective norms,
and perceived control. It helps evaluate employee atti-
tudes and perceived control over cybersecurity actions,
guiding the development of more effective awareness
programmes [8].

3) NIST SATE Framework: NIST SP 800-50 details aware-
ness, training, and education components. It encourages
structured learning via instructor-led and e-learning
methods [9, 10]. However, it may not be appropriate for
all organisational settings and lacks metrics to assess its
effectiveness [11].

4) Human Aspects of Information Security Questionnaire
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(HAIS-Q): HAIS-Q employs the knowledge-attitude-be-
haviour (KAB) model to evaluate awareness. It provides
insights into employee understanding and compliance
but depends on self-reported data, which may be biased
[12,13].

5) Cybersecurity Awareness Training (CSAT) Framework:
CSAT includes assessment, development, implementa-
tion, and evaluation phases. It supports tailored training
and feedback-based improvement [14, 15]. However, its
effectiveness depends on accurate initial assessments
and continuous updates, which may be resource-inten-
sive.

2.3. Social Engineering Vulnerabilities

Social engineering vulnerabilities exploit human psychol-
ogy rather than technical flaws to gain unauthorised access to
systems, data, or physical spaces. These threats are especially
dangerous because they target the weakest link in security, the
human element. This section highlights six key types of social
engineering threats: phishing, spear phishing, pretexting, bait-
ing, tailgating, and quid pro quo. Phishing involves tricking
individuals through fake emails or websites that appear trust-
worthy to steal sensitive information, such as login details or
financial data [16]. To combat this, strategies include em-
ployee training, simulated phishing tests, email filtering,
multi-factor authentication (MFA), and incident response
planning. Spear phishing is a targeted approach that uses pub-
licly available personal data to create convincing messages,
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often impersonating colleagues or referencing recent projects.
Preventive measures involve specialised training, strict data
protection policies, and advanced threat detection through be-
havioural analysis.

Pretexting involves attackers creating false scenarios to im-
personate trusted figures and coax victims into revealing sen-
sitive data. Prevention tactics include identity verification,
specialised training, and access controls. Baiting entices vic-
tims with rewards, such as malware-infected USB drives or
fake downloads, which can be countered through awareness
programs, device management policies, and web filtering.
Tailgating manipulates employee trust to gain unauthorised
physical access to secure zones. Prevention measures encom-
pass physical security training, strong access control systems,
and strict visitor procedures [ 14]. Quid pro quo attacks involve
offering fake services, often claiming to be Information Tech-
nology (IT) support, in exchange for confidential information
or system access [15]. These tactics depend on establishing
trust to steal login details or install malicious software. All
these threats highlight the importance of ongoing education,
behavioural vigilance, and layered security strategies to coun-
ter human vulnerabilities.

From an engineering perspective, cybersecurity awareness
constitutes a socio-technical control mechanism that comple-
ments technical safeguards [ 15]. Human-factor vulnerabilities
are latent system weaknesses that can propagate through or-
ganisational processes, increasing the probability of system
compromise. Integrating behavioural theories with engineer-
ing frameworks enables more accurate risk modelling, sup-
ports the design of resilient systems, and informs the develop-
ment of adaptive training interventions [19]. This study posi-
tions cybersecurity awareness as an essential component of
public-sector cybersecurity resilience engineering.

2.4. Knowledge Gaps

Previous studies have highlighted significant vulnerabilities
and knowledge gaps in cybersecurity awareness among public
sector employees in Saudi Arabia. Common issues include
susceptibility to phishing and social engineering attacks, poor
password habits, and limited understanding of multi-factor au-
thentication [17]. Many employees lack detailed knowledge
of specific threats and are unaware of the legal and ethical
consequences of cybersecurity breaches. Despite ongoing
technological advancements that introduce new risks, aware-
ness levels remain low. Evaluations of current training pro-
grammes show that interactive, practical sessions are more ef-
fective than traditional methods, improving employees’ abil-
ity to recognise and counter threats [16]. However, wide-
spread training initiatives often fall short of departmental
needs due to a one-size-fits-all approach, leading to disen-
gagement and decreased relevance, especially in finance de-
partments compared to human resources [18, 19].

Organisational culture and policy enforcement are vital in
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shaping cybersecurity awareness. A strong security culture en-
courages proactive behaviour, participation in training, and
open communication about threats [20, 21]. In contrast, weak
cultures lead to neglect of protocols and skipping training ses-
sions, which increases vulnerability [22]. Effective policies
raise awareness through regular audits and clear compliance
expectations [23, 24]. However, implementing these policies
often encounters bureaucratic hurdles and resource constraints,
thereby reducing employee engagement and adherence [20].
Organisations that prioritise cybersecurity are expanding pol-
icies and promoting proactive involvement, supported by on-
going education and training to emphasise the importance of
individual roles in protecting digital assets [20, 24].

3. Research Methodology

3.1. Research Strategy and Approach

This study employs a quantitative research design to evalu-
ate cybersecurity awareness and susceptibility to social engi-
neering among public-sector employees in Saudi Arabia.
Guided by a positivist philosophy, the research relies on ob-
servable, measurable data to ensure objectivity and reproduc-
ibility [24]. Although positivism offers accuracy and neutral-
ity, it may overlook contextual subtleties, suggesting the need
to supplement quantitative data with qualitative insights, such
as interviews. A deductive approach is employed, beginning
with hypotheses about cybersecurity vulnerabilities and test-
ing them against empirical data to validate existing theories
and inform policy [21]. The primary method involves an
online survey of 200 public-sector employees using a struc-
tured, closed-ended questionnaire [25], which was pretested
and conducted anonymously to minimise bias and promote
honest responses.

3.2. Data Collection and Analysis Methods

The study employs a cross-sectional design to collect data
at a single point in time, establishing a baseline of cybersecu-
rity awareness and identifying areas of urgent risk [26]. While
this method is cost-effective and suitable for large samples, it
doesn't track changes over time, suggesting that future re-
search should incorporate historical data. Data collection was
conducted using a self-developed Likert-scale questionnaire
to measure cybersecurity awareness and perceived risks. De-
spite its efficiency, the questionnaire may limit depth and ex-
perience low response rates, which were addressed through
reminders and incentives [27]. The target population includes
public-sector employees with basic cybersecurity knowledge,
excluding those without interaction with digital systems. A
sample of 200 participants was selected via convenience sam-
pling, with efforts to diversify participants across departments
and regions, including outreach to working mothers through
HR contacts [28].
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Data analysis was conducted using SPSS, employing de-
scriptive and inferential statistics, including cross-tabulations,
chi-square tests, and regression analysis, to identify patterns
and relationships in cybersecurity awareness [29]. Ethical ap-
proval was obtained from Royal Holloway University of Lon-
don, ensuring compliance with ethical standards. Participants
were informed of their rights, including the option to partici-
pate voluntarily and withdraw, and all data were anonymised
to protect confidentiality. The study emphasised participant
welfare, avoided sensitive questions, and ensured that no
physical or psychological harm occurred. These ethical
measures uphold the integrity of the research and safeguard
the rights of all respondents.

4. Data Analysis, Findings and
Discussion

4.1. Research Data Analysis and Demographics

This study's findings are based on quantitative data col-
lected through surveys examining cybersecurity awareness
among Saudi Arabian public servants, analysed using graph-
ical and statistical methods. The results are systematically or-
ganised to meet the research objectives. Among 212 partici-
pants, 36.8% are aged 26-35, 26.4% are aged 3645, 19.3%
are aged 4655, and 15.6% are aged 1825, representing a di-
verse age range that offers valuable insights into different gen-
erations. The gender distribution shows 77% male and 22.6%
female, providing varied perspectives and ensuring represen-
tation. In terms of education, 57.8% hold bachelor’s degrees,
10% hold master’s degrees, 11.4% hold diplomas, 10% have
finished high school, and a few hold doctorates, broadening
the academic perspective. Regarding experience in the public
sector, 33.2% have over 10 years, 18.3% have between 1 and
10 years, 17.8% have between 11 and 20 years, and 13.5%
have less than 1 year, providing comprehensive insights into
cybersecurity practices across different career stages.

4.2. Quantitative Findings

This section provides detailed statistical data on cybersecu-
rity awareness within the Saudi Arabian public sector. Ac-
cording to Figure 2, nearly 61.1% of respondents rated their
awareness of various cybersecurity threats as high or very
high. Conversely, only a small proportion of participants re-
ported low or very low levels of awareness. Additionally, 28.4%
of respondents expressed neutrality regarding their cybersecu-
rity awareness. Based on these responses, it is evident that
many public-sector employees have strong cybersecurity
awareness. However, as some neutral and negative responses
persist, management teams should continue to refine policies
and practices to further enhance employees' cybersecurity
awareness.
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@ 1. Very High
® 2. High

3. Moderate
® 4 Low
@ 5. Very Low

£

Figure 2. Level of Cybersecurity Awareness.

As shown in Figure 3, this section further explores the fre-
quency and level of cybersecurity training provided to em-
ployees. Only 20.1% of survey participants reported receiving
formal cybersecurity training from their employers, with just
7.2% indicating they receive very frequent training. Mean-
while, 19.1% reported never having access to formal cyberse-
curity training through their employers. Additionally, 29.2%
and 24.4% of participants reported receiving formal cyberse-
curity training rarely and occasionally, respectively. Due to
the persistent negative and unsatisfactory responses, it is evi-
dent that all employers in this sector must implement formal
cybersecurity training programmes to improve their employ-
ees’ skills awareness. A further assessment of access to cyber-
security training showed that only 39.2% of respondents re-
ported receiving training at least once a year, while 26.4% re-
ported receiving it twice a year. Meanwhile, 20.8% reported
never having been offered cybersecurity training. These re-
sults highlight the urgency for employers in the sector to en-
hance the frequency of cybersecurity training programmes to
boost employee awareness.

@ 1. Never

@ 2. Rarely (Once every few years)
3. Occasionally (Once a year)

@ 4. Frequently (A few times a year)

®- Very Frequently (More than a few
times a year)

Figure 3. Formal Cybersecurity Training Frequency.

Figure 4 shows that 72.2% of survey respondents either
agree or strongly agree that effective cybersecurity training
enhances their ability to understand and address cybersecurity
threats. Additionally, 19.6% responded neutrally. Conversely,
8.2% of participants disagreed or strongly disagreed, indicat-
ing that they believe cybersecurity training does not help them
identify or mitigate cybersecurity issues or threats.
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@ 1. Strongly Agree
@ 2. Agree
3. Neutral
@ 4. Disagree
@ 5. Strongly Disagree

_a

Figure 4. Cybersecurity training helps to mitigate threats.

A further evaluation was conducted to examine cybersecu-
rity in the public sector from a social engineering perspective.
The survey thus investigated participants' awareness of social
engineering attacks and vulnerabilities. As shown in Figure 5,
20.1% and 16.7% of participants in this survey are very or ex-
tremely aware of various social engineering attacks, including
pretexting, phishing, and baiting. Conversely, 10% of partici-
pants are identified as unaware of such social engineering at-
tacks. However, 23.4% and 29.7% of the respondents have a
low level of awareness regarding these types of attacks. There-
fore, based on the majority of responses, it can be concluded
that many people in this sector are aware of various social en-
gineering attacks, but their levels of awareness differ.

@ 1. Not at all aware
@ 2. Slightly aware

3. Somewhat aware
@ 4. Very aware
@ 5. Extremely aware

Y

Figure 5. Awareness of Social Engineering Attacks.

More than 60% of participants feel confident or very confi-
dent in identifying phishing emails, while 14.4% lack confi-
dence in recognising them as cybersecurity threats. Addition-
ally, 23.8% are uncertain about their confidence levels. The
overall response suggests that everyone needs to understand
this identification process. Regarding password updates as a
cybersecurity measure, 28.1% of participants consistently up-
date their passwords and follow best practices for strong pass-
words. Another 24.6% often update their passwords and ad-
here to these practices, while 33.3% do so sometimes. Only 9%
rarely update their passwords and do not follow best practices.
This suggests that most employees in the Saudi public sector
recognise the importance of updating passwords to prevent
cyberattacks.

Figure 6 shows that 27.1% of participants are “slightly clear”
about their organisational policies and procedures for cyber-
security incident reporting. Additionally, 13% have indicated
that they are not at all “clear” about these policies and proce-
dures. Conversely, only 31.4% of participants stated that they
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are “very or extremely clear” about their organisational poli-
cies and procedures for cybersecurity incident reporting.
Therefore, it appears that most employees in this sector are
unfamiliar with their organisation's policies and procedures
for reporting cybersecurity incidents.

Further exploration reveals that 41.1% of participants con-
sistently adhere to their workplace's cybersecurity policies and
procedures. Meanwhile, 24.9% of participants report often
complying with these policies and procedures. Additionally,
24.9% sometimes adhere to them. In contrast, a smaller per-
centage of the total participants rarely or never follow the cy-
bersecurity policies and procedures at work. Based on the ma-
jority of responses, it can be concluded that many employees
in Saudi Arabia's public sector follow their workplace cyber-
security policies and procedures.

@ 1. Notat all clear
@ 2. Slightly clear

3. Moderately clear
® 4. Very clear
@ 5. Extremely clear

Figure 6. Policy Access and Clarity.

Furthermore, 61.4% of respondents agree or strongly agree
that organisational culture at the workplace encourages best
practices and cybersecurity awareness. Aside from that, 27.5%
gave neutral responses, while the remaining 11.1% disagreed
or strongly disagreed. Therefore, most responses suggest that
organisational culture promotes best practices and cybersecu-
rity awareness.

Figure 7 explores the frequency of cybersecurity attacks ex-
perienced by the participants. 42.45% of participants have
never experienced a cybersecurity attack at their workplace.
25.2% of participants reported rarely experiencing any cyber-
security attacks at their workplace. 18.6% of participants re-
ported having occasionally experienced a cybersecurity attack
at their workplace. However, the remaining respondents re-
ported that they either frequently or very frequently experi-
enced a cybersecurity attack at their workplace.

@ 1. Never
@ 2. Rarely
3. Occasionally
@ 4. Frequently
@ 5. Very Frequently

42.4%

Figure 7. Cybersecurity Attacks Experience.
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Among participants, 29.2% reported always using multi-
factor authentication to access work-related systems and data.
Conversely, 25.8% reported often using multi-factor authenti-
cation for the same purpose. Additionally, 28.2% of the par-
ticipants use multi-factor authentication to access work-re-
lated systems and data. Only 9.6% of the total participants
never use multi-factor authentication for this purpose. There-
fore, based on the majority of responses, it can be concluded
that many employees in Saudi Arabia's public sector fre-
quently use multi-factor authentication to access work-related
systems and data. Further evaluation was conducted to assess
the understanding of the importance of cybersecurity and its
training within the public sector in Saudi Arabia. Of the re-
spondents, 45.9% and 28.7% indicated that cybersecurity is
important or very important in their daily work routine. Also,
19.1% of the participants provided a neutral response. Con-
versely, a negligible percentage of respondents also stated that
cybersecurity is “not important” or “not very important” in
their daily work routine. Additionally, 79.8% of the survey re-
spondents agree or strongly agree that extra cybersecurity
training would enhance their ability to identify and respond to
cyber threats. Furthermore, 16.3% of them remain neutral on
this matter. Conversely, 3.9% of participants disagree or
strongly disagree with this statement. Based on the majority
of responses, it can be concluded that additional cybersecurity

training would improve their capacity to handle cyber threats.
Means of conducting training were also explored to identify
the preferred method among public sector employees; 37.9%
of participants preferred online courses for cybersecurity
training. On the other hand, 27.5% of participants preferred
in-person training for this purpose. Apart from that, 26.5% of
them indicated workshops, while the remaining participants
mentioned self-paced learning and webinars as suitable meth-
ods for receiving cybersecurity training. Hence, based on pref-
erences, different organisations can develop strategies that
align with their suitability and organisational policies.

4.2. Descriptive Analysis and Findings

Descriptive analysis showed that, for the most part, workers
had an acceptable level of cybersecurity awareness. There ap-
peared to be a good understanding of the basic principles of
cybersecurity and the organisation's policies. However, some
areas showed a considerable lack of knowledge, particularly
regarding social engineering, including techniques such as
pretexting, baiting, and quid pro quo. While several people felt
they could detect phishing attacks, few followed through with
practices such as changing passwords and verifying the send-
er's credentials.

Conceptual Correlation Analysis Map

P —
Q5 Cybersecurity

Awareness l

Qb C)'bersetlur:it:r -
Training

Q7 Cybersecurity _.
Training Frequency

(8 Training for

L Correlations
Mitigation
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0
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9 Social Engineering
Attack Awareness

Q10 Phishing Email
Identification

i

Q11 Password Updating
Behaviour

Q6 Cybersecurity
Training

U |

Correlation
(p = 0.05)

Non-Significant

A

Conceptual
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Map

20 Training Method (p
=0.313)

Figure 8. Correlation analysis of key variables.
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Correlation Analysis: From the SPSS analysis, the correla-
tion or p-value for cybersecurity awareness (Q5) with all other
factors, such as Cybersecurity training (Q6), Cybersecurity
training frequency (Q7), Training for mitigation (Q8), Social
engineering attacks (Q9), Phishing email identification (Q10),
and Updating passwords (Q11), ranges from 0.00 to 0.002, all
less than 0.05 (p<0.05). Therefore, these values are significant,
and hence, cybersecurity awareness has a significant and pos-
itive correlation with Cybersecurity training (Q6), Cybersecu-
rity training frequency (Q7), Training for mitigation (Q8), So-
cial engineering attacks (Q9), Phishing email identification
(Q10), and Updating passwords (Q11). On the contrary, the p-
value for the association between Cybersecurity training (Q6)
and Training method (Q20) is 0.313, which is greater than
0.05 (p>0.05). Therefore, this value is insignificant, and there
is no significant correlation between these two variables. The
correlation analysis, as shown in the analysis result and as de-
picted in Figure 8, revealed that there were positive correla-
tions between: (1) Cybersecurity training and awareness, (2)
Clarity of organisational policies and secure behaviour and (3)
Organisational culture supports vigilance to social engineer-
ing by employees. This finding demonstrates that organisa-
tional attributes have an important impact on human security
performance.

T-Test Results and Regression Analysis: A t-test was con-
ducted in this study to test the hypotheses developed. Based
on the results of this analysis, it is possible to determine
whether organisational culture, training, or organisational pol-
icies help to increase cybersecurity awareness among people.

Additionally, the results help determine whether password up-
dates and Phishing email identification help reduce the risk of
cyberattacks. However, to conduct this statistical test, Cyber-
security awareness (Q5) and cyber-attack (Q15) have been se-
lected as the dependent variables. At the same time, Cyberse-
curity training (Q6), Phishing email identification (Q10), Up-
dating passwords (Q11), Organisational cybersecurity poli-
cies and procedures (Q13), and Organisational culture (Q14)
have been used as independent variables. According to the re-
sults, the p-values for all variables considered are 0.000,
which is less than 0.05 (p<0.05). Hence, these values are sig-
nificant at the 0.05 level. The independent samples t-tests re-
vealed significant differences (p < 0.05) in cybersecurity
awareness across demographic groups, including educational
attainment and work experience. Those with higher education
and greater work experience exhibited better awareness and
adherence to cybersecurity practices. This underscores the im-
portance of designing training programmes tailored to each
employee's profile.

According to the regression analysis and the T-test, as
shown in Table 1, three main factors contributed to the level
of cybersecurity awareness: Cybersecurity Training, Clarity
of Organisational Policy, and Organisational Culture. The var-
iables ‘training’ and ‘clarity of organisational policy’ showed
significant positive effects, whereas the third factor, organisa-
tional culture’, had a moderate effect. In addition, the model
indicates that both individual security behaviours and organi-
sational governance factors contribute to cybersecurity aware-
ness. This suggests that organisational factors do not have an
equal impact on awareness levels.

Table 1. Regression Model Summary.

Predictor Variable B SE
Cybersecurity training (Q6) -0.220 0.052
Phishing email identification (Q10) 0.191 0.064
Updating passwords (Q11) 0.126 0.059
Organisational cybersecurity policies 0.228 0.068
Organisational culture (Q14) 0.126 0.066
1.148
Constant
4.330 <.001

Model Summary:

Residual SS = 143.994 (df = 205), Total SS = 224.278 (df =211)
Dependent Variable: Cybersecurity Awareness (Q5)
Independent Variables: Q6, Q10,Q11, Q13, Q14

Summary of Key Patterns: Across the analyses performed, three
common themes have emerged: (1) Training increases awareness,
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B t p
-0.258 -4.231 <.001
0.202 2.963 003
0.138 2.130 034
0.231 3.367 001
0.131 1.917 057
0.265

yet recognition of complex social engineering techniques remains
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limited. (2) Clear, easily accessible policies promote security be-
haviour. (3) The organisation’s culture, particularly management’s
focus on cybersecurity, increases vigilance and adherence to poli-
cies. This evidence highlights the socio-technical aspects of cyber-
security within the public sector.

4.3. Research Discussion

The research findings presented here contribute to an organ-
ised understanding of cybersecurity awareness and social en-
gineering vulnerabilities experienced by public-sector work-
ers in Saudi Arabia. It has been found that human-related vul-
nerabilities remain a major issue for the Kingdom, even after
considerable investments in cybersecurity infrastructure. This
finding is consistent with global evidence suggesting that most
cyber incidents are linked to human error. This study has con-
sidered the application of behavioural theories and engineer-
ing principles to interpret cybersecurity vulnerabilities from a
sociotechnical perspective.

Public sector employees in Saudi Arabia hold varied per-
ceptions of cybersecurity threats, influenced by factors such
as age, gender equality, and education [2, 30]. The research
emphasises the need for customised awareness programs and
resource-heavy training to reduce cyber risks. A positive cor-
relation exists among gender balance, educational diversity,
knowledge sharing, and compliance with cybersecurity proto-
cols [31]. The study highlights that cybersecurity training
plays a crucial role in promoting cybersecurity awareness
among employees. Employees who have received structured
training have shown greater awareness of social engineering
tactics and have exhibited more security behaviours than their
counterparts. These findings are consistent with the principles
of both the NIST SATE and CSAT models, which advocate
systematic and effective training. Nonetheless, the descriptive
analysis indicates a lack of awareness of certain complex
forms of social engineering attacks, including pretexting and
baiting. Organisational policy clarity emerged as another
strong predictor of awareness. Employees who reported easy
access to cybersecurity policies and clear procedural guidance
exhibited higher compliance and vigilance. This reinforces the
relevance of the HAIS-Q model, which highlights the im-
portance of knowledge and attitudes in shaping behaviour.
The findings also underscore the engineering principle that
clear procedural documentation reduces system variability
and enhances reliability. Most participants display high cyber-
security awareness, thanks to ongoing training and e-learning
efforts [22]. Nonetheless, gaps in training leave organisations
vulnerable to social engineering tactics such as phishing, bait-
ing, and tailgating [10]. Phishing remains a significant threat,
with many employees lacking the skills to identify malicious
emails and messages [32-34]. Effective training should focus
on recognising urgency signals and understanding the risks of
identity theft. Organisational culture significantly affects cy-
bersecurity awareness and preparedness, highlighting the need
for better policies and targeted training to protect sensitive
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data and combat malware [7, 35].

The impact of organisational culture was found to be mod-
erately significant yet considerable in shaping awareness lev-
els. A culture that promotes cybersecurity by highlighting its
importance and reinforcing associated attitudes through com-
munication helps ensure safe behaviour and increases re-
sistance to social engineering. Such findings align well with
the theoretical foundation of TPB by emphasising the im-
portance of subjective norms and PBC. The results demon-
strate the predictive significance of the combination of three
organisational factors (training, policy, and culture). Together,
they form a significant predictive model for cybersecurity
awareness. Nevertheless, one predictor had no impact on the
outcome, indicating that organisational predictors do not al-
ways prove influential. The conclusion is that human factor
risks must be considered in a context-specific manner. Cyber-
security is crucial to daily operations, enhancing threat aware-
ness and response capabilities. However, inconsistent training
and limited participatory practices hamper progress. Organi-
sations need to integrate cybersecurity into everyday routines,
promote regular reporting, and foster a shared sense of respon-
sibility to minimise vulnerabilities.

Overall, the research shows that cybersecurity awareness
levels in Saudi public organisations are increasing, yet social
engineering threats remain relevant due to behavioural, cogni-
tive and organisational factors. The solution will require a
combination of approaches aligned with engineering and or-
ganisational perspectives on cybersecurity management

5. Conclusion, Recommendation and
Future Research

This study presents an empirical analysis of cybersecurity
awareness and susceptibility to social engineering among gov-
ernment employees in Saudi Arabia. Although cybersecurity
awareness is fairly high, significant vulnerabilities persist
among public-sector workers, leaving them susceptible to so-
cial engineering cyberattacks. It found a diverse workforce
with varying levels of cybersecurity understanding, revealing
both strengths and areas for improvement in threat detection.
While many participants demonstrated high awareness, a no-
table number lacked confidence in identifying phishing, indi-
cating a need for targeted training. The findings show that cy-
bersecurity training, policies, and organisational support play
a crucial role in shaping cybersecurity awareness and behav-
iour. The study is important to the cybersecurity engineering
domain because it incorporates behavioural theories, includ-
ing protection motivation theory (PMT) and the theory of
planned behaviour (TPB), to analyse human vulnerabilities
within a socio-technical system. The findings will be vital in
designing training programmes and other policies that could
contribute to national cybersecurity. Nonetheless, inconsistent
training delivery and limited policy communication pose on-
going challenges. The study achieved all five goals: assessing
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awareness, identifying gaps, evaluating training programmes,
analysing cultural factors, and proposing practical improve-
ments.

Future research must adopt a longitudinal approach to as-
sess changes in awareness and actions before and after the in-
troduction of training programmes. Qualitative methods, such
as interviews or focus groups, could provide a deeper under-
standing of employees’ thoughts and motivating factors. In-
creasing the sample size and using probability sampling would
improve the generalisability of the findings. Future research
should test the efficacy of different training techniques, spe-
cifically simulated attacks and scenario-based training. Ap-
plying new technologies and advances in information security,
such as artificial intelligence, to deliver adaptive training
could be a focus area. Lastly, future research must consider
the interactions between organisational culture, leadership,
and human factors that may contribute to cybersecurity.
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HAISQ Human Aspects of Information Security
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IT Information Technology
MFA Multi-factor Authentication
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PMT Protection Motivation Theory
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SPSS Statistical Package for the Social Sciences
TPB Theory of Planned Behaviour
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