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Abstract

Nigeria's mobile money ecosystem has expanded rapidly, with mobile money operators processing tens of trillions of naira
annually and serving over 220 million subscribers; however, financial institutions lost :8¥52.26 billion to fraud in 2024 alone, and
automated fraud detection approaches remain largely unexplored specifically within the Nigerian mobile money context. This
study presents a comparative evaluation of four machine learning algorithms Logistic Regression, Decision Tree, Random Forest,
and XGBoost for anomaly detection in mobile money transactions, with the aim of identifying a viable deployment candidate
for Nigerian fintech platforms. The four algorithms were trained and tested on the PaySim synthetic mobile money dataset under
identical experimental conditions, using an 80/20 stratified train-test split combined with a hybrid resampling strategy that
undersampled the majority class before applying SMOTE to the minority fraud class. Model performance was evaluated using
Precision, Recall, F1-Score, AUC-ROC, and Inference Speed. XGBoost achieved the highest F1-Score of 35.70% and AUC-
ROC of 99.98%, with all tree-based models recording Recall above 99% and all four algorithms demonstrating real-time viable
inference speeds. Precision remained low across the tree-based models, attributed to the synthetic nature of the PaySim dataset
and the undersampling strategy applied during training. XGBoost is recommended as the primary deployment candidate for
Nigerian fintech platforms, with precision improvement through access to real transaction data and threshold optimization
identified as immediate next steps.
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1. Introduction

With the growth of mobile money in Africa, financial access
has been transformed completely, allowing millions to transact
without going through the normal banking structures. The need
for more automated machine learning solutions for fraud detec-
tion in mobile money has become increasingly paramount as
fintech platforms across Africa such as OPay, Moniepoint and
PalmPay process and move trillions in transactions.

In 2024, Nigerian financial institutions lost a total of

N52.26 billion to fraud, according to the Nigeria Inter-Bank
Settlement System (NIBSS) [1]. This is not surprising, as elec-
tronic payment transactions reached a staggering 3¥1.07 quad-
rillion in 2024 which is the first time Nigeria crossed the quad-
rillion threshold with mobile money operators alone including
OPay and PalmPay processing N71.5 trillion, serving over
220 million mobile subscribers [1]. Therefore, outdated and
manual methods for fraud detection can no longer compete
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with the scale of this development.

Mobile money differs from credit card fraud in transaction
types, patterns and even threat actor behaviours. There is also
a massive class imbalance, where fraudulent transactions rep-
resent only a tiny fraction of total transaction volume. With
any delay in fraud detection causing funds to be moved irre-
versibly, a real-time detection system is required [2].

Machine learning enables automated pattern recognition in
large transaction datasets, with algorithms such as Random
Forest and XGBoost demonstrating strong performance in
fraud detection tasks. These can be deployed for real-time
monitoring within transaction pipelines [3].

Most existing studies focus on credit card fraud and not on
mobile money transactions, with few comparative studies
framing algorithm evaluation around the Nigerian fintech eco-
system. The deployment implications for fintech platforms
such as OPay, PalmPay and Moniepoint remain largely un-
addressed in the literature.

This study sets out to evaluate four machine learning algo-
rithms for mobile money anomaly detection, trained and
tested on PaySim which is a publicly available synthetic mo-
bile money dataset modelled on a real African service. The
models are evaluated using metrics such as Precision, Recall,
F1-Score, AUC-ROC and Inference Speed, and deployment
implications as they relate to the Nigerian fintech fraud pre-
vention landscape are discussed.

2. Related Work

This section reviews literature from traditional rule-based
fraud detection through classical machine learning and ensem-
ble methods. These methods made progress, but most do not
tackle the Nigerian deployment context or evaluate algorithms
specifically on mobile money fraud data gaps which this study
aims to address.

Earlier forms of fraud detection relied heavily on prede-
fined rules and thresholds. They were limited by their inability
to adapt to ever-evolving fraud patterns, and the high false
positive rates and significant operational overheads incurred
remained a persistent limitation [4].

As time went on machine learning began to improve detec-
tion by learning patterns directly from historical transaction
data. Algorithms such as Logistic Regression and Decision
Trees were established as early baselines in the literature, with
studies demonstrating improved precision over rule-based ap-
proaches [5].

Random Forest and XGBoost emerged with strong perfor-
mances on imbalanced fraud datasets, with SMOTE and other
resampling techniques demonstrating their ability to improve
recall on minority fraud classes. F1-Score and AUC-ROC were
also established as the more appropriate metrics for imbalanced
fraud detection tasks [6]. These resampling-based approaches
have since been validated widely in credit card fraud research:
SMOTE combined with AdaBoost has been shown to
strengthen recall on minority fraud classes without excessive
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precision loss [7], while ensemble and neural approaches incor-
porating engineered features have further improved detection
accuracy [8]. Comparative studies benchmarking classical ma-
chine learning against deep learning approaches on imbalanced
fraud datasets have similarly found tree-based and ensemble
methods to outperform simpler baselines [9, 10], with soft vot-
ing ensembles offering additional gains in detection perfor-
mance on skewed class distributions [11].

With the PaySim dataset being introduced as a benchmark
for mobile money fraud research, studies using PaySim
demonstrated the viability of machine learning for mobile
transaction anomaly detection, with the African mobile money
fraud context remaining largely unexplored in existing litera-
ture [12]. More recent work has begun to address this gap di-
rectly: Azamuke et al. examined fraud detection across rich
mobile money transaction datasets in the Sub-Saharan African
context [13], while Ogwueleka et al. applied a stacked ensem-
ble technique to the PaySim dataset specifically within the Ni-
gerian mobile money setting, achieving strong recall and re-
duced false-positive rates [14]. However, comparative bench-
marking of multiple standalone algorithms with an explicit Ni-
gerian fintech deployment framing, as undertaken in this study,
remains absent from this emerging body of work.

With no study bench marking machine learning algorithms
with an explicit Nigerian fintech deployment angle, this study
comes into the picture to address that gap.

3. Methodology

This study employs a comparative evaluation design ap-
proach to the evaluation of four machine learning algorithms,
trained and tested under identical experimental conditions.
The entire pipeline was run on Google Colab CPU.

The PaySim synthetic mobile money dataset by Lopez-Ro-
jas et al. was used, which contains 6,362,620 transactions, of
which 8,213 are fraudulent, representing 0.13% of the total.
The dataset includes 11 features covering transaction types,
amount, and sender/recipient balances, all modelled on a real
African mobile money service [12].

For preprocessing, non-predictive identifier columns such as
nameOrig, nameDest and isFlaggedFraud were removed. Trans-
action type was one-hot encoded across five categories CASH-
IN, CASH-OUT, DEBIT, PAYMENT and TRANSFER. The
data was split into an 80/20 train/test ratio with class distribution
kept intact. Given the scale of the dataset and the computational
constraints of the experimental environment, the majority class
within the training set was reduced to 50,000 instances, after
which SMOTE [15], was applied to bring the minority fraud class
up to match, producing a balanced training set of 100,000 in-
stances. This hybrid resampling approach, combining majority
class undersampling with SMOTE oversampling, has been
shown to improve classification performance on imbalanced da-
tasets [ 14]. The test set was left entirely unaltered.

The four algorithms selected for benchmarking were cho-
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sen for the following reasons: Logistic Regression was se-
lected for its speed, interpretability and suitability as a base-
line; Decision Tree for its simplicity and relevance to low-re-
source deployment; Random Forest for its ensemble approach
and strength on imbalanced tabular data; and XGBoost for its
gradient boosting capability, which is state-of-the-art for tab-
ular fraud detection [5, 16].

The models were evaluated on Accuracy, Precision, Recall,
F1-Score, AUC-ROC and Inference Speed, with F1-Score and
AUC-ROC treated as the primary metrics due to the severe
class imbalance of 0.13%. Inference Speed was also measured
in milliseconds per transaction, which is paramount for real-

time deployment assessment.

The results of this study were interpreted against Nigerian
fintech deployment requirements, with inference speed as-
sessed for its viability in real-time transaction monitoring.
Model interpretability was also discussed in the context of
regulatory compliance.

4. Results and Discussion

As shown in Table 1, XGBoost achieved the highest perfor-
mance across the primary metrics.

Table 1. Model Performance Comparison.

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC-ROC (%) Inference (ms)
Logistic Regression 95.93 2.88 93.18 5.59 98.78 0.0002
Decision Tree 99.48 19.83 99.09 33.04 99.28 0.0002
Random Forest 99.47 19.54 99.21 32.66 99.94 0.0049
XGBoost 99.54 21.75 99.63 35.70 99.98 0.0019

4.1. Overall Results

with an F1-Score of 35.70% and AUC-ROC of 99.98%,

4.2. Per-Model Analysis

making it the strongest candidate for deployment in the Nige-
rian fintech context. With all four models achieving a 99%+
Recall score except Logistic Regression, the tree-based mod-
els successfully detected virtually all fraudulent transactions.
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Figure 1. ML Model Performance Comparison on Precision, Recall and F1-Score across all four models.
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It was observed that Precision collapsed to 2.88% despite
an AUC-ROC of 98.78%, which suggests threshold miscali-
bration. SMOTE creates a 50/50 training distribution, but the
real test set is 99.87% legitimate, meaning the default 0.5 cut-
off is miscalibrated at evaluation time. This miscalibration is
a known linear classifier behavior and not an experimental er-
ror. This has direct implications for deployment, as Logistic
Regression requires threshold recalibration before it can be
considered a viable candidate. As illustrated in Figure 1, the
performance gap between Logistic Regression and the tree-
based models is evident across all three metrics.

It was observed that All three tree-based models outper-
formed Logistic Regression significantly on the F1 metric.
XGBoost had an edge over Random Forest and Decision Tree
on both F1 and AUC-ROC. In the comparison between Ran-
dom Forest and Decision Tree, both recorded nearly identical
F1 scores; however, Random Forest's AUC-ROC of 99.94%
compared to Decision Tree's 99.28% suggests better ranking
ability. Decision Tree's simplicity makes it relevant for low-
resource deployment despite its slightly weaker metrics.

4.3. Inference Speed Analysis

All four models recorded inference speeds between
0.0002ms and 0.0049ms per transaction, suggesting that all
are viable for real-time deployment on Nigerian fintech plat-
forms. Logistic Regression and Decision Tree, both at
0.0002ms, are the fastest, which is particularly relevant for ul-
tra-high-volume platforms such as OPay.

4.4. Precision Limitation Analysis

Precision across all three tree-based models remained low
at 19-21%, which is attributed to two factors: the synthetic
nature of the PaySim dataset, and majority class under-
sampling reducing the diversity of legitimate transactions seen
during training. This was not a methodological flaw but rather
a characteristic of the dataset. PaySim remains the field-stand-
ard benchmark and the only publicly available mobile money
dataset modelled on a real African mobile money service. Ac-
cess to real transaction data from Nigerian platforms would
likely improve precision significantly.

A critical factor contributing to the low precision observed
across the tree-based models is the mismatch between the bal-
anced training distribution created through SMOTE and the
highly imbalanced distribution of the unaltered test set. Be-
cause SMOTE brought the training data to a 50/50 class bal-
ance, the default 0.5 classification threshold used at evaluation
is not well-suited to the true 0.13% fraud prevalence in the test
set, resulting in a large number of false positives despite the
models' high Recall and AUC-ROC values. Real-world de-
ployment of these models should therefore not rely on the de-
fault probability threshold; instead, threshold optimization, in-
formed by the ROC curve or, given the severity of the class
imbalance, the Precision-Recall curve, should be applied to
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identify a cutoff that better balances Precision and Recall for
operational use. This threshold recalibration step, alongside
access to real transaction data, is identified as a necessary next
step before any of the evaluated models, particularly XGBoost,
can be considered production-ready for deployment within the
Nigerian fintech ecosystem.

4.5. Deployment Recommendations

Overall, XGBoost is highly recommended as the primary
candidate for deployment on fintech platforms given its best
F1 and AUC-ROC scores. Decision Tree still remains a viable
option for lower-resource environments or edge deployment.
Logistic Regression is not recommended unless threshold tun-
ing has been applied. Overall, all models require precision im-
provement before production deployment, with threshold op-
timization and feature engineering identified as immediate
next steps.

5. Conclusion

XGBoost established itself as the strongest model in this
comparative evaluation and is recommended for the Nigerian
fintech context. What this study observed as it relates to
fintech platforms such as OPay, Moniepoint and PalmPay is
that machine learning for real-time mobile money fraud detec-
tion is practical today, as demonstrated by the inference speeds
recorded across all models. However, precision remains the
critical barrier between research and production deployment.

The synthetic nature of the PaySim dataset and the majority
class undersampling constraint both impose a ceiling on what
these results can be generalised to, and addressing these con-
straints remains the clearest path forward for this line of re-
search.

Future work should focus more on access to real Nigerian
platform transaction data, threshold optimization particularly
for Logistic Regression, and feature engineering to close the
precision gap. Deep learning approaches should also be ex-
plored as the next comparative benchmark, alongside regula-
tory and explainability considerations relevant to Nigerian
fintech compliance.

As Nigeria's digital financial ecosystem and transaction
volumes continue to grow, the role of machine learning in se-
curing it has become more critical than ever, making further
work in this direction not just valuable but necessary.

Abbreviations
ML Machine Learning
SMOTE Synthetic Minority Oversampling
Technique
AUC-ROC Area Under the Receiver Operating

Characteristic Curve
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NIBSS Nigeria Inter-Bank Settlement System
PaySim Payment Simulator (Synthetic Mobile
Money Dataset)
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