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Abstract 

The integration of Internet of Things (IoT) devices into modern payment systems has introduced innovative functionalities, but 

also significant security and performance challenges. IoT devices, such as smart sensors, wearables, and automated vending 

machines, are typically resource-constrained yet handle sensitive financial transactions that demand robust security mechanisms. 

Conventional cryptographic solutions are often unsuitable for these environments due to their high computational and memory 

requirements. This paper presents the design of a lightweight blockchain-based model to secure IoT payment systems by 

leveraging the Ethereum blockchain and AES-128 encryption. The blockchain token is encrypted with AES-128 to add layer of 

security before being stored in a database. The model is designed to employ a decentralised digital ledger to record and validate 

transactions without a central authority, and the transaction is grouped into a block and linked to the preceding block through 

cryptographic hashes. The chain of blocks forms an immutable record that enhances transparency and security, and the 

distributed nature of blockchain networks, wherein multiple participants validate each transaction, minimises the risk of 

fraudulent activities while ensuring consensus is achieved through predefined protocols. Analysis of results from the 

implementation established the minimization of computational overhead and robust security measures, and was particularly 

beneficial where the scalability of decentralized systems is required alongside heightened security protocols. 
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1. Introduction 

IoT is a dynamic and transformative invention that joins 

billions of devices to the Internet for all-in-one communica-

tion and automation across businesses and areas. The number 

of IoT-connected devices globally has exceeded 14 billion [1], 
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a figure projected to grow exponentially. This growth has 

driven innovations in areas such as smart homes, healthcare, 

and logistics, particularly in financial transactions. IoT de-

vices facilitate micropayments, subscription models, and 

machine-to-machine (M2M) transactions, making secure 

payment systems critical components of IoT infrastructure. 

Blockchain technology has also emerged as a powerful cata-

lyst for IoT payment systems due to its distributed, transparent, 

and foolproof landscape. Contrary to the old-style centralized 

systems, blockchain eradicates the need for third parties by 

confirming transactions using harmonious instruments [2]. 

This method enhances security and also reduces transaction 

costs, making blockchain suitable for IoT systems. For ex-

ample, towards guaranteeing efficiency and reliability in 

financial interactions, smart contracts are used to drive IoT 

tools to independently execute payment for contracts [3]. IoT 

payment systems, which allow devices to communicate with 

one another and make financial transactions autonomous, 

require a robust security framework to protect sensitive in-

formation and ensure reliability. Given the vast number of 

connected devices and the volume of data generated, security, 

privacy, and scalability are the principal concerns. Secure and 

efficient transactions are part of the basic requirements for a 

good payment system, even in dispersed environments where 

devices operate independently. Cryptography and blockchain 

technology are also forming a sure partnership for ensuring 

the confidentiality, integrity, and transparency of IoT systems. 

While blockchain addresses several IoT payment challenges, 

the combination of cryptographic security in IoT environ-

ments presents significant hurdles. Conventional crypto-

graphic methods like Rivest-Shamir-Adleman (RSA) and 

Advanced Encryption Standard (AES) are computationally 

complex and demand significant processing resources such as 

power and memory. IoT devices are typically re-

source-constrained and formulated for synergies with mini-

mal hardware capabilities as a means of achieving costs and 

power conservation [4]. A characteristic IoT device may have 

a processing power of a few megahertz with limited battery 

life, which makes it unsuitable for the effective implementa-

tion of heavy cryptographic protocols. 

The scalability of IoT networks also adds complexity to 

cryptographic implementation as millions of devices com-

municate simultaneously, ensuring real-time encryption and 

decryption processes without causing latency, which becomes 

a formidable challenge. The trade-off between security and 

performance often leaves IoT payment systems vulnerable to 

data breaches, man-in-the-middle (MITM) attacks, and un-

authorized access [4, 5]. 

The rapid proliferation of IoT devices in payment systems 

has created significant opportunities for innovation but also 

exposed critical vulnerabilities in security and efficiency. 

IoT-based payment systems often involve re-

source-constrained devices, such as smart sensors, wearables, 

and automated vending machines, which handle sensitive 

financial transactions. These devices require robust crypto-

graphic mechanisms to ensure data security and transaction 

integrity. However, existing cryptographic solutions are pre-

dominantly designed for conventional computing environ-

ments with ample resources, leading to inefficiencies when 

applied to IoT systems [4]. Existing literature underscores the 

need for cryptographic solutions tailored to IoT environments, 

yet significant gaps remain unaddressed. Many studies focus 

on general-purpose lightweight cryptographic algorithms but 

fail to integrate these solutions effectively with blockchain 

technology, which is critical for secure and decentralized 

payment systems. Furthermore, while blockchain provides a 

robust framework for transaction validation and data immu-

tability, its computationally intensive consensus mechanisms, 

such as Proof-of-Work, exacerbate resource constraints in IoT 

applications [3]. Additionally, current research often over-

looks the trade-offs between security robustness and system 

performance in blockchain-based IoT payment systems. So-

lutions that prioritize security frequently sacrifice efficiency, 

making them impractical for real-world deployment. Con-

versely, attempts to optimize performance sometimes com-

promise critical security features, leaving systems vulnerable 

to attacks, such as data breaches, MITM attacks, and unau-

thorized access [6]. To address these challenges, there is a 

pressing need for a lightweight cryptographic solution spe-

cifically designed for blockchain-based IoT payment systems. 

Such a solution must strike a balance between security and 

efficiency, ensuring the confidentiality, integrity, and availa-

bility of transactions while accommodating the resource lim-

itations of IoT devices. Bridging this gap will not only en-

hance the reliability and scalability of IoT payment systems 

but also pave the way for broader adoption across industries. 

The proposed blockchain model provides an additional layer 

of security which makes it significantly different from the 

existing models. The additional layer ensures that computa-

tional overhead is minimized, while maintaining robust secu-

rity measures. This also gives it an edge in term of scalability 

of decentralized systems that is often required alongside 

heightened security protocols. The new model also advanced 

the existing models by providing a viable pathway for de-

ploying blockchain systems in resource-restricted environ-

ments and enhancing the overall security of IoT payment 

system through the application of AES encryption algorithm 

for safe transfer of tokens. 

2. Review of Related Works 

Ding et al. [7] presented a lightweight key synchronization 

update algorithm as part of a secure communication protocol, 

demonstrating its ability to resist common attacks and out-

perform other schemes in terms of randomness and computa-

tional performance. Based on the comparison of over 50 ex-

isting algorithms in terms of implementation cost, perfor-

mance, and attack resistance, Thakor et al. [8] emphasized the 

importance of lightweight cryptography for re-

source-constrained IoT devices. Pajooh et al. [9] presented a 
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multi-layer blockchain security model for network security. 

The model utilizes clustering techniques and a hybrid evolu-

tionary computation algorithm to define K-unknown clusters 

within the IoT network. It also engages local private block-

chains for cluster-level communications and a global block-

chain for base station interactions, balancing network latency 

and throughput compared to traditional global blockchain 

approaches. Hybrid architectures that combine blockchain 

and lightweight cryptography for enhancing IoT payment 

systems were presented by Gupta et al. [10], Ray et al. [11] 

and Zhang et al. [12]. The systems promote payment verifi-

cation processes, channel networking and efficient and secure 

IoT transactions, though susceptible to scalability, privacy 

preservation, and standardization issues [4, 13]. Maftei et al. 

[14] proposed a distributed data storage solution for elimi-

nating centralized network topology in the implementation of 

IoT devices. Tukur et al. [15] introduced an edge-based 

blockchain-enabled anomaly detection technique that uses 

smart contracts to detect and correct abnormalities in incom-

ing sensor data. Alkhader et al. [16] combined Ethereum 

smart contracts with the InterPlanetary File System (IPFS) for 

decentralized storage of IoT device records and manufactur-

ing details. Sefati et al. [17] introduced the BFLIoT frame-

work that integrates blockchain, federated learning and edge 

computing to form a scalable, secure, and low-latency solu-

tion for smart city applications. The implementation of the 

framework demonstrated a trend towards leveraging off-chain 

storage, sidechains, and smart contracts to address the chal-

lenges of data management, security, and scalability in IoT 

systems. 

The integration of blockchain technology with IoT systems 

has been an area of active research, particularly in securing 

decentralized payment systems. Despite the substantial body 

of work in this area, several gaps remain in terms of efficiency, 

scalability, and security that hinder the widespread adoption 

of blockchain-based IoT payment systems. The existing gaps 

include inefficiency of traditional cryptographic methods 

when applied to IoT systems, failure to establish a balance 

between security and resource consumption, lack of consid-

eration for scalability, over-reliance on scaling techniques like 

sharding or sidechains [12, 18-20]. These gaps underscore the 

need for further exploration and innovation which justifies the 

research. 

3. Proposed System 

 
Figure 1. Architectural View of the proposed Model. 

The proposed model is conceptualized in Figure 1. The 

model employs a decentralised digital ledger to record and 

validate transactions without the need for a central authority, 

and each transaction is grouped into a block and linked to the 

preceding block through cryptographic hashes. This chain of 

blocks forms an immutable record that enhances transparen-

cy and security. The distributed nature of blockchain net-

works, wherein multiple participants validate each transac-

tion, minimises the risk of fraudulent activities while ensur-

ing that consensus is achieved through predefined protocols. 

In addition to its inherent security features, the model en-

gages an Advanced Encryption Standard with a 128-bit key 

(AES-128) to protect sensitive data. Blockchain tokens, 

which represent digital assets or access rights, are encrypted 
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using AES-128 to maintain confidentiality. The encryption 

process involves converting plaintext token data into cipher-

text using a symmetric key algorithm. This procedure secures 

the tokens so that only parties possessing the correct decryp-

tion key can access the original token data. The AES-128 

algorithm is recognized for its balance between computa-

tional efficiency and strong security, which is essential in 

environments with high transaction volumes. The integration 

of AES-128 encryption into blockchain increases the security 

of token-based transactions by ensuring that token data, even 

when intercepted, remains inaccessible to unauthorized users. 

The encrypted tokens are later decrypted by the intended 

recipient using the corresponding key, ensuring secure and 

accurate value transfer. The IoT Device is the end user who 

owns and operates the IoT devices. In the model, the IoT 

Devise user initiates the payment services or any other func-

tionality provided through any connected device to the 

blockchain infrastructure. This component is the demand side 

of the ecosystem and drives the payment transactions. The 

Provider is an individual (vendor) who offers services to IoT 

device users and manages the business side of the system, 

setting prices, configuring service options, and receiving 

payments. The provider is also responsible for fetching the 

payment information for transaction verification and pro-

cessing. In research contexts, a Provider could be a utility 

company, software service provider, or any other entity that 

monetizes IoT functionality. The Make Payment is the busi-

ness opening process where the IoT Devise user commences a 

payment using any reconfigurable gateway. This component 

handles user authentication, payment method selection, and 

initial transaction validation. It is the gateway for monetary 

movements in the system and entails interfaces for amount 

specification and payment confirmation. The Fetch Payment 

Information component retrieves necessary payment details 

from the provider's systems and includes service costs, pay-

ment terms, account information, and transaction parameters. 

It ensures the provider's requirements are correctly integrated 

into the payment process, maintaining consistency between 

provider expectations and actual payments. 

3.1. Blockchain Tokens 

These are the digital assets used within the system for 

value transfer, representing standardized units of value on 

the blockchain and enabling the tokenization of real-world 

assets or services. They also represent the utility tokens 

specific to the IoT ecosystem tokens. The token design 

included considerations for divisibility, transfer mecha-

nisms, and compatibility with the IoT devices' computa-

tional constraints. 

3.2. AES Encryption with Security Key 

This is the cryptographic security layer that protects 

transaction data and provides confidential and secure com-

munication between system components. The security keys 

manage access control and data protection, ensuring that 

sensitive payment information remains protected from unau-

thorized access. For IoT systems, this component addresses 

the critical security concerns of handling financial transac-

tions on potentially vulnerable connected devices. 

3.3. Provider Block 

This represents the provider's presence and operations on 

the blockchain and includes the provider's account, services 

offered and business information. It is saddled with the re-

sponsibility of preserving the provider's state within the dis-

persed system and playing the role of blockchain identity 

management and maintaining the quality of service. 

The Distributed Transaction Ledger is the essential block-

chain component that manages an incontrovertible record of 

the various transactions. It ensures transparency, 

non-repudiation, and consistency across the network. The 

distributed nature provides resilience against failures and 

attacks, while the ledger functionality creates an auditable 

history of all system activities. 

3.4. System Integration 

The blockchain components depict how the system is in-

tegrated, while its architectural boundary presents the block-

chain environment that processes and validates transactions. 

The integration framework shows the connection between the 

traditional IoT devices and the distributed ledger technology 

on one hand and the connection between the conventional 

embedded systems and the decentralized financial technology 

on the other hand. 

The blockchain security components of the proposed model 

utilize a distributed ledger technology to record and verify 

transactions in a secure and immutable manner. Each trans-

action is classified into a block that is linked cryptograph-

ically to the previous block. The transaction initiated on an 

IoT device using Ethereum blockchain (structure presented in 

Figure 2) is broadcasted to the network of interconnected 

nodes. The nodes validate the transaction based on the 

Proof-of-Stake consensus mechanism, and once consensus is 

achieved, the transaction is added to a permanently recorded 

block on the blockchain. The transaction data includes sender 

and recipient wallet addresses and the amount transferred. 

The decentralized nature of blockchain prevents the necessity 

for middle-level financial agencies and reduces transaction 

fees and processing times. Furthermore, every block has a 

timestamp and a cryptographic hash that ensures data integrity. 

Modification to transactional data always affects the hash 

value, and hence, its perception is always taken as a possible 

fraudulent activity. The proposed blockchain payment system 

incorporates public and private key asymmetric cryptography 

for securing the digital signatures. The sender’s private key is 

used to login for the transaction, while the corresponding 
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public key is used for verification purposes. The design guarantees the processing of only authenticated transactions. 

 
Figure 2. The Structure and Transaction of Ethereum Blockchain [21]. 

As shown in Figure 2, the Ethereum Blockchain 

framework comprises a block header, signature and trans-

action lists. The block header encapsulates relevant 

metadata, including the parent block hash, the mining dif-

ficulty, the timestamp, and the nonce that validates the 

block. The transactions section enumerates individual 

transactions executed within the blockchain, while the 

blocks contribute to network security by reducing central-

ization. Transactions in Ethereum are pivotal, functioning 

through a consensus Proof of Stake mechanism. Each 

transaction has essential elements like the recipient's ad-

dress, the sender's signature, and the transaction value. 

The Smart contracts serve as the cornerstone of the 

Ethereum blockchain and oversee the enforcement of all 

contractual agreements to foster reliable and transparent 

transactions. 

3.5. Smart Contracts 

A smart contract, running on a blockchain, is a code that is 

used to execute, verify, or distribute contracts based on the 

available information. The code is sent from a blockchain 

wallet alongside its receiver’s address in a manner similar to 

the transfer of value. The proposed model also utilizes a smart 

contract to record user-verifiable information and accumulate 

it into a verification tag, ensuring the verifiability of search 

results. It also allows only the Certification Authority to 

complete user registration, verify information upload, and tag 

based on the following algorithm [22]: 

1) 𝑅𝑒𝑞𝑢𝑖𝑟𝑒: 𝑇𝑎𝑠𝑘 𝑛𝑎𝑚𝑒,𝑖𝑛𝑣𝑜𝑘𝑒𝑑 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠 

2) 𝐸𝑛𝑠𝑢𝑟𝑒: 𝑆𝑒𝑡t𝑖� � 𝑔 𝑢𝑝 𝑡𝑎𝑠𝑘𝑠: 

3) 𝑚𝑎𝑝𝑝𝑖𝑛𝑔 (𝑠𝑡𝑟𝑖𝑛𝑔 ⇒ 𝑚𝑎𝑝𝑝𝑖𝑛𝑔 ((𝑏𝑦𝑡𝑒𝑠32 ⇒ 𝑏𝑦𝑡𝑒𝑠)) 

𝑣𝑒𝑟𝑖_𝑡𝑎𝑔; 

4) 𝑚𝑎𝑝𝑝𝑖𝑛𝑔 (𝑎𝑑𝑑𝑟𝑒𝑠𝑠 ⇒ 𝑠𝑡𝑟𝑖𝑛𝑔) 𝑈𝑠𝑒𝑟; address 𝑎𝑑𝑑𝑟𝑐𝑎; 

5) 𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑜𝑟 () 

6) 𝑎𝑑𝑑𝑟𝑎ca=𝑚𝑠𝑔.𝑠𝑒𝑛𝑑𝑒𝑟 

7) 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟(𝑠𝑡𝑟𝑖𝑛𝑔 𝐼𝐷,𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝑎𝑑𝑑𝑟) 𝑝𝑢𝑏𝑙𝑖𝑐 

8) 𝑟𝑒𝑞𝑢𝑖𝑟𝑒(𝑚𝑠𝑔.𝑠𝑒𝑛𝑑𝑒𝑟= 𝑎𝑑𝑑𝑟𝑐𝑎;); 

9) 𝑢𝑠𝑒𝑟[𝑎𝑑𝑑𝑟]=1 𝐷; 

10) function 𝑈𝑝𝑙𝑜𝑎𝑑(𝑏𝑦𝑡𝑒𝑠32�𝑣1, 𝑏𝑦𝑡𝑒𝑠�𝑣2)�𝑝𝑢𝑏𝑙𝑖𝑐 

11) 𝑟𝑒𝑞𝑢𝑖𝑟𝑒(𝑈𝑠𝑒𝑟[𝑚𝑠𝑔. 𝑠𝑒𝑛𝑑𝑒𝑟]! = 𝑛𝑢𝑙𝑙); 

12) bytes 𝑏𝑦𝑡𝑒𝑠�𝜏 = 𝑉𝑒𝑟𝑖_𝑡𝑎𝑔[𝑈𝑠𝑒𝑟[𝑚𝑠𝑔. 𝑠𝑒𝑛𝑑𝑒𝑟]][𝑣1] 

13) 𝑖𝑓�𝜏. 𝑙𝑒𝑛𝑔𝑡ℎ == ( ); 

14) 𝜏 = 𝑔; 

15) 𝑉𝑒𝑟𝑖_𝑡𝑎𝑔[𝑈𝑠𝑒𝑟[𝑚𝑠𝑔 − 𝑠𝑒𝑛𝑑𝑒𝑟][𝑣1] = �𝑇𝑣1 �𝑚𝑜𝑑�𝑁; 

16) 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑞𝑢𝑒𝑟� �  (𝑠𝑡𝑟𝑖𝑛𝑔 𝑡1,𝑏𝑦𝑡𝑒𝑠32 𝑡2) 𝑝𝑢𝑏𝑙𝑖𝑐 

𝑣𝑖𝑒𝑤 𝑟𝑒𝑡𝑢𝑟𝑛𝑠 (𝑏𝑦𝑡𝑒𝑠 𝜏) 

17) 𝑟𝑒𝑞𝑢𝑖𝑟𝑒(𝑢𝑠𝑒𝑟[𝑚𝑠𝑔.𝑠𝑒𝑛𝑑𝑒𝑟]!=𝑁𝑢𝑙𝑙) 

18) 𝜏 = 𝑣𝑒𝑟𝑖_𝑡𝑎𝑔 [𝑡1] [𝑡2] 

3.6. AES Encryption 

The Advanced Encryption Standard (AES) symmetric al-

http://www.sciencepg.com/journal/wcmc


International Journal of Wireless Communications and Mobile Computing http://www.sciencepg.com/journal/wcmc 

 

86 

gorithm is used to secure sensitive transaction data based on 

fixed-size data blocks and keys of 128, 192, or 256 bits. Mo-

tivated by the need to ensure robustness against various 

cryptographic attacks, the adopted AES encryption and de-

cryption are in the stages presented in Figure 3 [23]. The 

encryption process begins with Key Expansion, where the 

initial key undergoes a series of transformations to produce a 

set of round keys, which are subsequently utilized in the en-

cryption rounds. This is followed by the Initial Round (Ad-

dRoundKey), which involves XOR-ing the first block of 

plaintext with the initial round key, which offers the first level 

of security. The AES is then subjected to a series of Main 

Rounds, which comprises the following nine rounds for 

AES-128: 

1) SubBytes: This is a non-linear substitution step where 

each byte is replaced with another specific byte by a 

fixed substitution table (S-box). 

2) ShiftRows: This is a transposition step where each row 

of the state is shifted cyclically by a certain number of 

bytes. 

3) MixColumns: This is a mixing operation that combines 

the bytes within each column of the state matrix to pro-

vide further diffusion. 

4) AddRoundKey: This is similar to the initial round; each 

byte of the state is combined with a block of the round 

key. 

5) Final Round: This is similar to the main rounds but 

omits the MixColumns step. It comprises the SubBytes, 

ShiftRows, and AddRoundKey processes only. 

 

Figure 3. AES stages [23]. 

Upon completion of these rounds, the output from the last 

AddRoundKey becomes the ciphertext. This multi-stage ap-

proach ensures that AES encryption is robust and resistant to 

known cryptographic attacks. 

3.7. Database 

The database serves as the system’s memory for user 

information, transaction history, and possibly device states,  

allowing for analytics, auditing, and service continuity. Its 

architecture requires balancing centralized management 

efficiency and distributed resilience, which is particularly 

important for IoT systems that may operate in environ-

ments with intermittent connectivity. 

MongoDB, a document-oriented NoSQL database, was 

used to provide a flexible schema that can adapt to the dy-

namic nature of blockchain data. The database schema for the 

design has three interconnected tables for User, Transactions, 

and Token. Each table plays a crucial role in managing user 

data, recording transactions, and handling authentication 

tokens. The relationships between these tables ensure data 

consistency and integrity within the system. The User table 

serves as the foundation of the database, storing essential 

details about individuals interacting with the system. It in-

cludes an Identification (ID), which uniquely identifies each 

user; a username, which may be used for login or display 

purposes; and an email for communication or account recov-

ery. This table acts as a reference point for other tables, en-
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suring that transactions and tokens are always linked to au-

thenticated users. The Transactions table records all actions 

performed by users. Each transaction has a unique ID and is 

associated with a user through the userID field, establishing a 

connection to the User table. The table also includes a hash-

block, required for security and data integrity verification, and 

a time field that logs the exact moment the transaction oc-

curred. The Token table is designed to manage authentication 

and verification processes. Each token is uniquely identified 

by an ID and is linked to a specific user through the userID 

field. The token table also maintains a relationship with the 

Transactions table via the txnID field, ensuring that tokens 

can be tied to specific transactions when needed. The token 

field stores the authentication token, which could be used for 

session management, verification, or security purposes. There 

is also an additional field, Field1, to be used for extra 

metadata. The relationships between these tables are essential 

for maintaining data integrity. The User table has a 

one-to-many relationship with both the Transactions and 

Token tables, meaning a single user can have multiple trans-

actions and multiple tokens associated with them. Addition-

ally, the Transactions table has a one-to-one or one-to-many 

relationship with the Token table, depending on whether 

multiple tokens are allowed for a single transaction. These 

relationships allow for seamless tracking of user activities and 

authentication processes. In conclusion, this database schema 

efficiently organizes user-related data while ensuring robust 

security and accountability mechanisms. By linking users, 

transactions, and tokens, the system maintains a 

well-structured approach to managing authentication, trans-

action logging, and user activity tracking. 

3.8. Blockchain Tokens 

The Ethereum blockchain token is used to facilitate trans-

actions, supports decentralized applications, and supplies the 

computational fuel for smart contracts execution in the net-

work. Given its dual role, the token is essential for both value 

transfer and incentivizing miners who conduct the 

proof-of-work process, although recent developments have 

moved the protocol toward alternative consensus mechanisms 

such as proof-of-stake. The issuance, circulation, and storage 

of tokens are managed through a transparent, public ledger 

that is continuously updated across a distributed network of 

computer nodes, and they may be stored in digital wallets that 

rely on cryptographic techniques to ensure secure interactions. 

The tokens for the IoT payment system will be generated 

based on the following [24, 25]: 

1.  Input: 

1) tokenName → Name of the token 

2) tokenSymbol → Symbol for the token 

3) totalSupply → Maximum number of tokens to be cre-

ated 

4) decimalUnits → Decimal precision of the token 

5) ownerAddress → Blockchain wallet address of the to-

ken creator 

2.  Output: 

DeployedTokenContract → A functional ERC-20 token 

smart contract 

Steps Smart Contract: 

1.  Initialize Smart Contract 

1) Define a Solidity contract that follows the ERC-20 

standard. 

2) Set token attributes (tokenName, tokenSymbol, deci-

malUnits, totalSupply). 

3) Assign totalSupply to ownerAddress upon deployment. 

2.  Define Token Storage Variables 

1) Create mappings to store balances (mapping (address => 

uint256) balances). 

2) Define an allowance mapping to permit third-party to-

ken spending. 

3.  Implement ERC-20 Token Functions 

1) function balance of (address account) returns (uint256) 

→ Returns token balance of an account. 

2) function transfer (address recipient, uint256 amount) → 

Transfers tokens from sender to recipient. 

3) function approve (address spender, uint256 amount) → 

Allows spender to withdraw tokens. 

4) function transferFrom (address sender, address recipient, 

uint256 amount) → Transfers tokens using allowances. 

4.  Deploy Smart Contract to Blockchain 

1) Compile the Solidity contract using Truffle. 

2) Deploy to Ethereum (or private blockchain) using Ga-

nache. 

3) Verify the deployment transaction. 

5.  Secure IoT Transactions Using the Token 

1) Integrate the smart contract with IoT devices using 

Web3.js or an API. 

2) Implement cryptographic signatures for IoT payments. 

3) Record all transactions on the blockchain for security 

and transparency. 

4. Experimental Study 

The experimental study was carried out on an HP laptop 

with 8GB of RAM and 500GB of storage on an Intel processor. 

The software requirements include Solidity, Ganache, Truffle, 

and MongoDB. Solidity is a contract-oriented programming 

language specifically designed for implementing smart con-

tracts on the Ethereum blockchain. It is statically typed and 

supports inheritance, libraries, and complex user-defined 

types. Ganache, which is a personal Ethereum blockchain, 

was used to run tests, execute commands, and inspect state 

while controlling how the chain operates, followed by a 

Raspberry Pi-inspired simulation on a virtual machine. Truffle 

served as a development framework for Ethereum, and it has 

tools that create, deploy and test smart contracts. Raspberry Pi 

operating system in a virtual environment created by Vmware 

and a popular hypervisor as a means of avoiding heightened 

cost. Necessary libraries and software dependencies, such as 
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Node.js, were installed on the Raspberry Pi operating system, 

while Truffle was installed by executing the command “npm 

install -g truffle” in the terminal. Next was the installation of 

Ganache using a command-line version known as Ganache 

CLI on a Raspberry Pi. This methodical setup ensures a secure, 

consistent environment for blockchain development, experi-

mentation, prototyping and testing without significant hard-

ware investments. 

The blockchain model was implemented using Truffle and 

Ganache, while AES-128 was implemented for the Light-

weight cryptography to enable the model to operate in envi-

ronments with constrained resources. The AES-128 provides 

essential mechanisms for data confidentiality, authenticity, 

and integrity without imposing heavy computational demands. 

The user interface was implemented using Web3 library via 

Solidity, which is a statically-typed programming language 

designed for creating smart contracts that run on Ethereum. 

The user interface offers a select menu for IoT users to choose 

a provider, an input field for the number of Ethereum to be 

transferred, and two buttons. The first button sends payment, 

while the second one displays the balance. Once the amount to 

be paid is specified, the send payment button is clicked to 

invoke a script that generates the blockchain token, which is 

encrypted using AES-128 before sending to the provider 

wallet. Upon receipt in the wallet, the decryption algorithm is 

activated prior to entering the provider blockchain address. 

The various blockchain addresses created on the Ganache is 

presented in Table 1. The first address is for an IoT device user, 

while the second address is for a service provider. The IoT 

device user has a 30 Ethereum balance while the provider has 

a 100 Ethereum balance before the transaction. Table 2 pre-

sents the post-transaction Ethereum balance in each of the 

addresses with the provider’s balance increased from 100 to 

101 while the IoT device User’s balance reduced from 30 to 

29. 

Table 1. Blockchain Accounts addresses and Balance Before Transactions. 

Address Ethereum balance 

 
30.00 

 100.00 

 

100.00 

 

100.00 

 
100.00 

 
100.00 

 
100.00 

Table 2. Blockchain Accounts Addresses and Balance After Transactions. 

Address Ethereum balance 

 
29.00 

 101.00 

 

100.00 

 

100.00 

 
100.00 

 
100.00 

 
100.00 

http://www.sciencepg.com/journal/wcmc


International Journal of Wireless Communications and Mobile Computing http://www.sciencepg.com/journal/wcmc 

 

89 

 

The integration of Truffle with Ganache was used to sim-

ulate the blockchain environment that can mimic real-world 

complex scenarios. The simulation allows the evaluation of 

how the lightweight cryptographic algorithms perform under 

various network and controlled environment. The simulation 

provides insight into potential vulnerabilities and allows for 

timely updates and improvements. 

The combination of blockchain model and lightweight 

cryptography offers an additional layer of security, promotes 

computational efficiency and gives room for scalability of 

decentralized systems which is required alongside heightened 

security protocols. 

Result and Discussion 

Ten transactions were initiated on the blockchain on two 

occasions and the latency and CPU utilization of the transac-

tions computed. On the first occasion, AES-128 lightweight 

cryptography was engaged while the second occasion was 

without it. Table 3 and Table 4 present the result for the two 

occasions. The average CPU utilization when lightweight 

cryptography was employed is 5.33 while the average latency 

is 2.4ms. 

Table 3. Performance Evaluation of the Blockchain Based Payment 

which utilizes Lightweight Cryptography. 

Transactions CPU Utilization (%) Latency (ms) 

1 5.01 2 

2 5.01 2 

3 5.02 2 

4 6.76 4 

5 5.50 2 

Transactions CPU Utilization (%) Latency (ms) 

6 5.03 2 

7 5.01 2 

8 5.02 3 

9 5.04 2 

10 5.98 3 

Average 5.33 2.4 

Table 4. Performance Evaluation of the Blockchain Based Payment 

without Lightweight Cryptography. 

Transactions CPU Utilization (%) Latency (ms) 

1 10.21 5 

2 10.19 5 

3 10.21 5 

4 12.06 7 

5 8.01 4 

6 7.03 4 

7 10.01 4 

8 10.06 4 

9 10.07 4 

10 10.19 5 

Average 9.79 4.7 

 

Table 5. Blockchain Transactions with AES Encryption. 

Transaction ID Sender Receiver Amount (ETH) Status AES Applied? Block No. 

Txn001 Wallet A Wallet B 2.0 Successful Yes 1 

Txn002 Wallet B Wallet C 1.5 Failed No 2 

Txn003 Wallet A Wallet D 3.0 Pending Yes 3 

Txn004 Wallet C Wallet E 0.8 Successful Yes 3 

Txn005 Wallet D Wallet F 4.2 Successful No 4 

Txn006 Wallet E Wallet G 2.5 Pending Yes 5 

Txn007 Wallet F Wallet H 1.0 Successful Yes 5 
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Figure 4. CPU utilization with and without lightweight cryptography. 

 
Figure 5. Transaction latency with and without lightweight cryptography. 

Figure 4 and Figure 5 present the comparative analyses of the 

results for the two performance indices. The average CPU 

utilization for transactions without lightweight cryptography is 

9.79 while average latency is 4.7ms. It is revealed from Tables 

1 and 2 that there is a superior performance in terms of CPU 

utilization and latency when lightweight cryptography was 

employed in all the 10 trials of the experiment. With reduced 

CPU utilization and latency, lightweight cryptography encryp-

tion extended the operational lifespan of IoT devices for the 

transactions. The incorporation of blockchain token encryption 

further secured the payment process by generating tokens that 

represent payment values. The tokens undergo encryption 

based on methods that preserve a high level of data integrity, 

confidentiality and availability while fulfilling the performance 

criteria expected of any IoT applications. The specifics of the 

blockchain transactions, with sender and receiver wallets, the 

transferred amount and status, AES encryption usage, and the 

block number in which each transaction is recorded are pre-

sented in Table 5. Out of the seven transactions recorded in 

Table 5, four were successful, two remained pending, and one 

failed. The failed transaction, Txn002, did not use AES en-

cryption, which may suggest a possible security or validation 

issue. AES encryption was applied in four of the seven trans-

actions to ensure secure data transmission with Txn001, 

Txn004, and Txn007 all successful. The successful transactions 

are distributed across different blocks, indicating the effec-

tiveness of the encryption method. The failed transaction, 

Tnx005, did not implement AES, and this development further 

buttressed its role in transaction integrity. Some blocks, such as 

Block 3 and Block 5, recorded multiple transactions while 

Txn003 and Txn006 recorded pending transactions, which 

could be attributed to factors like network congestion, gas fees, 

or validation delays. These results established that AES en-

cryption contributed significantly to the security and successful 
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execution of the transactions. 

5. Conclusions 

The design and implementation of a lightweight cryptog-

raphy blockchain model for securing IoT payment systems 

has been presented. The model emphasized security, effi-

ciency, and scalability in modern decentralized applications. 

Lightweight cryptography was designed to operate in envi-

ronments with constrained resources and provide essential 

mechanisms for data confidentiality, authenticity, and integ-

rity without imposing heavy computational demands. This 

makes it ideal for the integration of blockchain applications in 

IoT environments and mobile devices. 

The design also involved the usage of standardized 

AES-128 lightweight cryptographic algorithms that are veri-

fied for both security and efficiency. These algorithms were 

integrated into blockchain infrastructure using robust devel-

opment frameworks such as Truffle, a widely recognized de-

velopment framework for Ethereum applications, and Ganache, 

a personal blockchain for rapid testing and development. 

These frameworks were used to create, deploy, and test smart 

contracts with the incorporation of lightweight cryptography. 

During implementation, Truffle was used to streamline the 

compilation, linking, and migration of smart contracts. Its 

integration with Ganache was also used to simulate the 

blockchain environment with a view to mimic real-world 

complex scenarios and allow the evaluation of how light-

weight cryptographic algorithms perform under various net-

work conditions in a controlled environment. The integration 

also provided insight into potential vulnerabilities and allow 

for timely updates and improvements. Analysis of results from 

the implementation established the minimization of computa-

tional overhead, maintain robust security measures, and par-

ticularly beneficial where the scalability of decentralized sys-

tems is required alongside heightened security protocols. It is 

also revealed that the proposed model provides a viable 

pathway for deploying blockchain systems in re-

source-restricted environments and enhances overall system 

security. This model integrated AES-128 cryptography with 

blockchain among numerous lightweight cryptography algo-

rithm and was simulated using a local development environ-

ment. However, real blockchain network are often deployed on 

either public or private blockchain network. It is noteworthy 

that scalability is a significant challenge facing the proposed 

systems. An increase in the number of connected devices leads 

to an exponential growth in the demand for scalable solutions 

to handle massive volumes of transactions. The present form 

of the proposed payment systems lacks the capacity to handle 

the sheer volume of microtransactions that the IoT applications 

may require. Future work therefore aims at exploring other 

cryptography models like One-Time Password (OTP) Token 

which is a Two-Factor Authentication (TFA), Time-Based 

One-Time Password (TOTP) Token, which is a Secure Login 

and HMAC-SHA256 Token, which is an Application Pro-

gramming Interface (API) for achieving higher integrity and 

improved security and scalability of the IoT payment system. 

Abbreviations 

IoT Internet of Things 

M2M Machine-to-Machine 

RSA Rivest-Shamir-Adleman 

AES Advanced Encryption Standard 

MITM Man-in-the-Middle 

ID Identification 
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