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Abstract 

Ensuring transparency, integrity, and security across the vaccine supply chain is essential to prevent counterfeiting, unauthorized 

data manipulation, and logistical inefficiencies that can adversely affect public health systems. Traditional vaccine supply chain 

management systems primarily rely on centralized databases, which are susceptible to tampering, single points of failure, and 

limited real-time visibility for participating stakeholders. These limitations reduce trust among manufacturers, distributors, 

healthcare providers, and regulatory authorities and increase the risk of counterfeit or compromised vaccines entering the 

distribution network. This research presents a blockchain-based vaccine supply chain management model developed using 

Hyperledger Fabric, a permissioned blockchain framework specifically designed for enterprise and healthcare-oriented 

applications. The proposed system integrates chaincode-driven automation to enforce predefined business rules, SHA3-256 

cryptographic hashing to ensure data immutability, and PBFT-based consensus mechanisms to validate transactions reliably in a 

distributed environment. Role-based authentication is implemented to ensure that only authorized participants can access and 

update the system, enabling secure and controlled data sharing among all stakeholders involved in the vaccine lifecycle. In 

addition, a middleware layer developed using the Go programming language and the Gorilla Mux framework facilitates seamless 

and secure communication between client applications and the blockchain network through RESTful APIs. The proposed 

architecture enables immutable record-keeping, efficient end-to-end traceability of vaccine batches, and stringent verification of 

transactions across all stages of the supply chain, including manufacturing, distribution, and administration. Experimental testing 

conducted through API calls and Postman validates the system’s ability to automate operational workflows while effectively 

preventing unauthorized data modifications. The results demonstrate improved operational reliability, enhanced data integrity, 

reduced risk of counterfeit vaccines, and increased transparency and trust among stakeholders. This study highlights how 

permissioned blockchain networks such as Hyperledger Fabric can modernize vaccine logistics and contribute to safer, more 

transparent, and reliable public health supply chain systems. 
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1. Introduction 

The efficient management of vaccine supply chains is 

critical for ensuring public health worldwide. However, ex-

isting systems face significant challenges, including the 

presence of counterfeit vaccines and a lack of transparency in 

tracking vaccine distribution. These issues pose serious risks 

to public health and underscore the urgent need for innovative 

solutions. In response to these challenges, this paper proposes 

a decentralized data management system leveraging block-

chain technology [1] to enhance the integrity and efficiency of 

vaccine supply chains. 

The current vaccine supply chain ecosystem [2] relies 

heavily on manual record-keeping and centralized databases, 

making it susceptible to data tampering, unauthorized access, 

and operational inefficiencies. Consequently, the reliability of 

vaccine information is compromised, leading to potential 

health hazards for individuals receiving counterfeit or tam-

pered vaccines. By harnessing the power of blockchain 

technology, this paper aims to address these vulnerabilities 

and revolutionize vaccine supply chain management. Block-

chain offers inherent features such as transparency, immuta-

bility, decentralization, and traceability [16], which can sig-

nificantly enhance the security, efficiency, and visibility of 

vaccine distribution processes. The integration of crypto-

graphic techniques like SHA3-256 ensures data integrity, 

while consensus algorithms such as PBFT (Practical Byzan-

tine Fault Tolerance) reinforce data consistency across the 

network. By providing an immutable ledger, blockchain [13] 

can not only prevent unauthorized alterations but also ensure 

that all stakeholders have real-time access to vaccine infor-

mation, reducing delays and fostering greater accountability. 

Through the implementation of a decentralized data man-

agement system [17], vaccine-related information can be 

securely stored in interconnected blocks, ensuring tam-

per-proof records and transparent transaction history 

throughout the supply chain. Additionally, smart contracts [15] 

embedded in the system automate key processes, reducing 

human errors and operational inefficiencies, and further im-

proving overall management. This system not only makes it 

easier to track [11] vaccines from the manufacturer to the 

recipient, but it also lowers the risk of fake vaccines getting 

into the supply chain. 

This paper proposes a transparent, tamper-proof distributed 

vaccine supply chain management system built on Hy-

perledger Fabric [3], with the potential to transform how 

vaccines are managed and distributed across global healthcare 

systems. The solution is designed to increase the resilience 

and responsiveness of vaccine logistics, ensuring better public 

health outcomes. 

The remaining sections of the paper are organized as fol-

lows: Section 2 presents a summary of the literature review, 

highlighting current advancements in the field. Section 3 

discusses the methodology adopted for the proposed system. 

Section 4 outlines the implementation details, while Section 5 

evaluates the results of the system. Section 6 provides the 

conclusion of the research and explores potential future di-

rections for enhancing the system’s effectiveness. 

2. Literature Review 

Here are some notable works related to vaccine safety that 

have been addressed using blockchain technology. L. Cui et al. 

[4] published a paper titled Protecting vaccine safety: An 

improved, blockchain-based, storage-efficient scheme. The 

paper introduces a blockchain solution for bolstering vaccine 

safety, employing trace codes, transactions, and smart con-

tracts. However, while tackling data reliability challenges, it 

encounters potential efficiency issues and cloud security 

concerns, prompting the need for additional enhancements to 

optimize performance in practical vaccine circulation sce-

narios. 

T. Fatokun et al. [5] proposed a blockchain-assisted pa-

tient-owned system for electronic health records. The objec-

tive of this paper is to implement a patient-centric electronic 

health record (EHR) system using blockchain to enhance 

security, privacy, and interoperability. Patients control their 

records, ensuring secure data exchange. The research includes 

functional and performance testing, contributing to improved 

data security, privacy, and interoperability in healthcare. 

However, limitations include scalability challenges with 

growing data, bandwidth overhead from mining and com-

munication, and insufficient focus on database security. 

F. Jamil et al. [6] proposed a novel medical blockchain 

model for drug supply chain integrity management in a smart 

hospital. Objectives include developing a secure drug supply 

chain record system with Hyperledger Fabric, enhancing 

transparency in smart hospitals, and providing a global solu-

tion to counterfeit pharmaceuticals. Limitations include gen-

eralizability, scalability, regulatory considerations, security, 

privacy, and resource implications, with potential challenges 

in real-world implementation. 

A. R. Nair et al. [7] proposed FAIR, a blockchain-based 

approach for fair and secure vaccine distribution during 

pandemics. Utilizing smart contracts and the interplanetary 

file system (IPFS), it addresses challenges in healthcare sup-

ply chains. IPFS is a decentralized peer-to-peer file-sharing 

system that allows people to access content without the need 

for a central server. Limitations include potential complexities, 

costs, scalability issues, and integration challenges with ex-

isting systems and data privacy concerns. 

I. T. Javed et al. [8] proposed PETchain, a priva-

cy-enhancing technology on a consortium blockchain. 

PETchain empowers users with control over their data, stored 

securely on IPFS. It features a user-centric architecture, se-

cure data storage, a trusted execution environment (TEE), 

auditable logs, and smart contract functionality. The objec-

tives involve PETchain development and a smart contract for 
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access control and performance analysis. PETchain faces 

challenges including block time variability affecting 

throughput, trade-offs between transactions per second (TPS) 

and block time leading to lost blocks, and computational 

overhead from privacy technologies like homomorphic en-

cryption. 

A. Musamih et al. [9] proposed a blockchain-based solution 

for COVID-19 vaccine distribution addressing transparency, 

traceability, and security. Features include accountability 

through Ethereum smart contracts, decentralized availability, 

protection against attacks, rigorous security analysis, and a 

comparative advantage over non-blockchain solutions. Lim-

itations encompass scalability challenges, internet connectiv-

ity dependence, off-chain storage costs, smart contract cus-

tomization complexity, and regulatory compliance hurdles. 

S. Bhushan et al. [10] proposed a blockchain-powered 

vaccine supply chain system to tackle distribution challenges, 

ensuring transparency, authenticity, and efficacy. Features 

include decentralized smart contracts, tamper-proof admin-

istration, internet of things (IoT) integration for temperature 

monitoring, and public reporting. Limitations involve tech-

nology adoption, regulatory hurdles, resource demands, and 

integration complexities with existing distribution systems. 

To address these gaps and improve the current vaccine 

supply chain, we propose a decentralized vaccine supply 

chain management system through blockchain technology [20, 

21]. Hyperledger Fabric is the technology used. This approach 

has the potential to bring about transformative improvements 

by enhancing transparency, traceability, security, and effi-

ciency, ultimately strengthening public health response ca-

pabilities. 

3. Methodology 

The proposed system marks a substantial improvement in 

addressing the challenges present in the current system. It 

covers key features, materials, and methods employed in the 

development. With a focus on leveraging blockchain tech-

nology, the outlined system offers innovative solutions to 

enhance efficiency, security [18], and transparency in the 

targeted domain. 

3.1. Features of Proposed System 

The proposed system leverages Hyperledger Fabric with 

the Practical Byzantine Fault Tolerance (PBFT) algorithm [24] 

to ensure reliable and secure vaccine data management. PBFT 

maintains transaction consistency even during network dis-

ruptions. The system offers real-time tracking, immutable 

records, and enhanced transparency, fostering trust in vaccine 

information throughout the supply chain. Key features in-

clude: 

1) Decentralization: The system operates without a central 

authority, distributing control among nodes [22, 25], 

enhancing trust and collaboration between stakeholders. 

2) Immutability: Vaccine records are stored on the block-

chain, ensuring they are tamper-proof and resistant to 

unauthorized modifications. 

3) Transparency: All transactions and vaccine movements 

are recorded on a transparent, immutable ledger, making 

information accessible and verifiable in real time. 

4) Traceability: Each vaccine batch can be precisely 

tracked throughout its journey, allowing stakeholders to 

verify its authenticity and movement through the supply 

chain. 

5) Security: The use of blockchain and PBFT consensus 

ensures robust protection against unauthorized access 

and malicious activity. 

6) Data Integrity: The system guarantees the integrity of the 

data, ensuring that all information remains accurate and 

reliable across the decentralized network. 

7) Efficiency: The decentralized nature and consensus al-

gorithms improve the efficiency of managing vaccine 

supply chains, reducing errors and delays. 

3.2. Methodology 

The methodology for developing the vaccine supply chain 

management system via blockchain technology involves 

defining API endpoints and functionalities, structuring data 

models, developing middleware, integrating with Hy-

perledger, implementing authentication mechanisms, and 

conducting testing. Each stage ensures the system’s efficiency, 

security, and reliability in managing vaccine-related infor-

mation and transactions. 

1) API Design: This stage involves defining the endpoints 

and functionalities that the system will provide through 

its API (Application Programming Interface). The de-

fined functionalities include registering new vaccines, 

tracking vaccine batches, verifying vaccine authenticity, 

and retrieving vaccine information. 

2) Data Models: In this phase, data structures are defined to 

organize and manage information related to vaccine 

batches. Attributes such as batch number, manufacturer, 

production date, etc., are identified and structured to fa-

cilitate efficient data management. Additionally, struc-

tures for transactions and blocks specific to the Hy-

perledger blockchain are defined to ensure compatibility 

and interoperability with the chosen blockchain plat-

form. 

3) Middleware Development: Middleware development 

involves implementing a layer of software, typically 

using a programming language like Golang, to expose 

the defined API endpoints. Libraries such as Gorilla 

Mux are utilized for routing and handling HTTP requests, 

ensuring smooth communication between the frontend 

and backend components of the system. 

4) Hyperledger Integration: This step focuses on integrat-

ing the Golang middleware with the chosen Hyperledger 

blockchain platform, such as Hyperledger Fabric [19] or 
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Composer. Smart contracts are implemented to define 

the business logic and rules governing vaccine transac-

tions and authenticity verification on the blockchain. 

5) Authentication and Authorization: Authentication 

mechanisms such as JWT (JSON Web Tokens) are im-

plemented to secure the API endpoints and prevent un-

authorized access. Roles and permissions are defined to 

regulate access to different functionalities within the 

system, ensuring data security and privacy. 

6) Testing: The system was tested to validate its core 

functionality and reliability. API endpoints were tested 

using Postman to ensure proper interaction between 

components and accurate data retrieval. This testing 

helped verify that the middleware and blockchain inte-

gration worked as expected. 

3.3. Algorithm 

The Practical Byzantine Fault Tolerance (PBFT) algorithm 

serves as a consensus mechanism engineered to establish 

agreement within a distributed network of nodes, even when 

confronted with Byzantine faults. PBFT [14] stands as a pi-

oneering algorithm crafted by Castro and Liskov in 1999. Its 

innovative design enables nodes in a distributed network to 

reach consensus even when faced with Byzantine faults, 

where nodes exhibit malicious or arbitrary behavior. PBFT 

divides the network into a collection of replica nodes, typi-

cally comprising at least 3f+1 replicas, where ’f’ symbolizes 

the maximum number of faulty or malicious nodes the system 

can endure while retaining consistency. Each replica uses a 

unique identifier and engages in communication with other 

replicas across the network. Through its design and operation, 

PBFT provides a robust framework for achieving consensus 

in the face of potential faults or adversarial behavior, marking 

a significant advancement in the field of distributed systems 

and consensus protocols. The consensus process in PBFT 

involves several phases: 

1) Request: A client sends a request to the network, spec-

ifying the operation it wants to be executed. 

2) Pre-Prepare: The primary replica (leader) assigns a se-

quence number to the request and sends a pre-prepare 

message to other replicas, proposing the operation and 

sequence number. 

3) Prepare: Upon receiving a pre-prepare message, each 

replica verifies the request and then broadcasts a prepare 

message to indicate acceptance of the proposed opera-

tion and sequence number. 

4) Commit: Once a replica receives 2f+1 prepare messages 

for the same sequence number and operation, it broad-

casts a commit message to finalize the decision. 

5) Execute: Replicas execute the operation specified in the 

request, applying it to their local state machine. 

3.4. System Architecture 

Figure 1 illustrates the proposed framework, a blockchain 

based system designed for vaccine supply chain management. 

The proposed vaccine supply chain management system in-

volves multiple actors, including regulatory authorities, 

manufacturers, distributors, wholesalers, pharma-

cies/hospitals, and consumers, all working within a decen-

tralized framework powered by blockchain technology. 

It visually represents the flow of the entire process, with all 

information being stored on the blockchain to ensure immu-

tability, transparency, and security of vaccine supply chain 

management. On the left side of Figure 1, all the actors in-

volved in the supply chain are listed, while on the right side, 

the specific activities of each actor are detailed. The bottom of 

the figure contains the flow of the entire process, showcasing 

the movement of vaccines from the manufacturer to the var-

ious actors involved, such as distributors, wholesalers, phar-

macies/hospitals, and ultimately to the end consumer. The 

bottom contains the flow of the entire process, showcasing the 

movement of vaccines from the manufacturer to the various 

actors involved, such as distributors, wholesalers, pharma-

cies/hospitals, and ultimately to the end consumer. 

The process begins with manufacturers registering on the 

system and receiving a unique ID. After registration, they 

submit requests for vaccine production, which are reviewed 

and approved by the regulatory authority (admin). The regu-

latory authority then assigns a unique ID to the manufacturer, 

who subsequently logs into the system using this ID to pro-

ceed with vaccine production. Every step is tracked and stored 

securely on the blockchain, ensuring transparency, security, 

and traceability throughout the entire vaccine supply chain. 

Distributors then transport the vaccines to wholesalers, who in 

turn supply them to pharmacies and hospitals, with every step 

of the journey tracked and documented on the blockchain. 

This ensures transparency, security, and traceability 

throughout the entire supply chain. Pharmacies and hospitals 

verify the vaccine’s authenticity before making it available to 

consumers. By utilizing smart contracts, key processes such 

as vaccine registration and tracking are automated, minimiz-

ing the need for manual intervention and further enhancing 

the system’s efficiency. Overall, blockchain technology 

guarantees the immutability of records at every stage, foster-

ing trust and security in vaccine distribution from production 

to administration. 
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Figure 1. System Architecture. 

4. Implementation 

This section outlines the steps required to understand the 

setup and components necessary for the implementation of the 

vaccine supply chain management system. 

4.1. Prerequisites 

Before running the system, the following prerequisites need 

to be installed and configured: 

1) Hyperledger Fabric: A blockchain platform used to create 

a shared and secure system for recording data. It ensures 
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privacy and scalability by allowing controlled access and 

different services for managing network members. 

2) Docker: A tool that creates virtual containers to run 

different parts of the system, like network peers and 

chaincode, in a consistent environment. It helps manage 

the different components needed for the system to work 

smoothly. 

3) Postman: A tool used to test how APIs work by sending 

requests and checking responses. It helps make sure the 

blockchain-based APIs function correctly during system 

development. 

4) Go: Go, also known as Golang, is a statically typed, 

compiled programming language. It is used for devel-

oping chaincode in Hyperledger Fabric due to its effi-

ciency and reliability in executing blockchain opera-

tions. 

4.2. Running the Hyperledger Fabric 

Framework 

The root directory for the work is fabric-samples. Hy-

perledger Fabric [23] provides a set of scripts inside the test 

network directory, which helps in setting up and managing the 

blockchain network. Below are the steps to configure and run 

the Hyperledger Fabric node: 

1) Navigate to the test-network directory: 

cd test-network 

This will change the current directory to test-network, 

which contains the necessary dependencies and scripts for 

running the Hyperledger Fabric network. 

2) Start the Hyperledger Fabric network: 

./network.sh up 

This command initializes the Hyperledger Fabric network 

by running the nodes inside Docker containers. 

3) Create a Channel: 

In Hyperledger Fabric [12], a channel is a communication 

mechanism allowing participants to interact securely and 

privately. Creating a channel ensures that transaction visibil-

ity is limited to members of that channel. To create a channel, 

use the following command: 

./network.sh create Channel -c channel1 

This is a one-time setup, necessary when initializing the 

network. 

4) Deploy the Chaincode (Smart Contract): 

To deploy the chaincode (smart contract) written in Go to 

the newly created channel (channel1), run the following 

command: 

./network.sh deployCC-ccn vac-

cine1-ccp../fabric-setup/chaincode-go-ccl go-c channel1 

This command installs and instantiates the smart contract 

on the peers of the channel1 network, enabling the function-

ality for vaccine management on the blockchain. 

5) Open a new terminal in the root directory: 

After the network setup, open another terminal and navi-

gate to the root directory. 

6) Navigate to the Go client directory: 

Use the following command to go to the directory where 

the Go client is written: 

Cd fabric-setup/rest-api-go/ 

7) Run the Go client: 

The following command will run the Go client (go-

lang-client), which interacts with Hyperledger Fabric and the 

frontend: 

Go run main. go 

4.3. Defining Contract Variables and Modifiers 

1) Contract Variables: The smart contract leverages a hi-

erarchical data structure to store and manage vac-

cine-related information. The core structure, Vac-

cineInfo, contains key attributes necessary for tracking 

vaccines across the supply chain. Some of the essential 

contract variables include ID, name, expiry date, and 

manufacturer ID. 

2) Contract Modifiers: The smart contract [15] provides 

several key functions, or contract modifiers, that interact 

with the ledger to modify the state of the stored vaccine 

data. These functions are responsible for adding or up-

dating information on the blockchain, such as adding 

vaccine details, updating manufacturing and expiry 

dates, and recording information related to the manu-

facturer, hospital, and distributor involved in the vaccine 

supply chain. 

4.4. API Endpoints in Go-Client 

The Go client serves as the middle layer that interacts with 

the Hyperledger Fabric blockchain, invoking smart contracts 

to perform various operations. This middle layer runs a server 

on port 8080 and acts as both a client and server, enabling 

interaction with the blockchain. The key API endpoints de-

veloped as part of the system for managing vaccine data on 

the blockchain are given below. 

1) [POST] /api/v1/add-vaccine-info: 

This API endpoint is responsible for submitting vaccine 

information to the ledger (blockchain). It interacts with the 

smart contract to record the necessary details about each 

vaccine. 

Request URL: localhost:8080/api/v1/add-vaccine-info 

Request Body Example: 

{ 

"VaccineID": "3", 

"VaccineName": "Sample Vaccine Name 3", 

"AgeGroup": "1-20", 

"ContraIndications": "ContraIndications 

"MethodOfAdministration":"MethodOfAdministration", 

"VaccineDescription": "VaccineDescription", 

"PharmaceuticalForm": "PharmaceuticalForm”, 

"Precautions": "Precautions" 

} 
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This endpoint ensures the proper registration and storage of 

vaccine information on the blockchain, providing transpar-

ency and immutability for the vaccine data. Go-client is de-

signed to facilitate seamless interaction with the underlying 

blockchain through these APIs. 

2) [POST] /api/v1/get-vaccine-details: 

This API endpoint retrieves the details of a specific vaccine 

that has been previously stored on the blockchain. The vac-

cine information is fetched using the unique VaccineID. This 

API queries the ledger to obtain the corresponding vaccine 

details stored in the blockchain. 

Request URL: localhost:8080/api/v1/get-vaccine-details 

Request Body Example: 

{ 

"VaccineID": "1" 

} 

3) [GET] /api/v1/get-all-vaccine-details: 

This request is used to get all the vaccine details that have 

been stored in the ledger. 

Request URL: lo-

calhost:8080/api/v1/get-all-vaccine-details 

Figure 2 presents a code snippet defining a function named 

createBlockHash. This function generates a SHA-3-256 hash 

from the provided input content. It takes a string as input and 

returns a hexadecimal string that represents the resulting hash. 

This hash can be used for various purposes, such as verifying 

data integrity or ensuring the authenticity of information. 

 
Figure 2. SHA-3-256 Hash Generation Function. 

Figure 3 depicts the CheckVaccineExists and GetVac-

cineDetails functions, which are essential for interacting with 

the vaccine data stored on the blockchain ledger. 

 
Figure 3. Vaccine Existence and Retrieval Functions. 

The CheckVaccineExists function verifies if a vaccine with 

the specified ID exists, while the GetVaccineDetails function 

retrieves the complete details of a vaccine based on its ID. 

These functions play a crucial role in ensuring data integrity 

and consistency within the vaccine supply chain management 

system. 

5. Results and Discussion 

By leveraging Hyperledger Fabric blockchain technology, 

our proposed system offers a comprehensive solution for 
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managing vaccine supply chains. The following key aspects 

highlight the system’s benefits: 

1) Immutability: The SHA3-256 hashing algorithm ensures 

that data remains unalterable, which strengthens the 

security and integrity of vaccine-related information. 

SHA3-256 works by transforming any data into a 

fixed-size, unique fingerprint, providing a high level of 

protection against tampering. 

2) Data Integrity: PBFT (Practical Byzantine Fault Toler-

ance) guarantees data consistency by replicating the 

ledger across multiple nodes. In this process, a leader 

node broadcasts transactions, and other nodes (replicas) 

vote on their validity. Once a sufficient number of hon-

est nodes agree, the transaction is committed to the 

ledger. This multistep process with redundancy makes 

the system highly resistant to data manipulation by ma-

licious actors. 

3) Transparency and Resilience: The adoption of a shared, 

distributed ledger provides real-time visibility into the 

vaccine distribution process, fostering transparency and 

accountability among all stakeholders. This decentral-

ized approach enhances resilience by reducing the risk of 

single points of failure, ensuring continuous operation 

even in the event of disruptions. 

4) Traceability: The inclusion of unique identifiers in the 

system enables precise tracking of vaccine batches as 

they move through the supply chain. This improves 

traceability and reduces the risk of counterfeit vaccines 

infiltrating the system. 

5) Security: Cryptographic measures, such as public key 

encryption, ensure that sensitive vaccine-related data is 

protected from unauthorized access. This enhances 

overall system security and helps safeguard against po-

tential threats and breaches. 

6) Efficiency: Smart contracts automate key processes 

within the vaccine supply chain, minimizing manual 

intervention and reducing errors. This results in stream-

lined management and improved overall efficiency of 

the system. 

 
Figure 4. Smart Contract Deployment. 
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Figure 4 illustrates the smart contract being deployed to 

channel1 on Hyperledger Fabric. The smart contract was 

successfully deployed using the network.sh script, as con-

firmed by the command line output. With the contract now in 

place, it is ready to execute various functions, including 

adding vaccine information, updating details, and querying 

the ledger for vaccine status. 

Figure 5 depicts a series of transactions executed on a 

blockchain-based vaccine supply chain management system. 

Each transaction represents an update to the vaccine infor-

mation, including its details, manufacturer, expiry date, hos-

pital, and distributor. 

 
Figure 5. Vaccine Supply Chain Management Transaction. 

6. Conclusion 

The paper addresses the critical challenges faced by the 

pharmaceutical industry in managing vaccine supply chains 

by implementing a decentralized system using Hyperledger 

Fabric. This system enhances transparency, security, tracea-

bility, and efficiency in vaccine distribution. By leveraging 

blockchain technology, it ensures data integrity, mitigates 

counterfeit risks, and fosters trust among stakeholders. The 

research introduces a transparent, tamper-resistant ledger 

system that provides real-time visibility into vaccine move-

ment, prevents data tampering, and reduces the risk of coun-

terfeit infiltration. This ensures the authenticity and integrity 

of vaccine-related data, ultimately improving public health 

outcomes. 

However, the current work also highlights certain limita-

tions, such as the need for continuous optimization and ad-

aptation to evolving technology and regulatory requirements. 

Ensuring widespread adoption and interoperability with ex-

isting systems presents challenges as well. We plan to extend 

the performance analysis of the Hyperledger Fabric frame-

work using the Hyperledger Caliper benchmark tool, since it 

will be crucial to evaluate factors such as throughput, latency, 

and scalability. This performance analysis will provide val-

uable insights into system efficiency and help identify areas 

for optimization. Despite these limitations, the research 

demonstrates significant progress in revolutionizing vaccine 

supply chain management through blockchain technology. 

In terms of future scope, the system can be further refined 

and expanded in several ways. Real-world testing in larger 

environments is essential to validate the framework’s per-

formance, particularly in terms of network scalability and user 

adoption. Enhancing user interaction and integrating features 

like customer feedback and cold chain monitoring with sen-

sors would further improve the system’s reliability and safety. 

Moreover, strengthening security with multifactor authenti-

cation (MFA) would enhance protection against cybersecurity 

threats. Adapting the framework for diverse global scenarios 

and improving interoperability with healthcare technologies 

and standards will also be important for broader applicability 

and integration into existing infrastructures. 

Abbreviations 

PBFT Practical Byzantine Fault Tolerance 

http://www.sciencepg.com/journal/se


Software Engineering http://www.sciencepg.com/journal/se 

 

10 

SHA3-256 Secure Hash Algorithm 3–256 bit 

EHR Electronic Health Record 
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