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Abstract: In this work, we are interested in studying a particular class of Side Channel Attacks on elliptic curves defined
over binary fields. Side Channel Attacks exploit physical leakages such as power consumption or electromagnetic emanations
during cryptographic computations in order to recover secret information. Among these attacks, the one we focus on is known
as Same Values Analysis (SVA). This method does not rely directly on distinguishing the sequence of operations, but rather on
detecting situations where different inputs lead to identical intermediate values inside the formulas used for point addition and
point doubling. Since these formulas are usually well known and publicly available, an adversary can exploit such collisions in
order to reveal sensitive information, in particular the secret scalar used during scalar multiplication. The objective of our study is
therefore to identify the points on elliptic curves that produce identical intermediate variables during addition or doubling steps,
and to determine the algebraic conditions under which such coincidences occur. By analyzing these conditions, one can highlight
vulnerabilities in scalar multiplication algorithms and evaluate their potential exploitation. We will focus our investigation on
three important families of elliptic curves over binary fields: Weierstrass curves, Edwards curves, and Hessian curves. For
completeness, we will also verify the effectiveness of the SVA attack on standardized curves recommended by NIST and SECG.
The results of our analysis clearly show that all these curves are vulnerable to Same Values Analysis, which implies that their use
in cryptographic protocols requires a careful reassessment of security guarantees.
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multiplication, the attack could be applied to elliptic curves
cryptosystems. The simplest way to counter this attack
would be to use methods that always perform additions and
doubling of points regardless of the key bit. We can thus
speak of the Binary method and the double and add always
method. Even with this method, elliptic curve cryptosystems
are vulnerable to more serious attacks called Differential
Power Analysis (DPA) [3]. DPA can be prevented by using
randomization countermeasures such as point randomization
[4], curve randomization [5].

These randomization methods are ineffective on points with

1. Introduction

Elliptic curve cryptography (ECC) was introduced towards
the end of the 20th century, specifically in 1985 by V. Miller [1]
and 1987 N. Koblitz [2]. It has become so widespread and is
increasingly recommended due to its major advantage: it offers
very small key sizes compared to other methods. However,
ECC is increasingly subject to several auxiliary key attacks.
The simplest of which is Simple Power Analysis (SPA), which
simply observes a single trace of current consumption during
the implementation of the scalar multiplication algorithm and

focuses on the difference in consumption between an addition
and a doubling of points. An attacker who would be able
to make this distinction could effectively identify the bits of
the secret key [3]. By using the binary method for scalar

zero coordinates, it is this observation that motivated Goubin
to propose an attack based on points with zero coordinates:
this is the Refined Power Analysis (RPA) [6]. Smart
proposed isogeny defense as an effective countermeasure
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against RPA[7]. However, the absence of these points with
zero coordinates on several curves motivated Akishita and
T.Takagi to extend the RPA by focusing this time on points
which admit at least one zero intermediate value during the
addition or doubling of points: this is the Zero Value Point (
ZVP) attack [8]. The ZVP appears to be a very effective attack
and the majority of the recommended curves are vulnerable to
this attack. The improvement of the smart countermeasure by
Akishita and T.Takagi [8] allowed them to propose isogeny
defense as a countermeasure of the ZVP. C. Crepeau and
R. Kazmi[9] studied the ZVP on elliptic curves defined over
binary fields and noted that some recommended curves by the
National Institute of Standards and Technology (NIST) and
the Standards for Efficient Cryptography Group (SECG) are
resistant to attack.

Cédric Murdica et al. [10] looked at the intermediate values
in more detail and proposed an essentially linked attack on
equal intermediate values. Among these identical intermediate
values, they searched for those that would cause a collision
when implementing the scalar multiplication algorithm. Their
work was focused on Weierstrass curve over primary fields
Martinez et al. [11] studied Same Values Analysis on Edwards
curve over primary fields.

Elliptic curve arithmetic defined on binary fields is very
efficient and easier, international standardization companies
such as NIST and SECG have also published a list of highly
recommended binary curves in cryptography, which motivates
the interest in studying the vulnerability of these curves on the
SVA attack

In addition to the classical studies on Same Values
Analysis (SVA) and other side-channel attacks on elliptic
curve cryptography, several recent works (2023-2025) have
highlighted new vulnerabilities, both in ECC and in post-
quantum cryptography (PQC).

1. Battistello et al. (2025) proposed a novel approach
based on Long Short-Term Memory (LSTM) neural
networks to analyze power traces and recognize patterns
of elliptic curve operations. Their results demonstrate
that, even when countermeasures such as coordinate
randomization are applied, side-channel collisions can
still be identified, leading to partial recovery of secret
scalars [12].

2. Cintas Canto et al. (2023) provided a comprehensive
survey entitled Algorithmic Security is Insufficient,
which reviews physical and side-channel attacks on
post-quantum candidates. Their conclusion is that
theoretical (algorithmic) security is not sufficient if
implementations are physically vulnerable [13].

3. Several recent IACR ePrint reports (2023-2024)
introduced new side-channel and fault-injection attacks
against post-quantum key encapsulation mechanisms,
such as Crystals-Kyber and HQC. These works
demonstrate that chosen-ciphertext assisted side-
channel attacks can exploit ciphertext validity checks
to break implementations [14].

4. Finally, a 2023 roadmap on PQC standardization
emphasized that side-channel resilience must be treated

as a first-class requirement in the NIST post-quantum
cryptography process, presenting a taxonomy of attacks
and countermeasures relevant to PQC and ECC
implementations alike [15].

In this work, we are interested in the study of the SVA
attack on all binary curve models, notably the Weierstrass
curve, Edwards curve and Hessian curve. We look at the
effectiveness of this attack on the recommended binary curves
for this we use the computer algebra system SageMath. We
want to point out that this article is an extension of our work
published at the 15th International Cryptography Conference
for Africa (Africacrypt 2024). In this previous work, we were
only interested in Weierstrass curves, but here we generalize
the study to the three curve models. These contributions
confirm that side-channel vulnerabilities remain critical, not
only for classical elliptic curves but also for post-quantum
primitives. They highlight the necessity of incorporating
robust countermeasures at the implementation level, beyond
algorithmic guarantees.

The work is organized as follows: in Section 2, we review
the important concepts on binary curves, notably the different
formulas useful for scalar multiplication. In Section 3, we
study SVA on binary curves, in Section 4, we are interested
in this attack on recommended curves and in Section 5, we
give our conclusion.

2. Binary Elliptic Curve and Scalar
Multiplication

We make sure to first give the important notions on elliptic
curves over binary fields. Throughout this work, K denotes the
binary field Fom where m is a positive interger

2.1. Binary Elliptic Curve in Affine Coordinates

In this part, we recall the formulas for point addition and
doubling in affine coordinates. We begin with the case of
Weierstrass curves.

2.1.1. Weiestrass Binary Curve

Over a binary fields K the Weierstrass form of ellictic curve

is described as
E:y’+ay=2>+ A2+ B, (A, BcK).

We can define a group law on the set of points of an elliptic
curve in the following way: the opposite of a point P = (x, y)
is the point —P = (z,z + y) [16] and the neutral element for
this law is a particular point called point at infinity. the sum
of two points P, = (z1,y1) and P> = (x2,y2), is the point

P; = Py + P> = (x3,y3) compute as follows:
1. If P| # +P,, then

+ +y2)°
2y = (yl y2)+<y1 yz) Cey st Al
r1 + 2 x1 + x2

+ +12)°
ys = (L yz) (:z;2+A+1)+(L y2) a1zt Aty
1+ T2 1 + w2
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2. If P; = P, then

2 — (x1+y1>+<x1+y1)2+A

3 1 1 )

(mle)(m—i—A-&-l)—F(
1

These formulas can be found in [16].

1+ Y1
x1

3
) + A+

2.1.2. Edwards Binary Curve
Let di,dy € K such that d; # 0 and dy # d? + d;. The
binary Edwards curve with the coefficients d1, ds is the affine

1. IfP1 7é :l:PQ, then

di (w1 +@2)+da(z1+y1) (w2 +y2)+(z1+23) (w2 (y1+y2+1D)+y1y2)
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curve:
E:di(z+y) +do(z® +y?) = 2y + zy(z + y) + 2°y°

If (z,y) € E then (y,z) € E and —(z,y) = (y,x). The
neutral element for the addition law is the point (0, 0).

Let P, = (21,y1) and P = (z2,y2) be two points on the
binary curve F and P; = (x3,y3) = P + P5. P3 is computed
as follows:

_ a1 (y1+y2)+do (z1+y1) (w2 +y2)+(v1+vD) (v2 (w1 +22+ 1) +z122)

*3 = di+(z1+23) (w2 +y2) Y di+(y1+v?) (z2+v2)
2. If P, = P, then
_ di(1+z14y1) _ di(1+z14y1)
z3 =1+ di+z1y1+2?(1+z1+y1) ys =1+ ditz1y1+yi (14w +y1)”

These formulas can be found in [16].

2.1.3. Binary Hessian Curves
Let d € K. The binary Hessian curve with the coefficients d
is the affine curve:

E:2®+y3+1=3dzy

If (z,y) € E then (y,z) € F and —(z,y) = (y, x).

Let P, = (z1,y1) and P = (x2,y2) be two points on the
binary Hessian curve F and P3 = (z3,y3) = P, + P2. P3 is
computed as follows:

1. If P, # +P5, then

2 2
T2y — 1Y3

T2Y2 — T1Y1

2 2
_ Yty — T
T2Y2 — T1Y1

2. If P, = P, then

(1 —a)
3= "33
Ty — Yy

ys = xl(y% — 1)
x? —y}

These different affine addition formulas involve field
inversions, which are computationally expensive. To avoid
such inversions, it is recommended to use alternative
coordinate systems, such as projective coordinates.

2.2. Binary Curve and Projective Coordinates

2.2.1. Weierstrass Binary Curve in Projective Coordinates
In the database of explicit formulas [16], several formulas
have been proposed for the addition of points in projective
coordinates on binary Weierstrass curves. Among these
different formulas, the most efficient ones [17] by J. Lopez
and R. Dahab. Here, to pass from affine coordinates (x,y)
to projective coordinates (X,Y, Z), the authors perform the
transformation * = X/Z and y = Y/Z? [9]. Let
add” (Py; Py) and dbl” (P)) denote respectively the addition
point and de point doubling in affine coordinates. The point
P3; = P, + P is obtained by:
1. Py = add” (P, P,)
with Xs = H+G+C? Ys=1H+ JZ3, Z3 = F?,
where:
A(] = Z%YQ,AI = Z22Y1, BO = ZlXQ, B1 = Z2X1,
C=A+A4,D=B1+By, E=2,7,,F = ED,
G = (AE* + F)D?, H = FC, I = X3+ ByED?,
J = X3+ AyD?
2. Py =dbl"(P))
Zy=X{Z} X3 =BZ{ + X{, Y3 = X.(AZ3; + Y2 +
BZ{)+ BZ1Z;
in the explicit for of add” (P, P;) and dbl” (P;) are given
below. In these different algorithms, the calculation of
intermediate values as well as the operations on the degrees
of their Z coordinate are explicitly presented
Let P, = (Zl.’Ill : Z%yl : Zl) and P, = (ZQLCQ : Z22y2 :
Zy) for some 71,75 € Kand P3 = add” (Py; P,) in case of
point addition on Projective coordinates over binary fields and
Py = dbl” (Py) point doubling on Projective coordinates over
binary fields [9, 18].
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Table 1. Doubling over Weierstrass Binary Curve.
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Algorithm: dbl” over Weierstrass Binary Curves [9, 18]
Input: (P, # O, c=B

gm—1

)

Output: P3 = (X3,Y3,23) = 2P;

Operation Intermediate Values Computed deg(Z,)
1 Ry + X1, R+ Y,
Rs +— Z;
2 Ry +— ¢
3 R3 <+ R3 x R3: {= 2} =D} (24+1x1)
4 R4 + R3 X Ru: {=Z%c= Dy} (24 0x2)
5 Ry + R4 X Ry: {=ZiB = D4} (44 2x2)
6 Ry + Ry X Ry: {=X? = D3} 2+ 1x1)
7 R3 + Ry x Ra: {=Z}X} = Z> = D5} (44 2x2)
8 Ry < Ri X Ri: {= X} = D¢} (4 + 2 x2)
9 Ry + Ri + Ra: {=Z{B + X} = X> = D7} (4 4+4)
10 Rs + Ra X Ro: {=Y? = Ds} (4 + 2x2)
11 IfA#0
Rs + A
12 Rs + R3 X Rs {=Z2,A =Dy} (4+4x0)
13 Ry + Rs + R» {=AZy + Y? = D1o} (4 4+4)
14 Ry < Ry + Ra: {=ZiB + Z2A+ Y2 =D} (4 4+4)
or {=Y?2+ BZ} = D1.} (4 4+4)
15 Ry < R1 X Ra: {= X2(AZ> + Y2 + BZ}) = D12} (8 + 4 x 4)
or {= Xo(Y? + BZ}) = D12} (8 + 4 x4)
16 R4 <+ R3 X Ry: {=BZ:Z} = D13} (8 + 4 x 4)
17 Ry + Ro + Ry: {= BZ2Z} + Xo(AZy + Y2 + BZ3) = Yo = D14} (8« 8+8)
or {= Xo(Y2 4+ BZ}) + BZ2Z% = Yo = D14} (8 + 8+8)
18 X < Ry
19 Y2 < Ro
20 Zs < R3

Table 2. Addition over Weierstrass Binary Curve.

Algorithm: add” over Weierstrass Binary Curves [9, 18]

Input: (P; # O, P, # O, A, B)
Output: P3 = (X3,Y3,Z3) = P1 + P>

Operation Intermediate Values deg(Z,), deg(Z2)
1 Ry +— X1,Ra + Y1

Rs3 «+ Z4
2 Ry + X2, R5 + Y2

Re < Zo
3 R7 + R4 X R3: {=2Z1X> = Bo} (1112 + 11 X 12)
4 Ry + Rg X Ri: {= Z2X, = B} (1112 + 1; x 1)
5 R3 + R3 X Re: {= 222, = E} (1112 + 13 x 12)
6 R3 < Rs x Ry: {Z2Y> = Ao} (2122 + 21 X 22)
7 Rg + Rg X Rg: {z2} (22 + 13 x 12)
8 Rg + Ra X Rg: {=Z2v1 = A1} (2122 + 21 X 22)
9 Ry + R3 + Rg: {=2Z2v> + 22y, = C} (2122 + 2122 + 2125)
10 Ry + Ry + Ry {=Z1Xs + Z2X, = D} (1112 + 1312 + 1112)
11 Rs <+ R4 x RS: {(2122)D = F} (2122 + 1112 X 1112)
12 Rg + Rs X Rs: {=F? =23} (4142 < 2122 X 2125)
13 R4 + R4 X Ru: {= D?} (2122 < 1115 x 1115)
14 Rg + Rg X Rg: {= E?} (2122 + 1115 X 1112)
15 Rg + A X Rg: {= E2A} (2122 + 0 X 2122)
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Operation Intermediate Values deg(Z,),deg(Z2)
16 Rg + Rs + Ry: {=F + E?A} (2122 < 2122 + 2129)
17 Rg + R4 X Ro: {= (F+ E*A)D? = G} (4142 + 2122 X 2122)
18 R1 + R X Ra: {(V122)? + (Y2Z1)? = C?} (4142 + 2122 X 2122)
19 R2 &= R2 X R5Z {FC = H} (4142 &= 2122 X 2122)
20 R1 « Ri + Ra: {=H+C?} (4142 + 4145 + 4145)
21 Ry + Ri + Ro: {=H+G+C?= X3} (4142 < 4142 + 4145)
22 Rs < R4 X Ry: {= D?By} (3132 + 2122 X 1112)
23 Rs <+ Rs x Rs: {= D?EBy} (4142 + 3132 x 1112)
24 Rs + Rs + Ru: {= BoD?E + X3 = I} (4142 <+ 4140 + 4145)
25 Rg < R4 + R3: {= D?Ap} (4142 + 2125 X 2122)
26 Rg + Rg + Rs: {: X3+A0D2 :J} (4142 <+ 4145 +4142)
27 Rg = R6 X Rs: {: ,]Zs} (8182 = 4142 X 4142)
28 Rs < Ro X Rs5: {: IH} (8182 +— 4145 X 4142)
29 Ry < Rz + Rs: {=25J + HI = Y3} (8182 + 8182 + 8182)

2.2.2. Edwards Binary Curves in Projective Coordinates
Projective Doubling: Let Py = (x1,y1) be a point on a binary Edwards curve E with the coefficients dy, ds. In projective
coordinates, P; = (X1,Y1,Z1) where Xy = 2171,Y7 = Y121, Ps = (X3,Y3, Z3) = 2P is computed as follows:

Table 3. Doubling over Edwards Binary Curve.

Algorithm:dbl” over Edwards Binary Curves [16]
Input: (P; # O)
Output: P; = (X3, Ys, Z3) =2P;

Operation Operations on deg(Z1)
1 A=X? (2 1x1)
2 B = A? (4 +2x2)
3 C =Wy (2+1x1)
4 D=C? (4 +2x2)
5 AE = 77 (2+1x1)
6 To = E? (4 2x2)
7 F=dTp (4+0x4)
8 T, =B+ D (4 4+4)
9 G=2T (44 0x4)
10 H=AXE 4+ 2x2)
11 I=CxEFE 4+ 2x2)
12 J=H+I (4 4+4)
13 Ty = doJ (4+0x4)
14 K=G+T (4 4+4)
15 Ty =F+J (4 4+4)
16 Z3=T3 + G (4 4+4)
17 Ty=K+H (4 4+4)
18 X3 =Ty + D (4 4+4)
19 Ts =K+ 1 (4 4+4)
20 Ys =Ts+ B (4 4+4)

Projective Addition: Let Py = (x1,y1), P2 = (x2,y2) two points on a binary Edwards curve E with the coefficients dy, d.
In projective coordinates, P, = (X1,Y1, Z1) where X7 = 2171,Y1 = Y171, and Py = (X2, Y5, Z5) where Xo = 2075,Ys =
Y2Zy Py = (X3,Y3, Z3) = Py + po is computed as follows:

Table 4. Addition over Edwards Binary Curve.

Algorithm: add” over Edwards Binary Curves [16]
Input: (P; # O, P> # O, A, B)
Output: P3 = (X3,Y3,Z3) = P1 + P>
Operation Operation on deg(Z1 ), deg(Z2)
1 Wi = X1 + Ya: (11 11+ 13)
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Operation Operation on deg(Z1 ), deg(Z2)
2 Wy = Xo + Yo (12 < 12 + 12)
3 To = X1+ Zq: (11 < 11 +11)
4 A= X1 xTp: (21 + 11 x 17)
5 T =Y1 + Z1: (11 11 + 1)
6 B =Y, x T;: (21 + 11 x 11)
7 C =271 X Za: (1112 «+ 11 x 12)
8 D =Wy X Za: (22 + 12 X 12)
9 T, =C x C: (2122 « 1113 X 1113)
10 E =dy x Ty: (2122 + 0 X 2125)
11 T3 = do X Wa: (12 + 0 x 12)
12 Ty =dy X Za: (12 + 0 x 13)
13 Ts = Ty + Ts: (1y « 12+ 15)
14 Te = W1 x C: (2112 11 x 1113)
15 H=Ts x Tg: (2129 + 12 X 27112)
16 T, = Z1 x C: (2112 < 11 X 1112)
18 I=dy x Ty (2112 + 0 X 2115)
19 Ts = A X D: (2122 < 21 X 22)
20 U =E + Tk: (2112 < 2115 + 2115)
21 To = B x D: (2125 < 21 X 22)
22 V =E+ Tp: (2115 2115 + 2115)
23 S=UxV: (4149 « 2115 X 2112)
24 Tio = Ys + Zo: (@10
25 Ty = A X Tio: (2112 «— 21 x 13)
26 Typ = I+ Tz (@nily = Dnily 4 Dnil)
27 Ti3 = Xo X Tho: (2129 + 12 X 2112)
28 Tiy = H + Ths: (2122 2125 + 2125)
29 Tis =V X Z1: (3122 + 2115 X 17)
30 Ty = Tha X Tis: (5142 + 2113 X 3122)
31 Ti7 =8 X Y (5142 < 4142 X 11)
32 X3 = Tie + T1i7: (5142 < 5142 + 5142)
33 Tis = Xo + Za: (il <= Tlp = i)
34 Tio = B x Tys: (@ailg <= T % i)
35 Too = I + Tho: (2112 + 2112 4+ 2;113)
36 To1 = Yo X Tao: (2112 < 13 X 21132)
37 Toy = H + To: (2195 = DD 4 20 Dp)
38 Tos = U X Zy: (3122 + 2115 X 11)
39 Taq = Tz X Ta3: (5142 + 2115 X 3129)
40 Tos =S X Xq: (5142 « 4142 X 11)
41 Y3 = To4 + To5: (5142 < 5142 + 5142)
42 Z3 =8 X Zy: (5142 < 4142 x 11)

2.2.3. Hessian Binary Curves in Projectives Coordinates
Projective Doubling: Let Py = (x1,y1) be a point on a binary Hessian curve E with the coefficients d. In projective
coordinates, P; = (X1,Y1, Z1) where X1 = 2171,Y1 = Y121, Ps = (X3, Y3, Z3) = 2P is computed as follows:

Table 5. Doubling over Hessian Binary Curve.

Algorithm:dblp over Hessian Binary Curves
Input: (P; # O)
Output: P3 = 2P;
Operation Values Computed deg(Z,)
1 Ty < Z1,Ts + X1,
T35 < Y3
2 Ty Y1
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Operation Values Computed deg(Z,)

3 Ts <+ Z1

4 Te + X1

5 T7 < Ty X Tg: {=X12.1} (2+1x1)
6 Ty + Ty X Ts: {=2%} (2+1x1)
7 Ts <+ T3 X Ts: {=v12,} (2+1x1)
8 Ts + Ts x Ty: {=Y2} (2+1x1)
9 Ty  To X Ty: {= X1V} 2+ 1x1)
10 Ts + To X Tg: {= X7} (2 1x1)
11 To < Ta X Tr: {= X372} (4 + 2% 2)
12 Ty < Ta X Ty: {= X3} (4 +2x2)
13 Ty + T3 x Tu: {= X?v2} (4+2x2)
14 T3 < T3 x Ts: {=Y32Z:1} (4 +2x2)
15 Ts + Ty X Ts: {=Zv1} (4+2x2)
16 Ty + T1 X Tr: {= X123} (4 +2x2)
17 Ty Ty — Ty: {=x:12} - x,Y?} (4 4—4)
18 Ty < To — Ts: {=xX3vi —v123} (4 4—4)
19 Tz + T3 — Tg: {=Y32, — X32:} (4+4—4)
20 X3 < T2

21 Ys < Ty

22 Z3 + T3

Projective Addition: Let Py = (x1,y1), P2 = (22, y2) points on a binary Hessian curve E with the coefficients d. In projective
coordinates, P, = (X1,Y7,Z1) where X1 = 2121,Y17 = Y121, and P, = (X3,Ys,Z3) where Xo = x975,Ys = YaZ,
P; = (X3,Y3,Z3) = Py + P, is computed as follows:

Table 6. Addition over Hessian Binary Curve.

Algorithm: add” over Hessian Binary Curve
Input: (P, # O, P, # O, A, B)
Output: P3 = P, + P>

Operation Intermediate Values deg(Z,), deg(Z2)
1 Ty < X1,T5 <+ Y1.,153 <+ Z1
2 Ty < Xo,T5 < Yo,Tg + Zo
3 Ty < Ty X Ts: {=X1%2>} (1112 + 11 X 12)
4 Ty + Ty x Ts: {= X1Y2} (1112 + 13 x 1)
5 Ts < T3 X Ts: {=Y22.} (1112 «+ 11 x 12)
6 T3 < T3 X Ty: {= X221} (1112 <+ 11 X 19)
7 Ty < T X Ty: {= XoY1} (111 + 11 X 12)
8 Ty < Ty X Tg: {=Y12>} (1112 + 11 X 12)
9 Ts + To x Ty: {=X1v123} (2122 ¢ 1112 x 1112)
10 Ty + Ty x Ty: {= X2Y2Z5} (2122 < 1112 x 1112)
11 Ty + T3 X Ty: {= X2v1Z1} (2122 « 1112 x 1115)
12 T3 < T3 X Ts: {= X2Y22%} (2122 < 1115 x 1;15)
13 Ts + Ti X Ts: {=X1Y}?Z:} (2122 + 1115 X 1112)
13 Ty « Ty x Ty {= X2Y2Z,} (2122 + 1112 x 1112)
14 Ty < Th — Ty: {= X?Y2Z, — X2Y12Z1} (2122 + 2122 — 2122)
15 Ty + T — Ty: {= XoY322Z2 — X1Y5 Z1} (2122 + 2125 — 2125)
16 Ts + T3 — Tg: {= X2Y2Z? — X1Y12Z2} (2122 < 2122 — 2125)
17 X3 + To
18 Y3« Th
19 Z3 + T3
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It is very important to recall quite explicitly all the addition
formulas that we made above because for the SVA attack these
explicit formulas are supposed to be known in advance and the
attack is essentially based on these formulas. Let us now recall
the principle of this attack

2.3. Review of the Same Values Analysis (SVA) Attack
on Elliptic Curve Defined over Fields of Odd
Characteristic

Before presenting the work we have done on binary curves,
it is important to recall what has been done on the curves
defined on odd characteristic fields

(WPDC2):z=1, (WPDC3)
Similarly, Py = (x1,y1) and P, = (x2,y2) are collision
same values point for addition if they satisfy the condition

(WPACQC9) : yo — y1 = @2 — 27.

Let k = (ky—1...-k1ko)2 be the secret key. To determine bit
k; , we use the bits already found and a point P which satisfies
one of the collision conditions.We choose a base point as
Py = ((kn—1....kiy1)2) " *Mod[#E(K)] P, where #E(K) is
the cardinality of the elliptic curve. When scalar multiplication
is implemented with the base point Py and the secret key k,
the collision point P will be double and this collision will
be visible if the bit k; = 0, else k; = 1. The attacker can
recursively recover all bits of k.

3. Same Values Analysis over Binary
Elliptic Curves

We now turn to the attack on binary curves. We will proceed
as follows: we will first search for the points with zero.
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The main idea of SVA is to cause an internal collision when
implementing scalar multiplication. This collision will be
visible if we have obtained the same intermediate values when
doubling or squaring the values on the field, because this will
mean that we have performed the same operation several times
with the same inputs. if

E:y*=a234az+0b

is defined over a finite field F), with prime p > 3, P = (z,y)
is a collision same values point if and one of the following
conditions is satisfying:

c2? =y, (WPDC15) : 2y = 322

3.1. Special Points of Same Values During Doubling

3.1.1. Special Point for Doubling on Weierstrass Curve

This case is the result of our work [19] published at the
International Cryptography Conference for Africa in 2024,
abbreviated as Africacrypt 2024. Here, we provide a detailed
presentation of our proofs, making them clearer and easier to
understand.

Let E : 42+ zy = 2 + Az + B,
curve, where A, B € K.

Let P, = (x1,y1) be a point on the elliptic curve F, in
projective coordinates P, = (Zyx; : Z12y1 : Zp) for some
Z € K. Let P; = (X3 : Ys : Z3) = 2P;. Theorem 3.1
summarizes all conditions that a point will verify to be same
value point for doubling on elliptic curve over a binary field.
We denote the conditions that a point must satisfy to ensure at
least two identical intermediate values for doubling on binary
Weierstrass curves by WBDC.

Theorem 3.1. [19] Let E be an elliptic curve defined by the
equation y? +xy = 23+ Az? + B over a binary field K, where
m is a positive integer. The point P; = (z1,y1) € E is a same
values point relative to the algorithm dblP(Pl) if and only if
one of the following conditions given below is satisfied:

be an Weierstrass

c=1 (WBDC1) =1 (WBDC2)

2 =c (WBDC3) z? =B (WBDC4)

=B (WBDCS) z1 =0 (WBDC6)

y2+B=0 (WBDCT) Az? +B=0 (WBDCS)

y? 4+ Az? =B (WBDC9) y1 = 0ory? + Az} =0 (WBDC10)
zi+23+B=0 (WBDC11) z1 =1 (WBDC12)
A=1 (WBDC13) (A+Da?+yi=0 (WBDC14)
B=0 (WBDC15) (A+ D22 +y24+B=0orz?+y?+B=0 (WBDC16)
2 =y (WBDC17) 2=A (WBDC18)
zt+Ax? 442 =0 (WBDC19) zi+yi+B=0orzi+ Az +y]+B=0 (WBDC20)
1 +y3+B=0 (WBDC21) i+ Az? + B =0 (WBDC22)
A=0 (WBDC23) Azt +(1+A)B=0 (WBDC24)
(A+D22 +y? + B=0orz? +y? + B=0 (WBDC25)
Bz‘f + x‘llyf + Byrf + Bz? +B2=0or A:v(l" + x‘llyf + B:c‘ll + B(A + l)zf + By% +B%2=0 (WBDC26)
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Proof. Let P = P; = (x1,y1) be a point on the elliptic curve
E:y +ay=2>+A2>+ B

defined over the binary field K. In projective coordinates, we
have:

X Y;
= =1, Y1 = —12, soP = (X1:Y1:2)) = (Zixy : Z3y1 < Z0).
7 iz
We are interested in identifying equalities between

intermediate expressions involving the same degree of Z;, and
also in detecting when any of these expressions evaluate to
zero. Let .S; denote the set of intermediate values involving
terms with degree 7 in Z;. When analyzing the point doubling
algorithm dbI” (Py) over binary elliptic curves in projective
coordinates, the following sets are obtained:

1. Sy ={D1,Ds, Ds}.

2. 84 ={Du4, D5, D¢, D7, Dg, D9, D19, D11 }.

3. Sg = {D12, D13, D14}.

Equalities can only occur between expressions within the
same set S;. Comparing each pair of expressions within these
sets, we obtain the following equalities:

1. Within Sa:
D1 =Dy = (WBDC 1),
D1 =D3;= (WBDC 2),
2. Within Sy:
Dy,=D5=> (WBDC 4),
D, = Dg = (WBDC 5),
Dy=D; = (WBDC 6),
Dy = Ds = (WBDC 7),
Dy =Dg = (WBDC 8),
Dy = D10 = (WBDC 9),
D, = Dy; = (WBDC 10),
Ds = Dg = (WBDC 2) and WBDC 6)
Ds =D; = (WBDC 11),
Ds = Dg = (WBDC 12),
Ds = Dy = (WBDC 6) and WBDC 13)
Ds = Dy = (WBDC 14),
Ds =Dy = (WBDC 16),
D¢ = D7 = (WBDC 15),
Dg = Dg = (WBDC 6) and WBDC 18)
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D¢ = Dy = (WBDC 6) and WBDC 138)
D¢ = D1y = (WBDC 19),
Dg = D1, = (WBDC 20) and WBDC 21)

D7 =Dg = (WBDC 21),
D7 = Dg = (WBDC 22),
D7 = Dy = (WBDC 20),
D; = Dy; = (WBDC 17) and WBDC 19)

Dg = Dy = (WBDC 10) ( first part)

Ds = Do = (WBDC 6) and WBDC 23)
Dg = D19 = (WBDC 10) (second part)
Dy = Dy; = (WBDC 7) and WBDC 9)

D1y = D1y = (WBDC 15) and WBDC 8).
3. Within Ss:
Do = D13 = (WBDC 26),
D12 = D14 = (WBDC 6) , WBDC 15) and
WBDC 24)
D13 =Dy = (WBDC 25)

We are now interested on special point on same values
during doubling in the case of Edwards binary curve.

3.1.2. Special Point for Doubling on Edwards Curve
We recall that an elliptic curve over binary fields is defined
as follows:

E:di(z+y)+de(2® + y*) = 2y + zy(x +y) + 22y?

, where dq, ds € K.

Let P, = (x1,y1) be a point on the elliptic curve F, in
projective coordinates Py = (Zyx1 : Ziy1 : Z;) for some
ZEK.LGtPg = (X31Y3 : Zg) :2P1

Theorem 3.2 summarizes all conditions that a point will
verify to be same-values point for doubling on elliptic curve
over Edwards binary fields. We denote the conditions that a
point must satisfy to ensure at least two identical intermediate
values for doubling on binary Edwards curves by EBDC.

Theorem 3.2. Let E be an Edwards binary elliptic curve over
K, defined by the equation E : di(z + y) + da(2® + ¢?) =
zy + zy(z + y) + 2?y%. The point P = (z,y) € Eis a
same-value point relative to the algorithm dbl” if and only if
one of the following conditions given below are satisfied:

=y (EBDC1)
%t =dy (EBDC3)
= By (EBDCS5)
o =y (EBDCT)
o = dy(a? 1) (EBDCY)
ot —dy 4 a? 4 (EBDC11)
ot =22 + da(a® +y%) + R (' +y?) (EBDC13)
ot = y? +da(a® +y7) + E @t +y) (EBDC15)
y=1 (EBDC17)
vt = B2y (EBDC19)

( )

y4:z2+y2

= 1 (EBDC2)

(EBDC4)

_ (EBDCS6)

ot = a2 4 y? (EBDCS)
ot =da(a® +97) + 2 (@ + ) (EBDC10)
ot =di + 2 +y7 + 2@ +y?) (EBDC12)
a:4:y4+a:2+d2(I2+y2)+%($4+y4) (EBDC14)
v +da(a® +y7) + Pt +yh) =0 (EBDC16)
vt = dy (EBDC18)
V= (EBDC20)
vt = da(2? + v2) (EBDC22)
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vt =d2(@® + ) + 2 (@t +y*) (EBDC23)
4= dy + 22 + y? +d2(x +y ) (EBDC25)
z? +d2(x +y2) + d? (z*+y*) =0 (EBDC?27)
y' =1y +da(a® +97) + P +yh) +2h) (EBDC29)
dy =1 (EBDC30)
22 +y? = (EBDC32)
dy = dg(x +yh) (EBDC34)
di+224+y2 =1 (EBDC36)
1=da(z? +y?) + d1 2 (z* + y*) + 22 (EBDC38)
1 =dz(z? +y?) + d—z(x +yt) + 42 (EBDC40)
dy =2 +y* (EBDC42)
dy = z? (EBDC44)
dy = 2% +9? (EBDC46)
dy = da(2” + y?) + 2 (a* + ) (EBDCA48)
dy = dz (2 +y?) + 2 (a* + ) + (EBDC50)
dy = da(2® + %) + $ (@ +yh) + ¢ (EBDC52)
dy = ds (EBDC54)
zt 4yt =42 (EBDC56)
z* 4+ y* = da(2? 4+ 9?) (EBDC58)
2t oyt =22 42+ ds (EBDC60)
ot +yt = da(a® +?) + (2t +yt) + 2 (EBDC62)
z* 4+ y* = do(a? +y)+d2(x + v+ (EBDC64)
R@t+yh) =2’ (EBDC66)
%(z4+y4) =22 +42 (EBDC68)
R@+y) =22+’ +d (EBDC170)
do(z? +y2?) + 22 +y* = (EBDCT2)
day(z® +y*) +y° +2* =0 (EBDCT74)
di + 4% + 2(w +y )— (EBDC76)
22 =da(z® 4+ y )+—i(z +y*) +42 (EBDCT78)
2 =dy(z? + %) + —2(1 + ) (EBDCS80)
2:d2(x2+y2)+—(z +y )+:L’ +y (EBDC82)
_d2(:v +y )+ (:c +y )+x (EBDC84)
di +y? =dp(2® +y ) + % 2 (a* +y*) (EBDCS86)
dy + 2% = da(2? + y?) + dz (z* + y*) (EBDCSS)
dy + 2% +y? = da(z? + y?) (EBDC90)
2 4yt = %(x4 +yh) (EBDC92)
dy+a? +y? = do(e® +y7) + (2" +y) (EBDC94)
di +y? = do(2? +y?) +y* (EBDC96)
dy + 2% = da(2® +¢°) + 2* (ED98)

dy 4 22 + 4?2
@® +da(a® +y°) + P (2" +y*)
vt =y® +d2(a® +97) + 2@ +y?)

3:4+y4—
da(z® +y%) =1
1=ds(a” + %) + 2 (* + %)
d1+m2+y2+%(m4+y4):1
1=dy(a” + ) + 2" +y*) + 2 + ¢
1=ds(a + %) + P (" + ") +y* +2*
di = (" +y?)
dy = y°
dy = da(z? +y?)
?+y’ + Z@ +yh) =0
dy = da(2? +y)+d2(m +yt) 2?4yt
dy = da(2” + %) + P (" +yh) +y? + 2
3:4+y4=3:2
oyt =a? 4y
oyt =da(a? +y%) + 5
byt = by b+ B2 (m +v*)
4:dz(r +7) + 2@ +y)+r

1 = dy(a? +y)+d2(x +y?) +¢°
3‘;’@ +yh) =y?
P @ +yh) =da(a® +97)
d2(12+y2)+w2:0
d(w2+y2)+y2—o

P =da(@® + ) + " +yh)
y* 4 do(z® + %) + df(w +y*) =0
P=da(a® + )+ Pt )+ e
d1+m2+%(z4+y4):0
d2 =0
P=da@® )+ 2 ) Tyt
di+y® = dao(a® + %) + P @t +yh) + ot
di + 2% = da(a® + %) + d2(z4+y4)+r4
di + 2% +y? = da(2? +y)+d2(:c +yt)
y* + 2? =3f(x +y%)
dy 4+ y® = da(z® + ¢°)
dy + 2° = da(a® + y°)

2 (z4 +%)

4

(EBDC?24)
(EBDC?26)
(EBDC28)

(EBDC31)
(EBDC33)
(EBDC35)
(EBDC37)
(EBDC39)
(EBDCA41)
(EBDCA43)
(EBDC45)
(EBDCAT)
(EBDC49)
(EBDC51)
(EBDC53)
(EBDC55)
(EBDC57)
(EBDC59)
(EBDC61)
(EBDC63)
(EBDCS65)
(EBDC67)
(EBDC69)
(EBDCT1)
(EBDC73)
(EBDCT5)
EBDCTT)
EBDC79)
EBDC81)
EBDC83)
EBDCS5)
EBDCS8T)
(EBDC89)
(EBDC91)
(EBDC93)
(EBDC95)
(EBDCI7)

~ o~ o~ o~ o~ o~

Proof. Let Py = (x1,y1) be a point on the elliptic curve

E:di(z+y)+do(2® +97) = zy + ay(z +y) + 2%y

defined over a binary K, where m is a positive integer. In
projective coordinates, we have 1 = X1 /Z; and y; = Y1/74,
so the point P is represented as P, = (X; : Y1 : Z7) =
(lel : Z1y1 : Zl)

We aim to identify equalities between expressions involving
the same degree of Z1, as well as zero-value terms among all
expressions. Let S; denote the set of expressions involving
7 raised to the power i. When analyzing the point doubling
algorithm dbl” (Py) for elliptic curves over binary Edwards
fields in projective coordinates, we obtain:

1. S ={A,C,E}

2. Sy =

{B7 D7T07 F7 T17 G: H7 [a J: T27 K7 T3> Z37T47X37T57Y3}
Equalities can only occur between expressions within the
same subset. To identify them, we compare terms pairwise

within each set.

The condition (EBDC1) is defined by the following

equalities: B = D, A =C, 1 =

J=TyTy=K,Ts=Zs.
( )
(EBDC3): B=F.
(EBDC4): B
(EBDC5): B=G
(EBDC6): B=H,D=T,,I=J
(EBDC7):B=1,K=Y;
(EBDCS): B = J.
(EBDC9): B =T,

HF="T,G6=K
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(EBDC10): B = K.
(EBDC11): B = Ts.
(EBDC12): B = Zs.
(EBDC13): B =Ty,
(EBDC14): B = X3,
(EBDC15): B = Ts.
(EBDC16): B = Y.
(EBDC17): C =E,D=Ty,D=1,T) = I.
(EBDC18): D = F.
(EBDC19): D = G.
(EBDC20): D = H, K = X3.
(EBDC21): D = J.
(EBDC22): D = Ts.
(EBDC23): D = K.
(EBDC24): D = T;.
(EBDC?25): D = Zs.
(EBDC26): D = Tj.
(EBDC27): D = X3.
(EBDC28): D = Ts.
(EBDC29): D = Ys.
(EBDC30): Ty = F.
(EBDC31): Ty =T1, T, =G
(EBDC32): Ty = J
(EBDC33): Ty = Ty
(EBDC34): Ty = G
(EBDC35): Ty = K
(EBDC36): Ty = Ts
(EBDC3T7): Ty = Zs.
(EBDC38): Ty = Ty,
(EBDC39): Ty = X;.
(EBDC40): Ty = T
(EBDCA1): Ty = Y.
(EBDC42): F =T1.
(EBDC43): F = G.
(EBDC44): F = H, 1 =Ts, J = Zs.
(EBDC45): F =1, H =T,
(EBDC46): F = J, G = Z.
(EBDCAT): F =T,
(EBDC48): F = K.
(EBDC49): F = Zs.
(EBDC50): F =Ty,
(EBDC51): F = Xj.
(EBDC52): F =Ts.
(EBDC53): F = Ys.
(EBDC54): Ty = G.
(EBDC55): Ty = H.
(EBDC56): Ty = I.
(EBDC5T7): Ty = J.
(EBDC58): Ty = Th.
(EBDC59): Ty = K.
(EBDC60): Ty = T
(EBDC61): Ty = Zs.
(EBDC62): Ty = Ty.
(EBDC63): Ty = X3,
(EBDC64): T1 Ts.
(EBDC65): Ty = Y.
(EBDC66): G = H.T, =T,
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(EBDC67): G =1,T, = Ts
(EBDC68): G = J.
(EBDC69): G =Ty, H=Ty, I =Ts.
(EBDC70): G = T;.
(EBDCT1): G=T,, H="T,
(EBDCT2): G = Xs.
(EBDCT3): G =Ts, I =Ty
(EBDCT4): G = Ys.
(EBDCT5): H=K,J =Ts
(EBDC76): H = Zs.
(EBDCT7): H = Zs.
(EBDCT8): H=Ts, 1 =Ty, J = K
(EBDCT79): H =Y.
(EBDCR0): I =K, J =T,
(EBDCR2): H = Ts.
(EBDC84): J =Y.
(EBDCS85): J = Xs.
(EBDCS88): Ty = Ts.
(EBDCR9): T = Ys.
(EBDC90): Ty = T3, K = Zs
(EBDC91): Ty = Zs.
(EBDC94): K = Ts.
(EBDC95) Z3 = T4.
(EBDCY6): Z3 = Xs.
(EBDC9R): Z3 = Y.

Several conditions from Theorem 3.2 can be fulfilled by
high-order points. However, not all these conditions will
necessarily enable the attack. It is crucial to identify the
specific conditions that are necessary for the attack. We will
now explore the requirements case of Hessian curve.

3.1.3. Special Point for Doubling on Hessian Curve
We recall that an elliptic curve over binary fields is defined
as follows:
E:2®+y®+1 = 3day,

where d € K =.
Let P = (x1,y1) be a point on the elliptic curve E, in
projective coordinates Py = (Zyx1 : Ziy1 : Z;) for some

ZEKLCthz(X3Y3Z3):2P1

Theorem 3.3 summarizes all conditions that a point will
verify to be same-values point for doubling on elliptic curve
over Hessian binary field. We denote the conditions that a
point must satisfy to ensure at least two identical intermediate
values for doubling on binary Hessian curves by HBDC.

Theorem 3.3. Let E be an Hessian binary elliptic curve over
K, defined by the equation E : 2% + 4 + 1 = 3dzy. The
point P = (z,y) € F is a same-value point relative to the
algorithm dbl” if and only if one of the following conditions
given below are satisfied:
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1 =1 (HBDC1) T1 = Y1 (HBDC2)
y1 =1 (HBDC3) z = y? (HBDC4)
=0 (HBDCS5) yi =1 (HBDC6)
y1 =0 (HBDCT) 3 =y (HBDCS)
2 =yl (HBDC9) y1 =2 (HBDC10)
34yl =1 (HBDC11) 3 +aly; +y1 =0 (HBDC12)
22y Fyd =1 (HBDC13) 2 rady +yi =0 (HBDC14)
92 =1 (HBDC15) miy 42 =1 (HBDC16)
1] + 5 +23 =0 (HBDC17) 1+ 2198 +y1 =0 (HBDC18)
yi+ys+at =0 (HBDC19) 1 +aiyr +y1 =0 (HBDC?20)
m“;'eri)’erl =0 (HBDC?21) T +r1y?+zlyi’+y1 =0 (HBDC22)
z Fzyl +ad +yf =0 (HBDC23) 2By +y1 + oyl + 25 =0 (HBDC24)
3 =42 (HBDC25) =y (HBDC26)
Yt zyl+az =0 (HBDC27) z1+ziyl Yl =0 (HBDC28)
23 +yf =1 (HBDC29) x3 =1 (HBDC30)
Proof. Let P, = (x1,y1) be a point on a binary Hessian Dg = D7 = (HBDC3) and (HBDCT)
elliptic curve defined by the equation E : 2% + y> + 1 = 3dxy D¢ = Dy = (HBDC1) and (HBDC')
over a binary field K. In projective coorfhn.':}tes, we have D¢ = Dy = (HBDCS)
z1 = X1/Z1 and y1 = Y1/Z4, so the point is represented
as Pl — (X1 . Yl . Zl) — (lel . Z1y1 . Zl) D7 = Dg = (HBDCQ) and (HBDC?)
We analyze the intermediate variables in the point doubling D7 = Dg = (HBDC?2)
algorithm dbl” (P, ) by grouping them according to the degree Dg = Dy = (HBDC?2) and (HBDC5)
in Z;. Let S; denote the set of terms that contain a factor Z7. 3 Within S
The goal is to identify all equality conditions within each S; - v
and link them to the corresponding implications (HBDCn). Dy = D11 = (HBDC3) and (HBDC5)
From the point doubling algorithm, the following groupings D1y = D12 = (HBDCS5) and (HBDC(C9)
are lobt;inedi{ Y, = Dy, 2 = Dy, Xy = Ds} Dy = Dy3 = (HBDC?2)
o1 =1 =D, 4y = Do, Xy = Dasj.
2. 8y = {X\Z) = Dy, Z% = D5, Y12y = Dg, Y2 = Dio = Diy = (HBDC10)
D7, X1Yh = DS; X12 — Dg}. Dig= D15 = (HBDCl) and (HBDC5)
3. S4 = {X%Zl = DIO> X%Yl = D11, Y13X1 = D10 = D16 = (HBDC5) and (HBDCll)
D12, 3;1321 =, D Yz = Du, ZiX, = Dig = D7 = (HBDC12)
D5, Z7 X1 — Y? Xy = Dis, _
X3Y) — Y123 = Dy, Y21 — X371 = Dis). Dio = Dis = (HBDOT)
Since value equalities only occur between terms of the same ij lBDZ'7) Dz = (HBDC2),(HBDC5) and

degree in Z;, we compare terms within each set .S; and obtain
the following logical equivalences:
1. Within S;:

Dy = Dy = (HBDC3)

D, = Dy = (HBDC?2)

Dy = Dy = (HBDC1)
2. Within Sy:

D = D13 = (HBDC7)an (HBDCQE))

D1 =Dy = HBDC1
D1 =Di5 = HBDC5

and (HBDC7)

Jan
)
Jand (HBDC30)
Jan

D1y = Dyg = (HBDC5)and (HBDC13)
D1y = Dy7 = (HBDCT)

D1y = Dys = (HBDC14)

D1y = Dy3 = (HBDC1) and (HBDCY)

D3 =Dy = HBDC3

H

)
)
)
Dy = Dy7 = (HBDCT)
7
)

BDC7) and (HBDC15)
BDC3) and (HBDC5)
BDC5

nd (HBDC16)
BDC1

nd (HBDCT)

D3 =Dqg = HBD(C28
D3 = Dy = (HBDCT) and (HBDC29)

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

a
)
a
D3 = D15 = HBDCQG)
)
a
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Di3 = Dis = (HBDCS)

Diy = D15 = (HBDC?2)

Dus = Dig = (HBDCI18)

Dy = D17 = (HBDCS5) and (HBDC?)
Dis = Dy = (HBDC19)

Dys = Dig = (HBDCS5) and (HBDCT)
Dis = D17 = (HBDC20)

Dis = Dig = (HBDC21)

Dig = D17 = (HBDC22)

D¢ = D1s = (HBD(C23)

Di7 = Dig = (HBDC24)

After establishing the conditions under which Same Values
Analysis (SVA) attacks occur during point doubling on
binary elliptic curves, it is natural to investigate whether
similar vulnerabilities arise in the case of point addition.
Since scalar multiplication algorithms typically involve both
operations, analyzing only doubling would give an incomplete
picture of the attack surface. We therefore proceed to study
SVA conditions for point addition, highlighting their specific
algebraic structures and potential for collisions distinct from
those observed in doubling.

3.2. Special Points of Same Values During Addition

3.2.1. Special Point for Addition on Weierstrass Curve
This case is the result of our work [19] published at the
International Cryptography Conference for Africa in 2024,
abbreviated as Africacrypt 2024. Here, we provide a detailed
presentation of our proofs, making them clearer and easier to
understand.
Let’s considere the curve:

E:y?+zy =2+ Az® + B,

where A, B € K.

Theorem 3.4 summarizes all the conditions that must be
satisfied for two points to be considered same-values points
under point addition on an elliptic curve over a binary field in
projective coordinates. We denote the conditions that a point
must satisfy to ensure at least two identical intermediate values
for addition on binary Weierstrass curves by WBAC.

Theorem 3.4. [19] Let E be an elliptic curve defined by the
equation 32 + 2y = x® + Az? + B over a binary field K.
The points Py = (x1,91), Po = (22, y2) € E are same-values
points relative to the algorithm add” (Py; Py) if and only if one
of the following conditions is satisfied:

x1 =0 (WBACI)
1+ 22 =0 (WBAC3)
2o =1 (WBACS)
y2 =0 (WBACT)
y1+y2=0 (WBAC9)
A=1 (WBACI1)
21+ a2+A=0 (WBACI13)
y2 =1 (WBAC15)
Yo = A (WBAC17)
y1=x1 +x2+ A (WBAC19)
Y1 =x1 + T2 (WBAC21)
y1 = (w1 + 22)? (WBAC23)
1+ T2 = Y1 + Y2 (WBAC25)
y1+y2 = A (WBAC27)
(y1 + y2) = y2(z1 + z2) (WBAC29)
(z1 +22)? = (21 +22) + A (WBAC31)
x1 +x2 =1 (WBAC33)
(y1 +y2)? = z2(21 + x2)? (WBAC35)
(y1 +y2)* + (1 +22)%(x1 +22 + A) =0  (WBAC37)
(y1 4+ v2)? = (@1 + x2)%(z1 + 22 + A) (WBAC38)

(1 +y2)® + (y1 +y2)(x1 + 22) = (21 + 22)°(z1 + 22 + A)
(y1 +y2) = (1 + z2)(x1 + 22 + A)

(z1+22)? = (Y1 +y2)% + (y1 + y2)(z1 + 22) + (21 + 22)?(z1 + 22 + A)

wa(w1 +22)2 + (Y1 +y2)% + (21 + 22)* (21 + 22 + A) =0
ya(z1 4+ 22)% + (Y1 + y2)® + (21 + 22)*(z1 + 22+ A) =0
za(z1 +22)% = (y1 +y2)% + (Y1 + y2) (21 + 22)

y2(m1 + 22)° = (11 +v2)* + (y1 + y2)(z1 + 22)

(1 +22)% = (y1 + y2)” + (Y1 + y2) (21 + 22)

za(z1 +22)% = (y1 +y2)® + (y1 + y2)(x1 + 22) + (21 + 22)%(x1 + 22 + A)

o =0 (WBAC2)
214+ A=0 (WBAC4)
=1 (WBACS)
y1=0 (WBACS)
T2 = Y2 (WBAC10)
A=0 (WBAC12)
y2(z1 + 22)° = (y1 + v2)? (WBAC14)
y1 =1 (WBAC16)
y1=A (WBACI8)
yo =x1 + T2+ A (WBAC20)
Y2 = x1 + T2 (WBAC22)
y2 = (1 + 22)? (WBAC24)
(1 +22)2 =y1 4+ yo (WBAC26)
y1+y2 =1 (WBAC28)
(y1 +y2) = z2(x1 + z2) (WBAC30)
(z1+22)+A=1 (WBAC32)
(1 +x2)2 = A (WBAC34)
y1+y2=(x1+x2)+ A (WBAC36)
(WBAC39)
(WBAC40)
(WBAC41)
(WBAC42)
(WBAC43)
(WBAC44)
(WBAC45)
(WBAC46)
(WBAC47)
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yo(z1 +22)% = (y1 +y2)% + (y1 + y2)(z1 + x2) + (1 + 22)2 (21 + x2 + A) (WBAC48)
za(z1 4+ 22)° = ya(z1 + 22)° + (11 + ¥2)” + (W1 + v2) (w1 + 32) + (21 + 22)* (21 + 22 + A) (WBAC49)
(1 +22)® = y2(z1 + 22)® + (Y1 + ¥2)® + (y1 + y2) (@1 + 22) + (21 + 22)% (21 + 22 + A) (WBACS50)
(z1 + 2)% = wa(w1 + 22)% + (y1 + v2) + (U1 + y2) (w1 + T2) + (1 + 22)° (21 + 32 + A) (WBACS1)
(1 + y2) w2 (@1 4+ 22) + (y1 + y2)® + (Y1 + v2) (@1 + 22) + (1 + 32)? (21 + 72 + A))] (WBAC52)

Sio = (WBAC 33), Ss=S1; = (WBAC 13),
(h) Ss = S12 = (WBAC12), Sy = Sip =

Proof. Let E be an elliptic curve defined by the equation

v+ ay=a°+ Az + B (WBAC 33), So = S11 = (WBAC 34),
. . . (1) 59 = 512 = (WBAC 31), 510 = 511 =
over a binary field K. Given two points P, = (x1,y1) and (WBAC 11), S0 = S1a = (WBAC 32)

Py, = (z2,y2) € FE, in projective coordinates we have (i) Si1 = S12 = (WBAC 3).

X, Y, X, Y, i IIjor tﬁe set 5474:
€T = —_— = — €T = — = — .
1 7 y Y1 2127 2 7 y Y2 222, . For the set 54 4:
so that S13 = S14 = (WBAC 3), (WBAC 32)

S13 = S15 = (WBAC 23)
S13 = S16 = (WBAC 3), (WBAC 23)
S13 = S17 = (WBAC 47)

P1 = (lel . Z12y1 . 21)7 P2 = (ZQZCQ . Z22y2 . Z2)

We examine equalities between terms of the same degree in

Z1 and Z, and check for possible zero values among all terms.
Let S; ; denote the set of expressions involving Z; to degree
i and Z» to degree j. From the point addition algorithm over
binary curves, we identify the following sets:
1. 5171 = {X2Z1 = Sl, X1Z2 = SQ, Z]_Z2 =
S3, XoZ1 + X175 = 54}
2. Sop = {Y2Z} = S5, Y123 = Se, YoZi + Y123 =
57, F = Sg, D2 = Sg, E2 = Slo, AE2 =
Si1, AE? + F = 512}.
3. S33={D?Bo}.
4. 5474 = {F2 = S137 G = 514, 02 = 5157 CF =
S16, C?+H= S17, C?’+H+G= S1s, B0D2E =
Si9, BoD?E + X3 = So9, AgD? = So1, AgD? +
X3 = 522}.
5. Ss,s = {ZsJ = Sas, ITH = Soy, IH + Z3J = Sa5}.
We look equal value in the same set:
1. For the set S 1:

S = S = (WBAC 3), S1 = S35 =
(WBAC5), S; =S; = (WBAC 1),
SQ = Sg = (WBAC 6), SQ = 54 =

(WBAC2), S3=.54= (WBAC 33).
2. For the set 53 2:

(@ Ss = S¢ = (WBACY), Ss = S =
(WBAC ), S5 = Ss= (WBAC 22),

(b) 55 = Sg = (WBAC 24), S5 = SIO =
(WBAC 15), S5 =511 = (WBAC 17),

() S5 = S12 = (WBAC 20), Se = S7 =
(WBAC7), Sg=Ss= (WBAC21),

d Sg¢ = S9 = (WBAC23), S = S0 =
(WBAC 16), Sg =511 = (WBAC 18),

) S¢ = Si12 = (WBAC19), Sy = Sy =
(WBAC 25), S7 =59 = (WBAC 26),

® S; = Sip = (WBAC28), S7 = S11 =
(WBAC 27), S; =512 = (WBAC 30),

(g) Ss = S9 = (WBAC3,WBAC33), Sg =

Si3 = Sis = (WBAC 41)

Si5 = S19 = (WBAC 3), (WBAC 5)
Si3 = Sa0 = (WBAC 51)

Si3 = So1 = (WBAC 3), (WBAC 15)
Si5 = Sa = (WBAC 50)

S14 = S15 = (WBAC 38)

S14 = S16 = (WBAC 3), (WBAC 40)
S14 = S17 = (WBAC 39)

S14 = S1s = (WBAC 7), (WBAC 25)
S14 = S19 = (WBAC 3), (WBAC 4)
S14 = S20 = (WBAC 44)

S14 = S21 = (WBAC 3), (WBAC 20)
S14 = S22 = (WBAC 45)

S15 = S16 = (WBAC 9), (WBAC 25)
S15 = S17 = (WBAC 3), (WBAC 9)
S15 = S1s = (WBAC 3), (WBAC 40)
S15 = S19 = (WBAC 35)

S15 = S20 = (WBAC 45)

S15 = S21 = (WBAC 14)

S15 = S22 = (WBAC 43)

Sig = S17 = (WBAC9)
S16 = S18 = (WBAC 37)
S16 = S19 = (WBAC 3), (WBAC 30)
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516 = SQO = (WBAC 42)

Si6 = Sa1 = (WBAC 3), (WBAC 29)

S16 = SS90 = (WBAC 43)

517 = 518 = (WBAC 3), (WBAC 32)

S17 = S19 = (WBAC 44)

S17 = S20 = (WBAC 3), (WBAC 4)

517 = 521 = (WBAC 45)
517 = 522 = (WBAC 20)

S8 = S19 = (WBAC 47)

Slg = SQO = (WBAC 2), (WBAC 3)

518 = 521 = (WBAC 48)

S1g = S22 = (WBAC 3), (WBAC 7)

519 = SQO = (WBAC 39)

519 = 521 = (WBAC 3), (WBAC 10)

519 = 522 = (WBAC 49)

Sog = S91 = (WBAC 49)

520 = 522 = (WBAC 3), (WBAC 10)

5. For the set Sg s:
Sas = Soyu = (WBAC 52), Sos = Sos =
(WBAC 3, WBAC 9, WBAC47), Sy = S5 =
(WBAC 3, WBAC 48).

3.2.2. Special Point for Addition on Edwards Curve
We recall that an elliptic curve over binary fields is defined
as follows:

E:di(z+y)+do(2® + 9% = zy + zy(z +y) + 2%9°,

where di,ds € K = Fom, where m is a positive integer.

Let P, = (x1,y1), Let P, = (x2,y2) be points on the
elliptic curve E, in projective coordinates P; = (Zjx;
Zlyl : Zl), PQ = (ZQZQ : Zgyg : ZQ) for some Zl, Z2 S Fgm.
LetP3 = (X3 : Yj : Zg) :P1+P2.

Theorem 3.5 summarizes all conditions that a point will
verify to be same-values point for doubling on elliptic curve
over Edwards binary field. We denote the conditions that a
point must satisfy to ensure at least two identical intermediate
values for adition on binary Edwards curves by EBAC.

Theorem3.5. Let E : dy (z+y)+da(2®+y?) = vy+ay(r+
y) + 22y be an elliptic curve over a binary field K = Fom,
where m is a positive integer. The points P, = (z1,91),
P, = (x9,y2) € E are same-values points relative to the
algorithm add” (Pr1; Py) over Edwards binary curve if and only
if one of the following conditions given below is satisfied:

y1 =1
1 = Y1
ds =1

(1 +d2)(x2 +y2) =dy

y2 =1

day2 + (1 —+ dQ)IQ =1

y2=1+dy

daxo + (1 4+d2)y2 =1+ dy
itz =yl +

z1+y1 =x1(z1 +1)(y2 + 1)

z1 +y1 =d1 +y1(yr + 1)(z2 + y2)

z1+y1 =d1

1=dl+zi(z1 +1)(y2 + 1)

zi(z1+1)(y2 +1) =y1(y1 + 1)(z2 + 1)
z1(z1 +1)(y2 +1) =di +y1(y1 + 1)(z2 + 1)
zi(z1+1)(y2 +1) =ds

di+yi(yr + 1)(z2 +1) =0

z1+y1 =yi1(y1 +(z2+1) +d1

1=d;
y1 =0

1=2z2(di +z1(z1 + 1)(y2 + 1)
(1 4+ y1)(d2(w2 + y2) +di) +w2(di + z1(z1 + 1)(y2 +1) =1
(z1 +y1)(d2(z2 + y2) +d1) +y2(di +y1(y1 + D(z2 +1) =1
(z1 +y1)(d2(z2 +y2) +d1) = du
z1(x1 +1)(z2 +y2) =1

(EBAC1)
(EBAC3)
(W A5)
(EBACT)
(EBACY)
(EBAC11)
(EBAC13)
(EBAC15)
(EBAC17)
(EBAC19)
(EBAC?20)
(EBAC21)
(EBAC23)
(EBAC25)
(EBAC?26)
(EBAC2T)
(EBAC?29)
(EBAC31)
(EBAC33)
(EBAC34)
(EBAC36)

(EBAC40)
(EBAC42)

2 =1 (EBAC?2)
zo +y2 =0 (EBAC4)
T2 +y2 =d1 (EBACS)
2o =1 (EBACS)
dozo + (1 4+ d2)y2 =1 (EBAC10)
ds =0 (EBAC12)
23 =1+d, (W A14)
day2 + (1 +d2)za =1+ dy (EBAC16)
T4y =1 (EBAC18)

I==z(z1+1(y2 + 1) (EBAC22)
1=di +yi(y1 +1)(z2+1) (EBAC24)
da(z2 +y2) = d1 (EBAC28)
z1 +y1 = yi1(y1 + 1) (22 + 1) (EBAC30)
1=y1(y1 +1)(z2 +1) (EBAC32)
(x1 +vy1)(d1 + da(z2 +y2)) =1 (EBACS35)
1=y2(d1 +y1(y1 +1)(z2+ 1) (EBAC3T)

(EBACS3S8)

(EBAC39)
yi(yr + 1)(z2 +y2) =1 (EBACA41)
yi(yr +1)(z2 +y2)+di =1 (EBAC41)
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z1(z1 +1)(x2 +y2) +d1 =1 (EBAC44) z1(z1 + 1)(z2 +y2) = di (EBAC45)
yi(yr + 1)(z2 +y2) = du (EBAC46) x1 =0 (EBACA4T)
z2(d1 +z1(z1 +1)(y2 +1) = dy (EBAC48)
(1 +y1)(d2(w2 +y2) +di) +y2(di +y1(y1 + 1)(y2 + 1) = dy (EBACA49)
(z1 4+ y1)(d2(z2 + y2) + d1) + z2(d1 + z1 (w1 + 1) (y2 + 1) = di (EBACS50)
yo(di +y1(y1 + 1)(z2 + 1) = ds (EBAC51) x2 =0 (EBAC52)
(z1 + y1)(d2(z2 + y2) +d1) = y1(y1 + 1)(z2 + y2) (EBACS3)
(z1 +y1)(d2(z2 +y2) +d1) + y1(y1 + 1)(z2 +y2) = ds (EBACS54)
(z1 +y1)(d2(z2 +y2) + d1) = z1(z1 + 1)(1 + y2) (EBACS55)
(z1 +y1)(d2(z2 +y2) +d1) + zi(z1 + 1) (1 +y2) = di (EBACS56)
(z1 +y1)(d2(22 +y2) + d1) = z2(d1 + z1(z1 + 1) (y2 + 1) (EBACS5T)
(z1 +y1)(d2 (@2 + y2) + di1) = y2(d1 + z1(z1 + 1)(y2 + 1) (EBACS58)
y2 =0 (EBAC59) z1(z1 + 1) (z2 +y2) = y1(y1 + 1)(z2 + y2) + d1 (EBACG60)
z1(z1 + 1) (22 + y2) = x2(d1 + z1(z1 + 1) (22 + y2)) (EBACG61)
z1(x1 + 1) (22 +y2) = z2(d1 + z1(z1 + 1) (22 + y2)) + (1 + y1)(d2(z2 + y2) + d1) (EBAC62)
z1(z1 + 1) (22 + y2) = y2(d1 + y1(y1 + 1)(z2 + y2)) (EBACS63)
z1(x1 + 1) (2 + y2) = y2(d1 + y1(y1 + 1) (x2 + y2)) + (z1 + y1)(d2 (22 + y2) + d1) (EBAC64)
di 4+ z1(z1 + 1) (22 + y2) = 22(d1 + z1(z1 + 1) (y2 + 1)) (EBACS65)
di 4 z1(z1 + 1) (22 + y2) = z2(d1 + z1(z1 + 1) (y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1) (EBAC66)
di +z1(z1 + 1) (22 + y2) = y2(di + y1(y1 + 1)(z2 + 1)) (EBAC6T)
di +z1(x1 + 1) (22 +y2) = y2(di +va(y1 + 1)(z2 + 1)) + (x1 + y1)(d2(x2 + y2) + d1) (EBACG68)
di +z1(z1 + 1) (22 + y2) = y2(d1 + y1(y1 + 1)(z2 + 1)) (EBACG6T)
di +z1(z1 4+ 1) (22 +32) = y2(di + y1(y1 + D(z2 + 1)) + (21 + y1)(d2(z2 + y2) + d1) (EBACS68)
y1(y1 + 1) (y2 + x2) + d1 = z2(d1 + z1(z1 + 1)(y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1) (EBACT70)
yi(y1 +1)(y2 + 22) +di = y2(di + y1(y1 + 1)(z2 + 1)) (EBACT1)
yi(yr + 1) (y2 + z2) +di = y2(di + y1(y1 + D (z2 + 1)) + (z1 + y1)(d2(z2 + y2) + d1) (EBACT2)
z2(di + @1(z1 + 1) (y2 + 1)) = y2(d1 + y1(y1 + 1)(z2 + 1)) (EBACT3)
z2(di +z1(z1 + 1) (y2 + 1)) = y2(d1 + y1(y1 + D)(z2 + 1)) + (21 + y1)(d2(z2 + y2) + d1) (EBACT74)
y1(di + z1(z1 + 1) (22 +y2)) = 22(d1 + z1(z1 + 1)(y2 + 1)) + (z1 + y1)(d2(22 + y2) + d1) (EBACT5)
[2(d1 + z1(21 + D)(y2 + 1)) + (21 + y1)(da(22 + y2) + d1)]ld1 + y1(y1 + 1) (22 + y2)] (EBACTS)
= [d1 + z1(z1 + 1) (22 + y2)][y2(d1 + y1(y1 + 1)(z2 + 1)) + (21 + y1)(d2(22 + y2) + d1)]

zo(di +z1(z1 +1)(y2 + 1)) + (z1 + v1)(d2(z2 +y2) + d1) = z1(dy + z1(x1 + 1) (2 + y2) (EBACTT)
[z2(di + z1(z1 + 1) (y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1)][d1 + y1(y1 + 1)(z2 + y2)]

= [d1 + z1(z1 + 1) (22 + y2)][y2(d1 + y1(y1 + 1)(z2 + 1)) (EBACTS)
+(z1 +y1)(d2(z2 + y2) + d1)] + z1(d1 + z1(z1 + 1) (22 + y2)

z2(di +z1(z1 +1)(y2 + 1)) + (z1 + y1)(d2(z2 +y2) + d1) = (dy + z1(z1 + 1) (z2 + y2) (EBACT9)
yi(di +y1(y1 + 1)(z2 + y2) = y2(di + y1(y1 + 1)(z2 + 1)) + (21 + y1)(d2 (w2 + y2) +d1) (EBACS0)
[di + z1(z1 + 1) (22 + y2]ldi + y1(y1 + 1) (z2 + y2)]y1

=[d1 +z1(z1 + 1) (22 + y2)][y2(d1 + y1(y1 + 1)(z2 + 1)) (EBACS1)
+(z1 +y1)(d2(z2 + y2) + d1)] + z1(d1 + z1(z1 + 1) (22 + y2)

yi[r2(di + z1(x1 + 1)(y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1)] (EBACS?)
= [y2(d1 + y1(y1 + ) (z2 + 1)) + (21 + y1)(d2(z2 + y2) + d1)]

yi[r2(di +z1(z1 + 1)(y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1)] = 21 (EBACS3)
yi[ra(di +z1(z1 + 1) (y2 + 1)) + (21 4+ y1)(d2 (w2 + y2) + d1)] =

[di + z1(z1 4+ 1) (z2 + y2)][y2(d1 + y1(y1 + 1)(z2 + 1))+ (EBACS4)
(z1 +y1)(d2(z2 + y2) + d1)] + z1(d1 + z1(z1 + 1) (22 + y2)

y1(y1 + 1) (y2 + x2) = z2(d1 + z1(z1 + 1)(y2 + 1)) (EBACS85)
y1(y1 + D (y2 + 22) = z2(d1 + w1 (z1 + ) (y2 + 1)) + (21 + y1)(d2(z2 + y2) + d1) (EBACS6)
y1(yr + 1) (y2 + x2) = y2(di + y1(y1 + 1)(z2 + 1)) (EBACST)

y1(y1 + 1) (y2 + z2) = y2(d1 + y1(y1 + 1)(z2 + 1)) + (z1 + y1)(d2(z2 + y2) + d1)

(EBACSS)
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Proof. Let E be an elliptic curve defined over the binary  (EBAC23) 7% = Ti»

field K, where m is a positive integer, by the equation (EBAC24) T7 =15y
s 5 5 (EBAC25) Ty =T, Tiz =T
dy (J? + y) + dQ(x +y ) =xy + xy(x + y) + Ty (EBAC26) Ty = Ty, T2 = Tho

. _ (EBAC27) Ty =1,Tz = Tsy
Consider points P; = (x1,y1) and P, = (z2,y2) on E. In (EBAC28) Ty =Ty, Ths = T

projective coordinates, we write (EBAC29) Tio =1, H = Thy
X, Y; X, Yy (EBAC30) 1 =Tig
T = 71, Y1 = 717 Ty = 72, Y2 = Z, (EBAC31) T =T
(EBAC32) T: = Tho
so that (EBAC33) Tr =1
P1 = (Xl . 1/1 . Zl) = (lel : Z1y1 . Zl)’ (EBAC34) E=V
P, = (XQ 1Yy ZQ) = (ZQSUQ : Zgyz : ZQ) (EBAC35) T, =H
Our goal is to verify equalities between terms sharing the ~ (EBAC36) T = T3
same degrees in Z; and Zs, and identify terms that vanish. (EBAC37) To =1Tn

Define S, ; as the set of terms involving Z; to the power ¢  (EBAC38) Tp =Ty
and Zy to the power j. From the point addition algorithm on ~ (EBAC39) T, = Ty,

the binary Edwards curve, we have the following sets: (EBAC40) E=H
(EBAC41) 1p =Ty
Sio = {Wh, To, 1} (EBAC42) T, =Ti
So,1 = {Wa, T3, T4, T5, T10, T1s } Egﬁﬁgﬁ; % _ ‘[?
Sa0=1{A,B}, So2={D}, Si1={C}, (EBAC45) Iy =FE
(EBAC46) 1y =FE
So1 = {Ts,T7,Th1, Tig, Too, 1} (EBAC47) E—=U
— (EBAC48) Ti3=FE
Soo ={T, E,H,T3, Ty, U, V, T13,T14,T21, T2} (EBAC49) Ty — B
Sz2 = {T15,Tos}, Saa={S} (EBAC50) Ty =E
(EBAC51) 15 =FE
Ss.4 = {The, T17, X3, To4, To5, Y3, Z3} (EBAC52) Ty4 = H
Note that equalities can only occur between terms within the (EBACS3) Ty =H
same set .S; ;. To identify these equalities, we compare pairs (EBACS4) H =V
of terms within each subset, yielding the following conditions: (EBACSS) Ty =H
(EBAC56) H=U
(EBACl) W) =Ty, Too=1,E=V (EBAC57) Tis=H
(EBAC2) Wy =T1,Tio=1,E=U (EBACS58) 15 =H
(EBAC3) Ti =1Tp, Thz =Tia, To1 =T (EBACS9) T =H
(EBAC4) Wo=T5,Ty=T5Tyo=Ts, E=U=V, (EBAC60) T3 =V,Ty=U
Ty =Ty (EBAC61) T3 =Ti3
(EBACS5) Wy =15 (EBAC62) Ty =T
(EBAC6) Wy =T, (EBAC63) Ty =15
(EBAC7) Wy =15 (EBAC64) Tg =Ty
(EBAC8) Wy =1Thg,To0 =1 (EBAC65) Ty =U
(EBAC9) Wy =T1g, T2 =1 (EBAC66) Ty =U
(EBAC10) T, =Tio (EBAC68) T =U
(EBACL1) T35 =1Tig (EBAC69) Ti3=V
(EBAC12) T, =1Ts (EBAC70) T =V
(EBAC13) T, =Tio (EBAC7l) T5 =V
(EBAC14) T, =1Tig (EBAC72) Tr =V
(EBAC15) 15 =1Tio (EBAC73) Tig =To1, Tha =T
(EBAC16) T5 =T (EBAC74) Tz ="Tse, Tha=1Tn
(EBAC17) A=B,U=V,T3=1T, (EBAC75) Ti¢ =117
(EBACI18) 15 =1r (EBAC76) Tig = Toa
(EBAC19) Tp =111 (EBACT77) Tig = Tss
(EBAC20) Tp =T (EBACT78) Tig=Y3
(EBAC2l) Tg=1 (EBAC79) Ti6 = Z3

(EBAC22) T: =T, (EBAC80) Ti7 =154
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(EBACS1) Tirs =Y,
(EBACS2) X3 = Tu
(EBACS3) X; = Ths
(EBAC84) X;=1Y;
(EBACS5) Ty = This
(EBACS6) Ty = T4
(EBACS7) Ty = Tu
(EBACS8) Tb = Tho

3.2.3. Special Point for Addition on Hessian Curve
We recall that an elliptic curve over binary fields is defined
as follows:
E:2®+ 43 +1=3day

Let P, = (x1,y1), Let P, = (x2,y2) be points on the
elliptic curve E : 234y3+1 = 3dzxy, in projective coordinates
P1 = (le'l : Z1y1 : Zl) P2 (ZQI’Q : Zgyg : ZQ) for some
Z1,7Z5 € K. Let P3 = (X3 Ys: Zg,) P+ Ps.

Theorem 3.6 summarizes all conditions that a point will
verify to be same-values point for doubling on elliptic curve
over Hessian binary fields. We denote the conditions that a
point must satisfy to ensure at least two identical intermediate
values for addition on binary Hessian curves by HBAC.

Theorem 3.6. Let E : 22 + y> + 1 = 3dzy be an elliptic
curve over a binary field K. The points P, = (x1,y1),
P, = (x2,y2) € E are same-values points relative to the
algorithm add” (Py; Py) over Hessian binary curve if and only
if one of the following conditions given below is satisfied:

, where d € K.

z1 =0 (HBAC1) T1 = Y2 (HBAC?2)

T = Y1 (HBAC3S) ya =0 (HBAC4)

1 =1 (HBACS) 1 = T2 (HBACES)

T1Y2 = T2 (HBACT) T1Y2 = Tay1 (HBACS)

T1Y2 = Y1 (HBACY) To = Y2 (HBAC10)
Yo = Tay1 (HBAC11) zo =0 (HBAC12)
y=1 (HBAC13) T2 =y (HBAC14)
=0 (HBAC15) 2z =1 (HBAC16)
z1 = oy (HBAC1T) z1 = k2] (HBAC18)
T1Y1 = Taya (HBAC19) = y;‘,’ (HBAC20)
T1Yy1 — m%yg + zgyl =0 (HBAC21) T1Yy1 — yfzg + y;xl =0 (HBAC22)
yP =2 (HBAC23) zay? = w172 (HBAC24)
122912 = 22y2 (HBAC?25) 2oy} — x3ys + ady; =0 (HBAC?26)
T2y} — Tays + x1y1 =0 (HBAC2T7) yo =1 (HBAC28)
T2y = T1Y3 (HBAC?29) T2y = 22y2 (HBACS30)
Toys — T1Y1 — a:fyg =0 (HBAC31) azgyl — yfa:g + ygxl =0 (HBAC32)
wgyl — 22y2 +x1y1 =0 (HBAC33) a:zyf — a:lyg — x2y2 +x1y1 =0 (HBAC34)
zy = a3 (HBAC35) Toys — xFy2 + 23y1 =0 (HBAC36)
Tays — 22y? + 21y =0 (HBACS3T) Y2 = 1 (HBACS3R8)
zlyg — xfyg + zgyl =0 (HBAC39) rlyg — 22y +x1y1 =0 (HBAC40)
z3ys — z2ys + 195 =0 (HBAC41) 3y — x2Y1 — T2y: +T1y2 =0 (HBAC42)
ziys — T3yY1 — T2y2 + T1y1 = 0 (HBAC43) Y1 = y2 (HBAC44)

Proof. Let E be an elliptic curve defined by the equation
E : 2% + y3 + 1 = 3dwy over a binary field K. Given points
P, = (z1,11), P» = (22,y2) € E, in projective coordinates
x1 = Xa/Z1, )0 = Y1/Z1, vy = Xa/Zs, yo = Yo/Zs, in
projective coordinates P, = (X3 : Y7 : Z1) = (Z121 : Zvys
Zl), PQ = (X2 : Y2 : ZQ) = (ZQZL’Q . Z2y2 : ZQ) we have to
check equalities between terms with the same degree of Z; and
Z, and zero values between all terms. Let S; ; denote the set
of values which involve a term Z; with a degree 7 and Zy with
a degree 5. When we look at the algorithm for point adding in
binary curve, we have:

1. S11 = {X1Z, = AL, XYoo = AYoZ =
A3, XQZl = A4,X2Y1 = A5, Y1Z2 = AG}

2. Soo = {X1V1Z3 = A7, XoY2 71 = As, X3V1 7, =
Ag, XoYoZ? = Ay, X1Y3Zy = A, XiYaZy, =
A1, X2Y, — X3Y1 = A3, XoY? — X4Y7 =
A1y, XoYo — X1Y1 = Ass}

Identical values can only be identified within the same set.
To locate them, we compare the terms within each subset
pairwise:

1. For the set S 1:

Ay = Ay = (HBAC1) and (HBAC?28).
A1 = Az = (HBAC2)
A; = Ay = (HBACO6)
A; = As = (HBAC 17)
A; = A¢ = (HBAC3)
As = A3 = (HBAC4) and (HBACS)
A = Ay = (HBAC7)
(A3 = A5 = (HBACS)
Ay = Ag = ( HBACY).
= As = (HBAC 11).
As = Ag = (HBAC 44).
Ay = As = (HBAC 12) and (HBAC13).
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Ay = Ag = (HBAC 14).
As = Ag = (HBACI5) and (HBAC16).
2. For the set S3 2:

Az = As = (HBACIS) and (H BAC17).
A7 = Ag = (HBACI5) and (HBACIS).
A7 = A10 = (HBAC 19)

A7 = A1 = (HBAC 1) and (HBAC20).
A7 = A15 = (HBACI) and (HBACY).
A; = A3 = (HBAC 21)

A7 = A5 = (HBAC4) and (HBAC12).

As = Ay = (HBACI2) , (HBAC14) and
(HBAC15).
Ag = Al() = (HBACS), (HBACl2) and
(HBAC23).

Ag = A3 = ( HBAC26).

As = Ay, = (HBACI) and (HBACA4).
Ag = A15 = (HBAC27)

Ag = A = ( HBAC30)

Ag = A3 = (HBACI) and (HBACA4).
Ag = A14 = (HBAC32)

A10 = All = ( HBAC4) and (HBAC?)
Ajg = A2 = (HBAC4) and (HBAC35).
AlO = Alg = ( HBAC36).

Al() = A14 = ( HBAC37).

AIO = A15 = (HBACI) and (HBA015)
Ay = Ays = (HBACI), (HBAC4) and (HBAC3S).
A11 = A13 = ( HBAC39).

An = Ay = (HBACI2) and (HBAC15).
A = A15 = ( HBAC40).

Ajp = Ayy = (HBACI2) and (HBAC15).
A12 = A14 = (HBAC41)

Ag = A15 = ( HBAC31).

A13 =A== ( HBAC42).

A13 = A15 = ( HBAC43).

A14 = A15 = (HBAC34)

The different theorems of this work summarize the
conditions that points must verify to admit at least two
identical intermediate values during the addition or doubling
of points on the considered curve model. However, very few of
these conditions are useful for the SVA attack, it is a question
of currently searching for these conditions which will allow to
obtain the collision

3.3. Collision Power Analysis

3.3.1. Collision over Weierstrass Curve
This case is the result of our article in Africacript 2024 [19].
In the case of binary Weierstrass curves, we have listed in

Theorems 3.1 and 3.4 the conditions for obtaining points with
the same values. Only a few of these conditions guarantee
collision. We recall that collision occurs when the same
operation on scalars is repeated several times with the same
inputs. The scalar operations thus considered will be doubling
and raising to the square. Taking into account all these
principles we summarize the collision conditions in the case
of binary Weierstrass curves

1. (WBDC2): x1 = 1. This ensures that the squaring
operations on lines 3 and 6 of dbl” over Weierstrass
curve produce the same power consumption.

2. (WBDC)S): x‘ll = B. This results in identical power
traces for the squaring operations on lines 5 and 8 of
dbI” over Weierstrass curve.

3. (WBDC7): y3 = B. The squaring computations on lines
5 and 10 of dbl” over Weierstrass curve yield the same
power consumption.

4. (WBDC17): x? = y;. This condition aligns the squaring
operations on lines 8 and 10 of dbl” over Weierstrass
curve in terms of power usage.

5. (WA25): x1 + x5 = y1 + y2. This equality implies equal
power consumption during the squaring operations on
lines 12 and 18 of add” over Weierstrass curve.

6. (WA33): 1 + xo = 1. The squaring operations on lines
13 and 14 of add” over Weierstrass curve will consume
equal amounts of power.

3.3.2. Collision over Edwards Curve

Collision Power Analysis: Among all conditions of
Theorem 3.2 and Theorem 3.5, the conditions below give the
collision are:

1. (EBDCI): x = y, this condition implies that the power
consumption during the computation of the square at the
lines 1 and 3 of dbl” over Edwards curve are the same.

2. (EBDC2) x = 1, this condition implies that the power
consumption during the computation of the square at the
lines 1 and 5 of dbI” over Edwards curve are the same.

3. (EBDCI7)y = 1, this condition implies that the power
consumption during the computation of the square at the
lines 3 and 5 of dbl” over Edwards curve are the same.

3.3.3. Collision over Hessian Curve
Collision Power Analysis: Among all conditions of
Theorem 3.6 and Theorem 3.3, the collision are guaranteed:

1. (HBDC1I): x = 1, this condition implies that the power
consumption during the computation of the square at the
lines 6 and 10 of dbl” over binary Hessian are the same.

2. (HBDC2) xz = vy, this condition implies that the power
consumption during the computation of the square at the
lines 8 and 10 of dbl” over binary Hessian are the same.

3. (HBDC3): y = 1, this condition implies that the power
consumption during the computation of the square at the
lines 6 and 8 of dbl” over binary Hessian are the same.

Let us now look at the effectiveness of this attack on the
curves recommended by NIST and SECG.
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4. Same Values Analysis on Standard
Curve on Binary Fields

This section is the result of our article in Africacript 2024
[19].

Like in [8] where the authors investigated zero-value
points on recommended curves defined over fields of odd
characteristic, in [9] where the authors investigated zero-
value points on recommended curves defined over binary
fields , in [10]The authors investigated same-value points on
recommended curves defined over fields of odd characteristic,
we will look at the intermediate value points on the
recommended curves in the cases of doubling exclusively. On
binary fields, the curves recommended by NIST and SECG are
defined only in the case of Weierstrass binary curves

1. the roots of the polynomial P(z) = x — 1 are
the x-coordinates of the points satisfying the collision
condition (WBDC2).

2. the roots of the polynomial zi = B are the
x-coordinates of the points satisfying the collision
condition (WBDCS).

3. the roots of the polynomial L(z) = a3 + Axz? —

B2" 'z are the x-coordinates of the points satisfying
the collision condition (WBDC7)

4. the roots of the polynomial M (x) = z* — Az? — B. are
the x-coordinates of the points satisfying the collision
condition (WBDC17)

We needed SageMath to find these special points on the
recommended curves. The principle of our code is to search
for the solutions of these polynomials and then find the
intersections with the different curves.

For example the SECG recommended curve sect131rl give as E : y?> + xy = 23 + Ax? + B over a binary field K = Fom

where :
A = 0x07a11609a766562144418 f f3 f f8c25700b8,
B = 020217c05610884b6309¢6¢7291678 f9d341

m = 131, the curve order is n = 020400000000000000023123953a9464b54d,

the generator of the curve is the point G such

that Xg =

020081baf91 fdf9833c40£9c181343638399,

Ye = 02078c6e7ea38c001 f73c¢8134b1b4de f9e150. All these values are in hexadecimal.

1. Points of the curve solution of P = 22 — 1

(@ P, =(1:C3114B3003A73C05CC3086D600A6C2ECS : 1)
(b) order of P; =2722258935367507707768681071257993909980

2. Points of the curve solution of Q@ = z* — B:
(a) P, =(X,Y,Z) with

X =6086CC000000000000000000000000000000000FFFEOC0001CO01F
Y =30079880000000000000000000000000000007F800C0003C104D
Z =00000000000000000000000000000001

(b) order of P, =4
3. Points of the curve solution of M = 2* — A x 22 — B:
No solution for the polynomial M

4. Points of the curve solutionof N = z* — 2% 23 — Ax 22 — B:

No solution for the polynomial N

We summarize in Table 7 and Table 8 our study of the SVA
attack on recommended curves. In these different tables, we
have mentioned all the collision conditions and have used the
following notations. @’ to signify that the curve has a same-
values point of large order, ’®’ to signify that the curve has a
same-values point of small order, ’®’ to signify that the curve

do not have a same-values point which satisfy the condition
aboved @, ©® are use if some point have large order and the
others have small. We also mentioned the execution time
for each curve with our computer Intel core 17-6600UCPU @
2.60GHZ with 19GiB of RAM.

Table 7. SECG curves over Fom and SVA points from dbl - Fom ,where m is a positive integer.

Name of Curve x=1 x*=B y2=B x2 =y Curve Order Execution Time

sect113rl @ ® ., © (<) 2xmn 0.1656479835510254
sect113r2 &) ® .0 ® 2Xn 0.11415243148803711
sect131rl @ © S, 0 ® 2xXn 0.27272844314575195
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Name of Curve x=1 x*=8B y:=8B x2 =y Curve Order Execution Time
sect131r2 ® O] © ® 2xmn 0.09245753288269043
sect163k1 ® ® O] ® 4xn 0.06290864944458008
sect163rl ® ® ® 3} 2XxXmn 0.20116949081420898
sect163r2 ® ® N0 ® 2XxXmn 0.1479189395904541
sect193rl 52} © ®, 0 ® 2xXmn 0.4444913864135742
sect193r2 52} ® S, 0 ® 2xmn 0.380489577838135
sect233k1 © © © © 4xn 0.23964238166809082
sect233rl 52} ® © D 2xmn 1.6709847450256348
sect239k1 © © © © 4xn 0.22464609146118164
sect283k1 ® O] ® ® 4xXn 0.1726086139678955
sect283rl ® O] ©} © 2XxXmn 1.0795626640319824
sect409r1 ® & © ® 2XxXmn 0.3824753761291508
sect409k1 © © © © 4xn 0.20759129524230957
sectb71k1 © © © © 4xn 0.8523068428039551
sect571rl ® ® ® ® 2Xn 1.0717732906341553
Table 8. NIST curves over Fom and SVA points from dbl - Fom ,where m is a positive integer.
Name of Curve x=1 x*=B v: =B x2 =y Curve Order Execution Time
K — 163 ® & © ® 2xmn 055924415588378906
B — 163 ® ® S, 0 ® 2xmn 0.20136809349060059
B — 233 D ® © D 2xn 1.7690699100494385
K — 233 © © © © 4xmn 0.16431379318237305
B — 283 @ ® ® D 2xXmn 1.126676321029663
K — 283 ® O] ® ® 4xn 0.2727367877960205
B — 409 ® ® © ® 2XxXmn 0.3601799011230469
K — 409 © © © © 4xn 0.31488513946533203
B - 571 ® ® © ® 2xmn 0.2166743278503418
K —571 © © © © 2xmn 0.6794748306274414

Our analysis shows that all recommended curves are
vulnerable to SVA attack, unlike some like textbfsect163kl1,
sect233rl, sect409r1, K-163, B-233, B-409 which are resistant
to ZVP attack. This shows how dangerous the attack is and
raises questions about the effective security of the curves
recommended by NIST and SECG

5. Conclusion

In this work, we analyzed the Same Values Analysis (SVA)
side-channel attack on elliptic curves defined over binary
fields, focusing on the Weierstrass, Edwards, and Hessian
models. By systematically identifying conditions that lead
to identical intermediate values during point addition and
doubling, we demonstrated that collisions can be exploited
to weaken scalar multiplication, the core operation of elliptic
curve cryptography.

Our findings reveal that not only classical curves but also

binary models recommended by NIST and SECG remain
vulnerable to SVA attacks. This highlights an urgent need to
reassess the trust placed in existing elliptic curve standards.

From a broader perspective, these results have important
implications for cryptographic standardization. First, the
criteria for curve selection in standards should explicitly
include resistance to SVA and related algebraic side-channel
attacks, beyond the traditional focus on discrete logarithm
hardness.  Second, secure parameter selection, such as
avoiding curves or coordinate systems prone to repeated
intermediate values should be a mandatory step in curve
design. Finally, as the cryptographic community transitions
toward post-quantum security, ensuring robustness of elliptic
curves against advanced side-channel attacks remains a
necessary requirement for hybrid schemes and legacy systems.

Future work should therefore combine algebraic analysis,
implementation-level countermeasures, and post-quantum
considerations to guide the next generation of secure elliptic
curve standards.
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