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Abstract

Energy theft poses a significant challenge to modern power systems, leading to economic losses, reduced efficiency, and
compromised reliability in smart grids. Detecting such anomalies requires robust, scalable analytical frameworks that can
accurately distinguish normal consumption, marginally increased usage, and patterns indicative of electricity theft across diverse
operating conditions. This study investigates the application of machine learning techniques for energy theft detection using a
dataset of recorded consumption values. Two numerical features, energy used by theft in per unit and normal energy, were
employed as predictors. At the same time, the target variable comprises three categorical conditions: Theft detected, Normal, and
Energy slightly higher. Four classifiers were implemented and compared: Decision Tree, Support Vector Machine (SVM) with
Error-Correcting Output Codes (ECOC), Random Forest, and k-Nearest Neighbors (kNN). The models were trained and
evaluated using MATLAB with an 80/20 hold-out validation approach. Performance was assessed using accuracy metrics and
confusion matrices. Results demonstrated that SVM achieved the highest accuracy (86.67%), followed closely by Random Forest
(83.33%) and kNN (82.33%), while Decision Tree yielded the lowest accuracy (73.33%). Confusion matrix analysis showed that
all classifiers detected theft-based cases with high accuracy, whereas most classification errors arose from overlap and ambiguity
between normal consumption and elevated energy usage conditions. The study adds to the expanding literature on data-driven
energy management by providing practical evidence of how machine-learning techniques can strengthen grid security, minimize
financial losses, and enhance overall operational efficiency.
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1. Introduction

Malfunctions in metering equipment or electricity leakage
can lead to significant revenue losses for power utilities,
thereby undermining their financial interests. To address this,
power supply centers typically deploy inspectors or metrology per-
sonnel to conduct routine inspections of metering devices to detect
leakage or electricity theft, while also collecting consumption data

and abnormal alarm signals for further analysis [1]. However, the
presence of false alarms and redundant information at the ter-
minal level makes it difficult to rapidly identify faulty meters
and suspicious users, despite the large volume of abnormal
electricity consumption data generated through these
measures [2].
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Electricity theft has long been a widespread and persistent
problem. In Nigeria, numerous households engage in various
forms of electricity theft and meter tampering, while in India,
more than one-fifth of total electricity generation is lost due to
such activities [3]. In Ghana, illegal practices, including elec-
tricity theft, result in losses of nearly 30% of the power sup-
plied by utility companies [4]. Non-technical losses (NTLs)
constitute approximately 10—40% of total system losses, with
the majority attributed to fraud and energy theft. India loses
about 25% of its electricity generation, whereas China loses
roughly 16%, leading to a combined annual economic loss es-
timated at $96 billion [5].

Developed countries are also not immune to this issue. For
instance, British Columbia Hydro reports annual losses of
around $100 million in Canada. In the United States, electric-
ity utilities lose approximately $6 billion each year, with
nearly 80% of these losses linked to electricity theft, metering
faults, and related issues.

Electricity theft techniques often involve interrupting the
current loop or inserting series resistance to lower the voltage,
thereby altering meter operation and causing meters to run
slowly, stop, or even record reverse energy flow. Beyond fi-
nancial implications, electricity theft also complicates load es-
timation for utilities, potentially leading to generation unit
overloading and, in severe cases, widespread blackouts [2].

To mitigate losses caused by energy theft in smart grids, a
wide range of Energy Theft Detection (ETD) methodologies
has been investigated. The ETD approaches are generally cat-
egorized into hardware-based and data-driven methods [6].

Hardware-based ETD techniques were primarily developed to
identify theft resulting from physical tampering with mechan-
ical meters in conventional power systems. In contrast, data-
driven ETD methods aim to detect suspected energy theft by
analyzing electricity consumption profiles and power flow
patterns.

2. Literature Review

With the evolution of smart grids, research attention has in-
creasingly shifted toward data-driven ETD, as modern energy
theft is more commonly associated with data manipulation ra-
ther than direct physical interference with metering devices
[7]. Most existing studies have employed machine learning
and deep learning techniques to ensure the effective perfor-
mance of data-driven ETD systems. While deep learning—
based ETD models can achieve high accuracy when trained
on balanced datasets, their effectiveness often deteriorates in
the presence of imbalanced data distributions [8]. Under such
conditions, ETD models may become biased, perform well
only in limited scenarios, and face significant challenges in
terms of generalization and scalability.

Figure 1 illustrates the key technical components involved
in designing a data-driven ETD framework. These typically
include data acquisition, data preprocessing, malicious behav-
iour modelling, and the development of intelligent algorithms
capable of identifying theft activities.

p
@ Design of ETD
- Supervised leaming
- Semi-supervised leaming

[ Al Algorithm ]

[ Alleviation for Data Quality Issues [ Data Processing |

- Mitigation for mbalanced dataset
- Correction for inaccurate readings

- Generative Al
Server E
(Distribution system) Generate
Balanced Dataset

Feature
Extractor

Datasets for ETD

Adjusted
tncity usage fee

USER 1 USER 2

Adversary Mode

- Energy theft in power generation

meters
- Energy theft in power utility - Generated synthetic dataset
- Energy theft in energy consumer cooms
[+++ ] Network
L ) (Storage)

- Measured data from smart

Figure 1. Overall design process of data-driven ETD.
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Figure 2 presents a comprehensive classification of pro-
posed data-driven ETD approaches, aimed at addressing ex-
isting challenges and improving methodological effectiveness
[9]. The framework captures multiple dimensions of energy
theft detection, including different theft mechanisms such as
meter tampering, meter faults, cyber-attacks, feeder tapping,
and billing anomalies. It also highlights key dataset-related

challenges, including high dimensionality, class imbalance,
erroneous measurements, and incomplete or missing labels.
To tackle these issues, data-driven ETD techniques are
broadly grouped into supervised learning, semi-supervised
learning, and generative Al-based approaches. This is de-
scribed as shown in Figure 2.

reading Absence of labels

Meter il Characteristic
tampering — variables of
energy theft
Dataset Issues
Meter
e "9 | Data complement
with generative Al
Types of Data~driven
“ ~ 7l energy theft approaches for ETD
— Multimodal data
Feeder tapping —|
Methodologies
Billing il
iegularities | Large language
Supervised Semi-supervised .
leaming learning Generative Al
- /\ -
RNN Sz GAN
nsity-base
Autoencoder MIC TSVM spetial clustering
LSTM Diffusion

Figure 2. Overview and categorization of data-driven approaches for ETD.

2.1. Related Works of Literature

Over the past few decades, data mining techniques have
been widely applied in electricity distribution systems for
tasks such as tariff design [10], pricing strategy formulation
[11], false data injection (FDI) attack detection, and customer
classification [12]. Nevertheless, comparatively limited atten-
tion has been devoted to the detection of electricity leakage
and theft. Several representative studies are summarized, [13]
proposed a hybrid detection framework that combines Deci-
sion Tree (DT) and Support Vector Machine (SVM) classifiers
to identify potential electricity theft users, achieving a detec-
tion accuracy of 92.50%. In another study, multiple machine
learning algorithms, including Logistic Regression (LR), K-
Nearest Neighbor (K-NN), Support Vector Machines (SVM),
and Artificial Neural Networks (ANN), were evaluated for
electricity theft prediction within a comparative modeling
framework [14]. Their findings indicated that, in certain sce-
narios, relatively simple classifiers can still deliver competi-
tive performance. The work by [15] investigated several deep
learning architectures for NTL and ETD, including Gated Re-
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current Units (GRU), Long Short-Term Memory (LSTM) net-
works, Multilayer Perceptron (MLP), and Convolutional Neu-
ral Networks (CNN). However, the lack of efficient hyperpa-
rameter optimization in these models limits their generaliza-
tion capability when addressing large-scale and diverse elec-
tricity theft scenarios. Similarly, [16] developed a Wide &
Deep CNN-based model composed of a Wide component and
a Deep CNN component, attaining a maximum MAP@100
value of 94.04%, which reflects strong detection performance.

The challenges associated with energy theft detection (ETD)
and non-technical losses (NTLs) are escalating rapidly on a
global scale, prompting researchers to explore mitigation
strategies based on statistical methods, machine learning, and
deep learning techniques [17, 18]. Various machine learning
algorithms, including Random Forest (RF), Decision Trees
(DT), Bagging Ensemble (BE), Artificial Neural Networks
(ANN), and K-Nearest Neighbors (KNN), have been compar-
atively assessed for automated ETD in smart grid environ-
ments. Among these, RF demonstrated approximately 10%
higher detection accuracy than the other evaluated methods
[19]. The increasing prevalence of NTLs and electricity theft
thus remains a critical challenge for distribution network op-
erators. In [20], a neural network—based approach employing
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Neural Architecture Search (NAS) was proposed for electric-
ity theft analysis and detection under missing data conditions.
By integrating density-based spatial clustering of applications
with noise clustering techniques, the model achieved a strong
performance, reporting an area under the curve of 0.926 for
NTL and ETD tasks.

2.2. Contribution of the Work

Despite the promising results reported in the literature, the
effectiveness of these methods remains limited when suitable
and informative features are not properly extracted from meter
readings. Consequently, further research is required to de-
velop more robust, scalable, and feature-efficient electricity
theft detection techniques. The contribution of this work is as
follows:

(a) A systematic comparison of four widely used machine
learning algorithms, DT, SVM with Error-Correcting Output
Codes, RF, and kNN, was conducted. The study highlights
their relative strengths and weaknesses in detecting theft-
based, normal, and borderline consumption patterns.

(b) Unlike many prior studies that focus on binary classifi-
cation (theft vs. non-theft), this work addresses a multi-class
problem by distinguishing between Normal, Energy slightly
higher, and Theft-based categories. This provides a more nu-
anced and realistic representation of consumption anomalies.

(c) Beyond reporting overall accuracy, the study incorpo-
rates confusion matrix evaluation to reveal misclassification
trends. This dual-level analysis strengthens the reliability of
conclusions and provides deeper insight into classifier behav-
iour, especially in borderline cases.

3. Materials and Methods

This study adopts a supervised machine learning—based com-
parative methodology to detect energy theft in a smart grid en-
vironment. The proposed framework involves data acquisition,
feature selection, data partitioning, classifier training, perfor-
mance evaluation, and comparative analysis. Four widely used
classification algorithms, Decision Tree (DT), Support Vector
Machine (SVM), Random Forest (RF), and k-Nearest Neigh-
bors (kNN), are implemented and evaluated under identical
conditions to ensure fairness and consistency. The overall work-
flow is illustrated through systematic stages implemented in the
MATLAB environment.

To preserve the integrity of the dataset and ensure compati-
bility with the original column headers, the data are imported
using MATLAB’s readtable function with the Variable-
NamingRule set to preserve.

Two numerical features are extracted for analysis:

1) Energy used by theft (per unit)

2) Normal energy consumption (per unit)
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These features represent abnormal and legitimate energy us-
age patterns, respectively, and serve as the input variables for
model training. The target variable, referred to as Condition,
represents the operational state of the consumer (e.g., normal or
theft) and is converted into a categorical format to support
multi-class classification. No artificial normalization or scaling
is applied, as the features are already expressed in per-unit val-
ues, which inherently provide scale uniformity.

To evaluate the generalization capability of the classifiers, the
dataset is divided into training and testing subsets using a hold-
out validation strategy. Specifically:

80% of the data is used for training.

20% is reserved for testing.

The partitioning is performed using MATLAB’s cvpartition
function to ensure random and unbiased sample allocation. The
testing dataset is strictly excluded from the training phase to
avoid data leakage and optimistic bias in performance evalua-
tion. Four supervised machine learning classifiers are imple-
mented and trained using the same training dataset.

Number of Correction Predictions

Accuracy =
Y Total Number of Predictions Made (1)
. . True Positives
Precision = — — (2)
True Positives+False Positives
True Positives
Recall = — . (3)
True Positives+False Negatives
2 X Precision X Recall
F1 Score = 4)

Precison+Recall

4. Results and Discussion

This section presents and discusses the results obtained
from the comparative evaluation of four supervised machine
learning classifiers: Decision Tree (DT), Support Vector Ma-
chine (SVM), Random Forest (RF), and k-Nearest Neighbors
(kNN) for energy theft detection. The evaluation is conducted
using a hold-out testing dataset comprising 20% of the total
samples, which was not exposed to the models during training.
Performance assessment is based on classification accuracy
and confusion matrix analysis to ensure both quantitative and
qualitative evaluation of the models.

Figure 3 compares the classification accuracy of four ma-
chine learning models used for energy theft detection. The DT
model records the lowest accuracy of 73.33%, indicating lim-
ited robustness when used alone. The SVM achieves the high-
est accuracy (approximately 86%), highlighting its effective-
ness in capturing non-linear consumption patterns. kNN both
show competitive performance, each with 83.33% accuracy.
Overall, the results demonstrate that advanced models, partic-
ularly SVM and Random Forest, outperform simpler classifi-
ers, confirming their suitability for reliable energy theft detec-
tion in smart grid applications as depicted in Table 1.
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Figure 3. Comparative analysis of classifiers for Energy theft Detection.

Table 1. Energy theft classifier.

Classifier Accuracy (%)
Decision Tree 73.33
SVM 86.67
Random Forest 83.33
KNN 83.33
Decision Tree Confusion Matrix SVM (ECOC) Confusion Matrix
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Figure 4. Confusion matrix for the classifiers.
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Figure 4 presents the confusion matrices for four machine
learning classifiers: DT, SVM using ECOC, RF, and kNN, ap-
plied to the multi-class problem of energy theft detection.
Each matrix compares predicted labels with true labels across
three categories: Energy slightly higher, Normal, and Theft-
based. The results show that all classifiers consistently
achieved perfect classification of Theft-based cases, reflecting
the distinct separability of theft-related energy usage patterns.
However, misclassifications were observed between Normal
and Energy slightly higher conditions, which represent more
subtle consumption differences. The Decision Tree correctly
classified all theft cases but struggled with Normal instances,

misclassifying several as Energy slightly higher. The SVM
(ECOC) demonstrated the most balanced performance, with
improved accuracy across all three classes and fewer misclas-
sifications between Normal and Energy, slightly higher. The
Random Forest achieved strong results overall, particularly
for Normal cases, though some misclassifications occurred
with borderline consumption patterns. The kNN classifier per-
formed comparably to Random Forest but showed sensitivity
to overlapping feature distributions, occasionally misclassify-
ing Energy slightly higher as Theft-based.

The results of the study were compared with other existing
works as shown in Table 2.

Table 2. Comparison of results from existing literature.

Decision Tree SVM
References Accuracy (%)
[21] 75.83 77.80
[22] -—-- 81.00
[23] - 85.70
[24] -—-- 83.00
Present Study 73.33 86.67

The result of the study showed that the accuracy of the pre-
sent study had superior performance to the other works re-
viewed in the literature.

5. Conclusions

This study has demonstrated the effectiveness of machine
learning techniques in detecting energy theft within modern
power systems. By applying four classifiers, DT, SVM with Er-
ror-Correcting Output Codes, RF, and kNN to a dataset of con-
sumption patterns, comparative analysis revealed clear differ-
ences in predictive performance. The results showed that SVM
and Random Forest consistently outperformed the other models,
achieving accuracies of 86.67% and 83.33%, respectively, with
balanced classification across all categories. Both models ex-
hibited robustness in distinguishing subtle consumption anom-
alies, particularly between Normal and Energy slightly higher
conditions. In contrast, Decision Tree, while interpretable,
yielded the lowest accuracy (73.33%), and kNN, though com-
petitive (83.33%), was more sensitive to overlapping feature
distributions. Confusion matrix analysis further confirmed that
theft-based cases were consistently identified across all models,
highlighting the distinct separability of theft patterns in the fea-
ture space. These findings underscore the importance of select-
ing advanced, scalable algorithms for deployment in smart grid
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Random Forest KNN
- 82.83
80.00 79.00
83.33 83.33

environments. Ensemble and kernel-based methods provide the
necessary balance of accuracy, robustness, and generalization
required for real-world applications. The study contributes to
the growing body of research advocating for data-driven solu-
tions in energy management, offering practical insights into
how machine learning can enhance grid security, reduce eco-
nomic losses, and improve operational efficiency.

Future work should focus on extending this framework to
larger, more diverse datasets, incorporating feature engineering
for improved anomaly detection, and exploring hybrid ap-
proaches that combine interpretability with predictive strength.
Such advancements will further strengthen the scalability and
reliability of energy theft detection systems, supporting the tran-
sition toward smarter, more resilient power infrastructures.

Abbreviations
ANN  Artificial Neural Network
DT Decision Tree
ECOC  Error-correcting Output Codes
ETD Energy Theft Detection
kNN  k-nearest Neighbor
LR Logistic Regression
NAS Neural Architecture Search
NTL Non-technical Loss
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RNN
SVM

Recurrent Neural Network
Support Vector Machine
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