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Abstract 

The article proposes a methodological approach to the analysis of intelligence and financial information by applying the - 

attributive - forensic characterization of ML/FT crimes (AFCC). The purpose of using AFCC is to obtain the highest level of 

certainty (probability) of criminal events and various types of connections with them, which coherently reflect the characteristics 

of a given crime (ML/FT). This pursuit of "certainty" is understandably associated with assigning an act to a specific person and 

demonstrating its occurrence as penalized behavior. But also a transition from the state of probability of threat - used at the level 

of risk analysis and the use of mitigants to neutralize it, to the state of actual typing of elements of crime threat. The introduction 

of AFCC should affect the general organization and tactics of criminal investigations in the field of ML/FT using identification 

and analytical mechanisms (for risk assessment purposes) available to the countermeasure system itself based on IO (obligated 

institutions) - national FIU (Financial Intelligence Unit) relations. AFCC broadens the scope of the search for and interpretation 

of facts/events that can be linked in the IO to the characteristics of money laundering and money laundering crimes. AFCC aims 

to give information vectors to information generated already at the stage of its possession in the IO. These vectors may be 

multiple and determined also by factors internal and external to the IO, but they are characterized by the evidentiary direction of 

the future investigation.. The AFCC method, on the other hand, offers the potential to strengthen the evidentiary process of 

"suspicious activity" identified analytically and then procedurally by the ML/FT perpetrator. For these purposes, it is crucial to 

develop a suspiciousness attribute within the IO that will identify suspicious behavior, transactions, and relationships between 

the client and the institution. Actions undertaken using this factor can contribute to establishing both a monetary and criminal 

trail. 
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1. Thematic Introduction 

One of the challenges in properly defining operational risk 

status at an obligated institution (hereinafter referred to as an 

OI) is leaving the methods for its classification to the institu-

tions themselves. This is achieved without implementing rules 

of conduct, while applying very general guidelines specifying 

which risk assessment elements should be included in a given 

OI, depending on its individual characteristics. In such a case, 

it is necessary to introduce a specific information (data) han-

dling pattern within a given OI (or several similar ones) and to 

structure the analytical process. The OI decision-maker thus 
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becomes the independent designer of the environment in 

which they will implement ML/FT countermeasures and risk 

intelligence analysis. This period would include identifying 

anomalies for Anti-Money Laundering / Countering the Fi-

nancing of Terrorism (AML/CFT) and developing Suspicious 

Activity Reporting (SAR) information for submission to Fi-

nancial Intelligence Units (FIUs). This translates analytical 

information into financial information. Patterns, often built on 

algorithms, should focus, as in the AML/CFT system, on 

"transactions" and "customers." However, the goal here is not 

to meet the formal and substantive requirements for SARs, but 

to obtain a substantively valuable result from the analysis of 

ML/FT threat identification related to a transaction or cus-

tomer handled within the institution. One of the optimization 

problems is to find the smallest set of event features generated 

within and outside the OI, with the greatest return value for 

identification, online, or predictive classification of the event 

as suspicious. The area in which the decision-maker will 

operate in the OI will be called the "space" ǁ X ǁ, i.e., the 

"superior" set over other sets and actions undertaken within 

the OI regarding AML/CFT. Input data for the intelligence 

analysis process comes from both structured and unstructured 

information, administered and created by both the intelligence 

unit itself and other entities, including those with only mini-

mal ties to the AML/CFT system. This external data, as well 

as some IO data, will not be subordinated to the AML/CFT 

process (e.g., because it originates from non-system entities), 

which consequently generates the need to increase the quan-

tification of input data from non-system entities, albeit those 

whose potential can be leveraged for the AML/CFT system. 

Quantification must identify the element and the relationships 

between it and other elements of the information network 

(events). The goal is to achieve the appropriate level of data 

axiomatization. This applies to the decision-maker's activity, 

both at the stage of initiating intelligence analysis and its 

execution (threat identification). Importantly, it may be mis-

leading, in the same process, to talk about risk assessment 

(especially operational risk) on the one hand and, on the other 

hand, to search for a key in OI to the optimal set of infor-

mation identifying events that occurred in it and are classified 

as ML/FT (e.g. for training sets using machine learning). 

The proposed new AFCC method – the subject of this ar-

ticle – aims to combine both of these countermeasures and 

direct activities towards achieving the goal of neutralizing the 

threat of crime. In other words, analytical activities should be 

subordinated to the crime detection process by implementing 

a risk identification process and its causes, in conjunction with 

the disclosure of ML/FT crimes, and potentially obtaining 

information identifying the perpetrator of these crimes. 

Clearly, the emphasis in this method should be on the detec-

tion process as a precursor to the process of proving the per-

petrator, which is crucial – in the long run – to the ongoing 

criminal proceedings. Taking into account that the perpetrator 

of a punishable act can only be a human being (e.g. a cus-

tomer), we will treat the forensic assessment of the "transac-

tion" in this case as an indirect human action, the effect of 

criminal action with an asset that is properly recorded or 

physically present (e.g. when the customer himself operation 

using it of actual/online banking, or when the OI makes a 

suspicious transaction at his request). 

2. Purpose of the Article 

The purpose of this article is to present a new method for 

identifying, profiling, and processing data within in OI end in 

the Financial Intelligence Unit (FIU), with the intention of 

using it not only in risk analysis and reporting to the FIU, but 

also in identifying attributes indicating "suspicious" incidents 

involving IOs, as well as their early, specialized "forensic" 

interpretation for use in evidentiary proceedings in criminal 

proceedings (this is a combination of attributive and forensic 

criteria). Legal techniques were used in the preparation of this 

article and the development of the analytical information 

management method, including analysis of Polish and foreign 

legal provisions and active observation of the direct imple-

mentation of information management regulations and tech-

niques within the department constituting the national FIU. A 

qualitative analysis of existing solutions in the area of foren-

sics and AML/CFT was also conducted to understand and 

interpret the applicable legal provisions and their implications 

for law enforcement practices, including the use of detection 

tactics. Graph theory, vector computation, and a mathematical 

approach to spatial properties also provided support. The 

article primarily presents the basic theoretical assumptions for 

implementing the presented method. Due to the identified 

problems, an AFCC model based on OI attributes and forensic 

characteristics of ML/FT crimes was proposed as a starting 

point. The research problem identified was the need to de-

velop a model that would optimally characterize events rec-

ognized in OI in terms of variables that most closely ap-

proximate attributive-forensic ML/FT identification. To ob-

tain results, it is necessary to identify the features, their di-

mensions, and the interrelationships that determine the 

recognition of offender behavior that most closely resembles 

the characteristics of ML/FT crimes. Given the large amount 

of data to be processed, a mathematical approach was pro-

posed, incorporating elements of linear regression and opera-

tions on functions and sets. To facilitate interpretation, a lin-

ear formula was used. 

3. Basic Issues of the AFCC Method 

The AML/CFT system is a multi-stage process, usually 

starting from a certain state "0" for the intelligence activities 

of OI end of the Financial Investigative Unit (FIU). State "0" 

does not mean that the OI/FIU initially has no data; on the 

contrary, there is a large amount of data. However, the OI 

does not have an assessment of its quality. To achieve this, it 

must implement analytical procedures to identify the risk and 
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the resulting threat scale. Their initiation is related to the 

occurrence of an event (either a single event or the result of 

cyclical activities). Subsequently, the information passes 

through the intelligence analysis stage, which concludes with 

a decision-making stage based on the established state of 

affairs (knowledge). At this stage, the obtained set of infor-

mation – information on suspicious events – is forwarded to 

the FIU (factual translation of information). In the next stage, 

the FIU re-evaluates the information and conclusions to un-

dertake further analytical activities – i.e., analyze the financial 

information and, consequently, forward a notification of a 

suspected ML/CFT offense to the prosecutor's office or initi-

ate cooperation with cooperating units (CU) and continue the 

analysis as its own (but also file the information). 

The activity in question constitutes a vectorial action, a 

vector of directed analytical procedure. At individual stages, it 

can be "multiplied" by a scalar (number), which, if positive 

(+), multiplies it in the designated direction, while if negative 

(-), it results in a return to repeat the event information as-

sessment. This means that each new contribution resulting 

from the event's attribution (its scalars attribution) can in-

crease or decrease the vector's value over time (multiplying 

the information value or knowledge). A scalar can be: new 

information, an analysis result, a scoring result, a query from 

law enforcement, a query from the FIU, etc. If the scalar 

equals 0, vectorial actions are suspended (e.g., due to a lack of 

confirmation of ML/FT characteristics, a determination that 

the event should be associated with another crime, including 

one not designated as the primary/source crime). It is also 

possible to "multiply" two or more vectors, especially when 

certain activities in the same or different OIs are conducted 

against the same entities (creating a "super SAR"). Conse-

quently, it will also be possible to obtain the result of a vector 

extension, a change in direction, or its reversal (the criminal 

characterization of an event in one OI does not have to be 

understood in the same way in another OI various OI). For 

reconnaissance, the direction is clearly defined – it is a pro-

hibited act (ML/FT) appropriately classified by the legislator 

in the Penal Code. The perpetrator's ML/FT conduct in the 

space ǁ X ǁ is also a vector, with the perpetrator himself having 

the right to implement it. At the intersection with the perpe-

trator's vector WS, it is possible to obtain information coor-

dinates that characterize the state of suspicion. In such a case, 

the perpetrator, wishing to obtain the postulated result, must 

pass through specific spaces in the OI (they cannot omit them, 

and the OI's task is to construct the space of planes to ensure 

their completeness to protect their own security interests). The 

ǁ X ǁ space is primarily a space of information and its pro-

cessing. Knowledge about the perpetrator's vector also con-

stitutes information to which the OI must respond in a specific 

way. Consequently, the elements of ǁ X ǁ space must be 

measurable. This postulate can be achieved by introducing 

gradation and scoring of behaviors in the OI (mathematically 

assigning a score to the characteristics of the assessed be-

haviors). t is also important that d [the decision-maker] ob-

tains the possibility of counting the distances between specific 

points (numbers) of the space scalars |A−B|, which will 

evaluate the behavior of the perpetrator-client. Here you can 

use the following formula: The formula for the distance be-

tween two points P1=(x₁, y₁) and P2=(x₂, y₂) in 

two-dimensional Euclidean space is s = √((x₂ - x₁)² + (y₂ - y₁)²), 

where x1, y1, - coordinates of the first point, x2, y2, - coordi-

nates of the second point. Let's say we have two points P₁ and 

P₂ in an n-dimensional vector space. Their coordinates are: P₁ 

= (x₁, y₁, z₁,..., n₁) P₂ = (x₂, y₂, z₂,..., n₂) Then the formula for 

the distance (d) between these points is: d(P₁, P₂) = √[(x₂ - x₁)² 

+ (y₂ - y₁)² + (z₂ - z₁)² +... + (n₂ - n₁)²] That is, we sum the 

squares of the differences of the corresponding coordinates, 

and then calculate the square root of this sum [1]. Measura-

bility of distance is important given the need to "measure" 

movement and assess it in terms of route usability and devia-

tions from a rational assessment of the perpetrator's vector's 

direction of action (which seems obvious from the point of 

view of the need to assess customer behavior and transaction 

dynamics). Obtaining an OI image is possible by applying the 

rules of social network analysis, SNA, or conducting an 

analysis using graph theory [2]. For the mathematical solu-

tions introduced in AFCC, it will be important whether we 

assume linear operations at the plane level (two coordinates) 

or with respect to a point in space (three coordinates). Further 

considerations will be conducted at the plane level. In ma-

chine learning, distance is used to compare feature vectors of 

data, for example to group similar objects. 

In connection with the proposal of a new countermeasure 

concept in this state of affairs, it is also necessary to consider 

the use – as an auxiliary method – of another method referred 

to as forensic characteristics crime, FCC. It can be used to 

determine the value of the index k’ (similarly to the quantifier 

of the first-order predicate calculus), to introduce a regression 

model [3] A. N. Kolesnichenko and V. E. Konovalova: 

pointed out that "a forensic characterization is a system of 

information about forensically significant signs of a type of 

crime, reflecting natural connections between them and 

serving to build and verify investigative leads in order to solve 

specific investigative tasks" [4]. Forensic science was origi-

nally created as a science for preliminary investigation; the 

trial has traditionally remained out of sight of the most fo-

rensic scientists. However, in recent years, the situation has 

begun to change. There is no consensus among criminalists 

regarding the possibility of using forensic data at the stage of 

judicial consideration of criminal cases [5-8]. According to H. 

Malewski: "A forensic characterization of a crime contains a 

fixed set of data, such as: modus operandi, typical conse-

quences of the act (e.g. description of the type of forensic 

traces left), methods used by perpetrators to avoid criminal 

responsibility, circumstances of the event that must be estab-

lished and investigated in similar cases, data indicating the 

personality of the potential criminal and his/her personality 

traits, possible motives and goals of the action, description of 

circumstances standard for a given type of crime that facilitate 
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its commission, and others" [9]. In its original assumption, the 

method concerned primarily operational and reconnaissance 

activities, including forensic activities - carried out for the 

purposes of prosecuting perpetrators of crimes and collecting 

evidence in criminal proceedings, as well as developing in-

vestigative versions. Currently, the introduction of an attrib-

utive-forensic characterization of crimes (AFCC) model is 

being proposed for coherent countermeasures against ML/FT 

threats in the AML/OI. This stems from the diversity of stages 

and decision-makers involved in creating an image of ML/FT 

crimes within the AML/CFT system. The FCC should enable 

the determination of coordinates of ML/FT forensic features 

for the AFCC model. Through the attributive-forensic as-

sessment, data from analyzed events undergoes axiomatiza-

tion to assign them a negative (on minus) information value, k' 

(information about suspicion). Only such treatment of data 

from the considered space constitutes an appropriate and 

conscious narrowing for the purposes of determining the 

maximum value of iML/FT information in the OI. Forensic 

characteristics of a crime allow for the creation of a pattern/set 

(axiomatic construction) of negative ML/FT axioms, i.e., 

properties that data must satisfy to allow for the assessment of 

suspicious circumstances surrounding a cli-

ent/transaction/account, forensic assessment of traces that can 

be revealed and secured in the IO, but not the evidentiary 

value of these actions or, at a later stage, the perpetrator's 

"guilt." Some of the axiomatization elements possess meas-

urable evaluative characteristics k', which can be included in 

the adequate set. It is not based on treating FT in a "negative 

cooperation" configuration (as a fight, in praxeological terms), 

due to the possibility of interpretation errors. The k’ indicator 

(as a feature of the “comprehensive trace” k’, combining 

multiple data sources) can be determined on the basis of sta-

tistical studies in the following areas: the quality of alerts, the 

duration of alert examination and analytical reconnaissance, 

the number of SAR reports, the false positive rate, the rate of 

closing an analytical case in the OI or FIU, the number of 

revealed traces of increased risk, but also the number of 

FIU-prosecutor’s office notifications based on SAR, the 

number of initiated ML/FT cases, the number of convictions 

of perpetrators, etc. For this purpose, regression models were 

used. Regression lineary itself is a method that allows for 

modeling the relationship between variables (features Xt, a 

Xt+1. when adopting a time variable, but another determinant is 

also possible that is adequate to assess the suspiciousness, this 

may refer to quantitative changes) and using this knowledge 

to predict unknown values of one variable Yk' based on 

knowledge of the others. The obtained result of the target 

variable Y with the index k' is the desired result allowing for 

assessing whether the complex of all variables used provides a 

set of knowledge Za/k that will create an effective SAR/STR 

for the FIU. The phenomenon occurring in the population can 

be described by the following general linear equation: Y = X ꝿ 

+ ε, where: y - vector of values of the dependent (dependent) 

variable, X - matrix of explanatory (independent) variables, ꝿ 

- vector of unknown parameters, ε - random component 

(stochastic factor of the equation). It is proposed that k' be 

derived from the values of explanatory variables obtained at 

the level of analytical recognition of the OI, as well as at 

further stages of the FIU/prosecutor's office.. Yk’= ꝿ0 + ꝿ1Xt,1 

+ ꝿ2Xt,2 +... + ꝿnXt,k + ℇt, where Xt,1 - - observed values of 

explanatory variables, Yk’ - observed values of the explained 

variables, ℇt – unknown value of the random component, ꝿ1 - 

unknown values of the model parameters. Consequently, the 

coefficient k’ will measure the differences between the vec-

tors A and A’ taking into account all coordinates adopted in 

the OI for the model, including the coordinates of forensic 

features. It is also possible before ꝿ1Xt,1 A negative sign is 

introduced when the coefficient does not generate information 

about the purpose of the action or the effect is a reduction in 

risk. The model should also assume that the perpetrator has a 

"profitability" in committing the crime, but not in financial 

terms but in achieving the goal. The solution adopted for k' in 

both ǁ X ǁ and ǁ O" ǁ, where its value may vary, should be 

assessed by the coefficient of determination R2. Axiom k' is an 

indirect creator of a " comprehensive trace" by marking the 

elements of the set. This determines the percentage of the 

variability in the explained variable explained by the explan-

atory variables. In a given AFCC model, this means to what 

extent the collected features will determine the elements in-

dicating that the given actions will be classified as ML/FT. As 

a result of the typing and measurement, the higher the R2, the 

more accurately the given features will be determined. The 

coefficient of determination R2 is a measure of the fit of a 

statistical model to the data, which determines what per-

centage of the variation in the dependent variable is explained 

by the independent variables in the regression model. In the 

case of an unexplained portion of the variability, these fea-

tures will not be needed for the ML/FT-determined assess-

ment, but may be used to assess other negative phenomena 

occurring in the OI structure. A "comprehensive trace" in 

forensics refers to the complete, detailed history and origin of 

evidence, from its discovery at a crime scene to its final 

analysis and reporting. This includes a full record of the chain 

of custody, every step of physical or digital analysis, and the 

provenance of digital data or physical samples. It is crucial for 

ensuring the evidence is admissible in court, as it allows for a 

rigorous assessment of its integrity and reproducibility. The 

"comprehensive trace" is built on the basis of the evaluation of 

data and facts using the axiom k' not only "evidentially", but 

also "analytically", based on the assessment of deviations of 

the customer's behavior from the pattern adopted in the OI. 

The AFCC model does not take into account the charac-

teristic division of ML practices, "Place-

ment-Layering-Integration". Instead, it is based on the foren-

sic structure of ML/FT crimes themselves, as defined in the 

AML/CFT system and the Penal Code. It also relies on oper-

ating within the diversity and individuality of OI, but with the 

intention of achieving a single goal (intermediate result) – the 

earliest attributive-forensic structure of information about 
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ML/FT crimes [10]. This is achieved through the appropriate 

selection of attributes and the forensic identification of their 

correlations. The AFCC theory is based on introducing com-

prehensive reasoning into the AML/CFT system for the pur-

pose of establishing (directional) relationships between indi-

vidual types of intelligence activities (stages, parallel pro-

ceedings), and, given the need to achieve an optimal final 

outcome at a later stage – evidentiary criminal proceedings 

dedicated to proving the existence of ML/FT crimes and 

identifying the perpetrators. The attributive-forensic set 

should effectively identify the subject of the crime, such as 

assets (financial and non-financial) subject to freezing and 

subsequent forfeiture. Reasoning should incorporate both a 

subjective and objective (private, individual) approach, hence 

the need for a comprehensive approach. AFCC also assumes 

that the perpetrator's actions are not impulsive but planned, 

deliberate, and serve a specific purpose. As an example, an 

axiom in ML/FT is that money launderers and terrorist fi-

nancers must have access to financial institutions as instru-

ments for achieving their criminal goals. These institutions 

provide these individuals with the means to transfer assets 

between other financial institutions. [11]. From state 0, as the 

initial information phase, the OI should aim to retrospectively 

and predictively classify information not only in terms of risk 

but also from a forensic perspective, seeking connections and 

building a chain of connections from the initiator to the ben-

eficiary of ML/FT crimes. The key is to eliminate free (empty) 

variables, meaning data that are not bound by any quantifier 

(they cannot be classified as graph nodes, and thus it will be 

outside the graph scheme, i.e. outside the system of infor-

mation marked with k' ). Thus, the OI does not construct the 

idea of a transaction as unusual and not fitting normal patterns, 

but rather quantifies it attributively, directionally, towards the 

evidentiary nature of ML/FT findings. The OI cannot be 

unaware of the crime, as all analytical activities at this insti-

tution are subordinated to the qualification of "suspicious-

ness" (pol. podejrzalność, is an established (detected) feature 

or features of a single event or a set of events that may indicate 

the nature of: circumstances that justify indicating the possi-

bility of committing a money laundering/terrorist financing 

offense or the occurrence of a justified suspicion that a spe-

cific transaction or specific assets may be related to money 

laundering/terrorist financing [12]) and its arguments in 

SARs/STRs submitted to the FIU. OI should not relinquish its 

directional determination qualification to other entities in the 

AML/CFT chain, but should strive for substantively qualita-

tive SARs, reducing false-positive and false-negative reports. 

Due to the limited functional and competence scope of OIs, 

forensic characterization of information and events should 

enable the identification of unidentified links in such a chain 

and increase the efficiency of financial information analysis 

conducted at the FIU level (obtaining a result in the form of 

forensic quantification of financial information). In such a 

case, we distinguish between the primary and secondary 

AFCC entities. The primary entity focuses on optimally clas-

sifying events and connections in the OI with the forensic 

classification of the act. The secondary entity supports the 

actions of the decision-maker in criminal proceedings in their 

role of managing information during evidentiary proceedings 

(officer compliance, FIU). The use of AFCC in the initial 

phase of incident recognition should prompt decision-makers 

to adopt a specific (forensic) approach to assessing the facts, 

the circumstances of their occurrence (the event's environ-

ment), and to identify clients and transactions for the purpose 

of (building attributes) – in future stages – identifying these 

events for the purpose of establishing ML/FT crimes and their 

perpetrators (AFCC reasoning). It is therefore an extensive, 

backward-looking "detection process" identifying events that 

may be assessed as criminal in the future. This task is under-

taken by the OI in the "unpained investigation" phase [11]. In 

this case, attributes may, but do not have to, raise suspicion in 

the forensic sense, and in this respect, they will remain within 

the context of the negatively classified activity. This requires 

developing a physical and intellectual assessment of the po-

tential for committing an ML/FT crime, as well as assessing 

the camouflage of the criminal purpose and limiting the 

"traces" of such activity (i.e., the mental element). 

The decision-maker in the IO should strive to ensure that 

such countermeasures are not only undertaken in parallel but 

also in synergy (coordination) of their application. AFCC is 

therefore a mixed "functional-doctrinal" process, in which the 

core of functional activities derives from the ML/FT coun-

termeasures system of analytical-administrative (attributive) 

provenance. The doctrinal element, however, is known in 

criminal law doctrine as being closer to the dogmatic defini-

tion of a crime (as an unlawful act and action, forensically 

speaking). Consequently, a comprehensive trace is built as a 

set of logically and forensically related, revealed, and 

demonstrated features of events. k’ - identifying them with the 

features of a crime ML/FT, Ek’= {i1, i2, …in}, where i is an 

element of the set E marked by the axiom k’. Set E will be-

come the basis for constructing a SAR/STR or filing a notice 

of alleged ML/FT crime. Thus, the SAR will be composed 

solely of k’ valuable elements. It's like building another neg-

ative subset based on axiom k'. AFCC is not limited to "follow 

the money" alone; it considers a range of elements beyond 

those related to money flow, such as customer behavior, sales 

patterns of OI products, the scope of the crime's subject matter, 

and the characteristics of the subject of the act. AFCC ad-

dresses various areas in the "evidence-generating" space, ǁXǁ, 

which are initially qualified only in terms of OI risk (their 

attribution), not "forensic," which may delay or undermine 

their forensic evidentiary nature. The AFCC goal should be 

formulated from the matrix of ML/FT elements, as defined by 

the provisions of the Penal Code. The method is intended to 

achieve a specific, complex target state, the parameters of 

which allow for obtaining a specific number (minimum for 

evidentiary conditions). Z a/k → MAX SDML/FT. 

The FIU is bound by the direction of the OI vector, but can 

amplify it with its own scalars, which may differ from the 
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scalars available to the OI. The OI does not have a set of 

operational instruments, but only a risk-based analysis, which 

can be defined as intelligence analysis (reconnaissance anal-

ysis). The purpose of analytical activities at an OI is not to 

prove a crime but only to demonstrate a) circumstances that 

may indicate a suspicion of money laundering or terrorist 

financing, or b) a reasonable suspicion that a specific trans-

action or specific assets may be related to money laundering 

or terrorist financing. Therefore, this type of activity falls 

under attributive activities (searching for risk characteristics 

within the axiom and associating them in the SAR/STR). 

This condition (W), however, does not justify forwarding 

an incorrect or empty SAR, assuming that WSAR ∈ SAR is 

SAR ≠ ∅, by the OI handover to the FIU. Therefore, the effect 

of these actions is not to directly report a suspected crime to 

the prosecutor's office, but to forward the SAR/STR to the 

FIU. Therefore, the use of the AFCC method does not limit 

decision-makers' activities but only aims to characterize 

events classified as ML/FT criminal offenses, both for their 

prosecution and for the identification of their symptoms at the 

OI/FIU stage. This approach can also be used by the AFCC to 

undertake predictive actions regarding the possibility of a 

crime. At the same time, the AFCC provides the opportunity 

for targeted intelligence analysis in the OI, focused solely on 

identifying suspicions, anomalies, and irregularities related to 

ML/FT. The magnitude of the factor constructed based on the 

statistical analysis of the original crimes should not dominate 

the overall calculation results for k', as the purpose of AFCC 

is primarily to reveal the characteristics of the ML/FT act 

itself, without identifying the original prohibited act. In the 

case of FT, this is sometimes impossible when the original 

funds originate from legal sources. AFCC can be supported by 

technical analytical tools based on artificial intelligence 

(AI/AML) due to the sheer volume of data requiring pro-

cessing, especially within OI and open information sources. 

AFCC reasoning – as a methodological module – should 

translate not only into human reasoning (d ∈  D = 

{OI/FIU/CU}) but also into the use of AI tools. 

When assessing the feasibility of CFCC application, it can 

be stated that in the vast majority of cases, we are dealing with 

a fixed "scene" (perhaps rather a platform for information 

about the event), ǁ Xi ǁ, where the OI can conduct a "forensic 

assessment" of various types of criminal activities. This space 

can be expanded, for example, by offering new OI products or 

modifying existing ones. This expansion of "scenes" can be 

implemented at the level of the institution itself or in rela-

tionships with other OIs that share the same scope of activity 

or require product-related cooperation (e.g., a bank and an 

insurer). In the case of the forensic characterization of crimes, 

as represented by A. N. Kolesnichenko and V. E. Konovalova, 

the aim is to support and direct future actions, which should be 

combined with "investigation planning." The aim is rather to 

link the development of forensic tactics with other sciences, 

such as social sciences, psychology, linguistics, etc., associ-

ating criminal events with elements of the investigation and 

its tactics. In the case of AFCC, the OI decision-maker also 

takes on the role of heuristic thinking, creating algorithms 

(models of behavior) that allow him to solve problems effec-

tively [4]. The construction of the AFCC method must fit into 

the scheme: "criminal proceeds" - "legalization costs" - "pure 

criminal profit" - "investing legalized assets" (ML) or in the 

case of (FT) "criminal/legal proceeds" - "legaliza-

tion/camouflage costs" - "assets with a terrorist beneficiary", 

as a potential subject of the typed crime. The k' indicator is 

proposed to be created as a result of metric research on the 

manner in which ML/FT crimes are committed and on the 

behavior of clients identified in OI as potential perpetrators. 

After constructing the matrix, it will be possible to adopt a 

numerical scalar that can be used in subsequent stages of the 

CFCC method. 

4. AFCC Methodology 

Let there be a specific decision maker d z OI, belonging to 

the set of decision-makers of the set D ={OI/FIU/CU}, where 

d ∈ D OI/FIU/CU. Let there be a given space in IO, ǁ X ǁ defined 

by information – Xi. Information will be any type of signal 

that can be interpreted (given the characteristics of a value). 

Let the features k’ be given, defined by the determination of 

classifying (axiomatizing) events as committing a crime ML 

or FT (metrically calculable). It should be assumed that the 

elements of ǁ X ǁ and its complements ǁ O” ǁ were moving 

towards S set D ML/FT. [SDML/FT] where the obtained state S 

ML/FT is the basis for the construction of the directional action 

vector in OI - SAR/STR. Most events in ǁ X ǁ remain meas-

urable; the scoring of these events must be developed by OI 

itself. Their measurability can also be used to identify the 

measurability of elements in ǁ O” ǁ as complements of ǁ X ǁ. 

However, there is no guarantee that all the elements available 

to d will participate in the measurement, but d strives for this 

state. It is important to ensure the completeness of ǁ X ǁ and to 

bring ǁ O” ǁ to a “sufficient state” for the purpose of obtaining 

elements with k’ features from it. The effect of the measura-

bility process [must be to assign the resulting elements at-

tributive-forensic features k’. Measurability becomes a nec-

essary process for determining the position of elements in 

relation to other elements and determining their “size” in k’. 

Therefore, the assumption is to extract from ǁ X ǁ such ele-

ments “i” that will have the property k’ [SDML/FT set of ele-

ments with property k’, SDML/FT (i)]. The property k’ is the 

vector of suspiciousness (α) of “i” forensic features of ML/FT 

crimes (β), which can also be represented as a matrix. 

It is also assumed that every specific human behavior (in-

cluding activation the movement of assets) is reflected in the 

information space Xi (a trace in space). This reflection occurs 

in this space for both ordinary behaviors (positively normal-

ized) and those that public authorities (customarily) classify 

as reprehensible (negatively normalized). Therefore, the ǁXiǁ 

space can contain representations of both negative and posi-

tive behaviors (data structuring). This allows for combining 

http://www.sciencepg.com/journal/ijls


International Journal of Law and Society http://www.sciencepg.com/journal/ijls 

 

355 

negative risk assessments in OI with the identification of 

"criminal" characteristics of information that shapes the risk 

assessment, resulting in the creation of a "comprehensive 

trace" through their axiomatization. The decision-maker's task 

is to identify and classify negative behaviors that exhibit 

characteristics of two crimes, ML or FT (alternatively or 

jointly). In this case, "negative behavior" represents an un-

favorable assessment of the OI from the perspective of the 

adopted "pattern" of handling the product or transaction. It 

also indicates a suspicion of characteristics criminally classi-

fied - as symptoms of an ML/FT crime. Reprehensible be-

haviors possess negatively axiomatic characteristics k', from 

the perspective of their code (legal) assessment or the as-

sessment of suspiciousness attributes. Deviant behaviors are 

also an indirect reflection of behaviors in the information 

space, which can be classified as criminal symptoms, or 

merely as mistakes, errors, misunderstandings, lack of skills, 

or ignorance. Such elements should also be analyzed to see if 

they possess the characteristics of a "comprehensive trace" k’. 

Ek’= {i1, i2, …in}, where "i" is an element of the set E marked 

by the axiom k’. So, such an element is soug E k’ = i k’ ∈ ǁ Xi 

ǁ where simultaneously ǁ Xi ǁ = {i: i ∈ Xp ∧ i ∈ Xn}, 

whereby i k’ ∈ Xn ∧ i k’ ∉ Xp, Z i k’ ={f: f ∈ Zn}. 

Let us consider a space ǁ O” ǁ as its complement –which 

means that any of its elements will be qualified by axiomatic 

properties but can be found in undefined regions (open spac-

es). ǁ O” ǁ is the complement of ǁ X ǁ [for the algebra of sets it 

could be defined as X]. Due to greater complexity, ǁ X ǁ and 

ǁ O” ǁ could be defined as subspaces of some space ǁ ῼ ǁ pro-

vided that ǁ X ǁ   ͝ ǁ O” ǁ = ǁ ῼ ǁ. Its axiomatic classification 

reduces a given element h to being an element of the space ǁ O” 

ǁ, h ∈ ǁ O” ǁ and the set O, neutral with respect to the results 

of axiomatization, also belongs to the space – ǁ O” ǁ, O ∈ ǁ O” 

ǁ, h k’ = i k’ ∈ ǁ O” ǁ ∧ i k’ ∉ O. The element under study may 

be - unconditionally significant - when it directly qualifies as 

an element of space by having strong axiomatic features 

(properties), "→ k’". Or being conditionally significant, when 

its initial evaluation does not give it the feature of uncondi-

tionality, but over time it may become an element that is 

unconditionally axiomatically significant. i k’ ∉ O → h k’, when 

i k’≠ ip. All those elements that do not fall into these ranges will 

constitute a set of elements – axiomatically irrelevant ip ∈ 

Op ∧ ip ∉ On [p- axiomatically positive, n- axiomatically 

negative]. To comprehensively organize the actions under-

taken by the decision-maker d, it is possible to introduce a 

definition – a series of activities, that occur when the deci-

sion-maker undertakes such a course of action. This involves 

adopting an internal instruction – an algorithm for handling 

events, information, and knowledge in the IO. 

Features - when there is a set of elements where each ele-

ment E in the set has a feature k’, E k’, which is adequate to the 

features contained in the set, features of suspiciousness and 

features characteristic for the elements of the adequate set ZA 

is an adequate element. The element Ok’ as measurable with 

the feature k’ also belongs to the adequate set, Ok’ ∈ ZA. 

Moreover, the gauge of the element E can also be performed 

by means of the features k’ obtained from the environment ǁ O” 

ǁ, where O”h = { h: h ∈ On ∧ ∉ Op} creating an element hk’, 

where h k’ = i k’ ∈ ǁ O”ǁ ∧ i k’ ∉ Op so it will not belong to 

the data set that does not meet the condition of being an ele-

ment of the adequate set. E k’ ∈ On ∧ E k’ ∈ ZA at is, el-

ements that meet the this condition sought: E k’ = {i k” ∈ ǁ Xi ǁ 

where i k’ ∈ Xn ∧ ∉ Xp ∧ i k” ∈ On ∧ i k” ∈ ZA }. The 

adequate set contains only elements that meet the condition 

ZA = {f: f ∈ Zn}. Zn is only a set of adequate elements that 

have received negative action towards the element identified 

with ML/FT. Wanted set Z a/k attributive-forensic is a set that 

meets the condition for the element that: Z a/k = [e: e ∈ {Z i 

k’ ∪ O”h ∪ ZA}]. Each element value result obtained in this 

way is included in the recognized elements of the space ǁ X ǁ 

and should be assessed in terms of its axiomatic value for the 

purpose of selecting other elements towards the evaluation of 

k’ (and be included in the training set in the future). 

The adequate set ZA is built based on directional experience, 

e.g., FATF examples, but also as a training set using AI, or 

constructed based on other analytical and information activi-

ties. Set O consists of various subsets, e.g., social media, 

discussion media, classified messaging applications, etc., 

element e will belong to set O if the gauge elements taken 

from the adequate set allow for a radical assessment of them 

as potential "evidence" of suspicion (directionally positively 

attributive). Only such feature representation is taken into 

account that will strengthen the set of axiomatic features for 

the purposes of typing (multiplying) the assessment of suspi-

ciousness. Especially the one selected as the directional ax-

iomatic feature for the established deviant event established 

with suspiciousness characteristics in OI. In this respect, a 

complementary element is sought, but it is not "homeo-

morphic". This makes it innovative Ek’ after positive verifi-

cation, it can be included in the set of axiomatic features Z a/k. 

It should be borne in mind that beyond the action space OI ǁ Xi 

ǁ, there are other wider spaces ǁ O” ǁ, however, the deci-

sion-maker d is particularly interested in obtaining the poten-

tially most effective features k’ from the entire set of available 

features, where i∈ Wn elements (and narrow the space by 

eliminating non-attributive elements Wp), which will identify 

the suspiciousness and in the future the evidentiary nature of 

the behavior of the designated perpetrators, ultimately creat-

ing such a set Z a/k, when Z a/k ={i: i∈ Wn ∧ i ∉ Wp} [i

∈ Wn  Wp  i∈ Wn ∧ i ∉ Wp] [13]. As an assumption 

for action it can be assumed that each element, A ∈ E k’, by 

E k’ space ǁ Xi ǁ considered by the decision-maker d, d ∈ D 

OI/FIU/CU, remains convergent, or tends to establish the maxi-

mum number and quality of features of one of the elements 

P1ML or P2FT, PNML, PMFT …. A max → F max E k’ (Ek’ ∈ ǁ Xi 

ǁ) where Fmax E k’ takes on characteristics C’ ∈ C {P1ML, P2FT, 

PNML, PMFT…}. In addition f C’: (Z E k’) → (Z a/k) and f C’: (Z 
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E k’) → (ZA), fC’: (ZE k’)= ZE k’. Set C = {P1ML, P2FT, PNML, 

PMFT…} is a set of suspiciousness attributes (analytical 

recognition and forensic features associated with ML/FT 

crimes) [14, 15]. 

Thus, from the entire defined space ǁ Xi ǁ and the com-

plement ǁ O” ǁ, the elements that have axiomatic features 

consistent with the features of the indicated PML or PFT ele-

ments should be generated. This means that the search for Ek’ 

elements in the subject space is related to the function they 

perform in the entire criminal procedure defined by the target 

PML or PFT elements. Consequently, it is important that the 

overall process of detection, analysis and reconnaissance 

analysis is completed with such a state (set) of established 

features of elements that qualify a given element for the 

subsumption of the crime (suspicion) of money laundering 

(AML) or terrorism financing (PFT). Each of the elements 

with characteristics k’ typed in OI should remain tending to a 

specific convergent state (set of elements) SDML/FT, {Z a/k 1, Z 

a/k 2 … Z a/k N} ∈ SD ML/FT unconditionally assessed nega-

tively, which would be the basis for building in OI - SAR/STR 

(extracting negative features consistent with the symptoms of 

the indicated crimes). The approach pattern in OI may be 

repeated at the FIU level, and in this case the convergent state 

will be – submitting a notification of a suspected crime to the 

prosecutor’s office or forwarding information (not for pro-

ceedings) to the CU/foreign FIU. As a consequence we get 

that y SAR/STR = f (x SDML/FT), where y is an element of the set 

{SAR/STR} and x belongs to the set { SDML/FT}. Taking into 

account the indicated stages of creating a set{ SDML/FT} it can 

be determined that f:{ SDML/FT}→{SAR/STR}. 

5. Applying the AFCC Method to 

Counteract ML/FT 

In the analytical and administrative area, IOs play a sig-

nificant role in the ML/FT countermeasures system. Based on 

established risk analysis results or existing states, IOs must 

acquire data and information from their own systems and 

external administrative systems. The goal is to identify indi-

vidual or complex facts that may indicate ML/FT. This con-

stitutes a constitutive search for negative indicators. Based on 

the established results of preliminary risk analyses or existing 

conditions, they must acquire data and information from their 

own systems and external administrative systems to identify 

individual or complex facts that may indicate ML/FT. This 

constitutes a search for negative indicators of k'. These initial 

risk assessments can be undertaken at the on-boarding level, 

but also as chat-GPT for potential future clients. The next step 

is monitoring customer behavior and ordered transactions for 

any suspicious behavioral patterns. This approach shapes the 

"characteristics" of behavior. This should result in a vec-

tor-based, structured set of information that can be further 

analyzed. Consequently, the informational construction of the 

SAR/STR report—as an analytical result—can be profiled 

based on the "characteristics" of behaviors captured as a result 

of the IO-client (transaction) relationship, as well as the fo-

rensic characteristics of ML/FT crimes. Both of these "char-

acteristics" of A/C should be intertwined and complementary, 

hence the proposed AFCC method. This goal will focus on 

obtaining data that allows for confirming a threat, not just a 

risk, by obtaining a state of suspicious circumstances or a 

reasonable suspicion that a specific transaction or asset may 

be related to ML/FT. However, information may be trans-

ferred from the OI to the FIU in a persistently high state of 

uncertainty. This, in turn, creates the possibility of submitting 

premature, uncertain, or empty SARs. The AFCC method 

aims to ensure that "reasonable suspicion" is as closely 

aligned as possible with the "criminal characteristics of a 

crime." This can be achieved by using the AFCC method by 

identifying: the client or the transaction originator as a po-

tential suspect; identifying the characteristics of the suspi-

cious transaction or the client's behavior toward other clients 

or the IO itself; identifying the similarity of the behavior with 

patterns of "suspicious behavior" available to the IO; and 

finally, demonstrating the circumstances under which the 

suspicious behavior occurred. The AFCC does not force IO 

decision-makers to act "like a prosecutor" but rather reduces 

the activities (specifies actions) to the targeted identification 

of suspicious behavior as identifying the perpetrator's be-

havior that can be considered "constituting conduct covered 

by a prohibited act." The result should be a "comprehensive 

trace" of the forensic characteristics of the crime. In addition, 

the AFCC should influence the adoption of specific tactics 

within the OI to generate SARs and neutralize risks. A 

“comprehensive trace” becomes a "continuous trace" from the 

IO to the identification of the perpetrator's guilt in criminal 

proceedings. 

Obtaining such a result provides the basis for referring the 

SAR to the FIU, which can assign additional features that fit 

the forensic characteristics of the ML/FT crime (secondary 

axiomatization). The subject of this stage of analysis – finan-

cial information – collected from the SAR/STR, i.e., a set of 

elements interconnected with varying degrees of probability, 

may indicate the existence of another, as yet undetermined 

attribution element, determine the direction and method of 

searching for it, or further refine the characteristics of existing 

connections. Using only instruments that enable indirect event 

characterization results in an incomplete picture of the foren-

sic characteristics of the crime, but it can be identified dif-

ferently than through operational intelligence. AFCC allows 

for the creation of associations, connections between indi-

vidual elements, and characterization as individual, but espe-

cially as related to other elements, to build a picture of crim-

inal behavior. The tactics of event characterization in OI differ 

from those in CU. The AFCC concept allows for inferences 

from established elements about other elements that have not 

yet been revealed. This allows for the creation of a forensic 

image of the crime, i.e., the components and connections 

between them, as if a pattern of the prohibited act existed 
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(including identifying which components are missing, and an 

evidentiary matrix of the perpetrator's guilt). The use of 

AFCC also allows for the assumption of a specific version of 

the perpetrator's behavior, both when we have knowledge of 

the entire time frame from the creation of the crime to its 

completion, and when all the components are missing to prove 

their behavior and bring charges in criminal proceedings. This 

action will utilize the findings and knowledge retained by the 

OI, FIU, and, at a later stage, by the CU as part of the criminal 

procedure. This is especially true if the STR report submitted 

to the FIU has resulted in its transformation into a notification 

of suspected crime. The CFCC method "selects" only those 

features of anomalous behavior that are identical to the sub-

ject matter of the crime (criminalization) and the subject of the 

act specified in the provision—that is, the subject of the en-

forcement action. The AFCC method recognizes that certain 

ML/FT processes correspond to the stage of development of 

the criminal mechanism—interactions between direct and 

indirect participants in a criminal event and their environment, 

which in turn naturally determines the formation of appro-

priate material and intellectual traces. At the same time, it is 

important to remember that each criminal action has its own 

individual characteristics, constituting its own forensic char-

acteristics. Furthermore, behavioral imitation also occurs, 

maintaining the same mechanism of action by a given perpe-

trator (which individualizes them), or benefiting from already 

existing (successful) criminal behavior. 

 
Scheme 1. The process of using the k' factor for the purpose of identifying negative analytical and forensic features of ML/FT crimes. 

6. Summary 

The use of AFCC is possible at any stage of the diagnosis 

assessment analysis in order to correct its results/lack of re-

sults in a purposeful manner → MAX SDML/FT. The purpose of 

using the AFCC method is to uncover attributive and forensic 

symptoms of ML/FT. Its use is worthwhile when assessing an 

event's suspiciousness predicts the securing of k' traces of 

complex criminal actions undertaken to commit the ML/FT 

crime. The AFCC method neutralizes the problem of attribu-

tion and interpretation, achieving strong correlation between 

events. The flexible AFCC procedure model allows for ad-

aptation to individual ML/FT countermeasure modules as-

signed to the OI as a result of the duties imposed on OI. Given 

the diversity of OI, AFCC organizes the information image 

and determines suspiciousness analyses to identify the char-

acteristics of ML/FT crimes. AFCC is a targeted search for 

forensically significant ML/FT characteristics, which are 

revealed in the characteristics of the methods, mechanisms, 

and environment of its implementation, structuring the un-

derstanding of these crimes. AFCC should also identify the 

preparatory and execution levels of the targeted ML/FT per-

petrator. This issue is crucial because these crimes can be 

committed both directly and through multi-stage elements of 

the supply chain from initiator to beneficiary. Indirect use of 

AFCC will also allow for the identification of criminal activ-

ity, allowing for the rejection of other illegal behaviors or 
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symptoms of anomalies that are not illegal. The close con-

nection between quasi-forensic and forensic activities refines 

and directs the information vectors used by the OI. Conse-

quently, the method allows for obtaining an "investigative 

situation” [16]. That is, a situation constituting a set of results 

from the investigator's search and cognitive activity, reflect-

ing the current state of the investigative process and serving as 

the basis for making informational, tactical, and organiza-

tional-management decisions. This set is expanded not only 

by the investigator's activity but also by the results resulting 

from the activities of the analyst at the OI and the FIU analyst. 

An example where the presented AFCC methodology would 

be helpful is the case of asset seizure in a drug and crypto-

currency trafficking investigation [17]. It would enable the 

provision of forensic evidence already at the analytical stage 

in the OI/FIU for the purposes of the ongoing legal proceed-

ings. ML/FT proceedings have evolved into two main ap-

proaches, each reflecting a distinct legal philosophy: the 

"follow the money" principle and the classical criminal ap-

proach [18]. The "follow the money" principle emphasizes 

that asset recovery is the primary goal, with restitution of 

losses incurred as a result of the crime prioritized over the 

perpetrator's criminal conviction. The AFCC method, on the 

other hand, offers the potential to strengthen the evidentiary 

process of "suspicious activity" identified analytically and 

then procedurally by the ML/FT perpetrator. For these pur-

poses, it is crucial to develop a suspiciousness attribute within 

the IO that will identify suspicious behavior, transactions, and 

relationships between the client and the institution. Actions 

undertaken using this factor can contribute to establishing 

both a monetary and criminal trail. 

In summary, the following advantages of using the AFCC 

method can be identified: 

1) Early, temporally-initial stage of event information 

analysis; 

2) Interpreting the event from the outset to identify "sus-

piciousness" within the reconnaissance analysis in the 

AML/CFT system based on risk assessment attributes 

and the adequacy of financial security measures; 

3) Integrating the above-mentioned assessments with at-

tributes resulting from the forensic characteristics crime 

of money laundering and terrorist financing; 

4) Using the axiomatic factor k' of numbers assigned to the 

qualitative attributes of the system based on SAR/STR 

and notifications to the CU (prosecutor's office) in the 

metric assessment – to build conversion matrices in data 

sets and linear functions; 

5) Obtaining a selected set of axiomatically characterized 

attributes as "hard" evidence in criminal proceedings. 
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