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Abstract 

By 2029 Africa anticipates to have about 1, 1 billion projected internet users. Technology integrates Africans on formal informal 

and non-formal initiated digital surveillance projects for socialization and interaction promoting collaboration and coordination 

rallying wide participatory successful transaction. The storage replication and dissemination of data in online transactions, data 

is often processed and stored in unsecured online storage areas, leading to the leaking of both personally identifiable information 

and data promoting cybercrimes. Protection of data is integral to the digital economy, ensuring ethical use. This study examines 

the significance of the Phelemero Digital Platform concept of community policing on advanced technology use for prevention 

and detection of crime in Malawi through literature survey and local observation. Findings reveal that the Phelemero Digital 

platform concept of community policing shows multiplicity technology perceptions (a) store, replicate, and disseminate 

information (b) facilitate citizens‘ integrate formal informal and non-formal on initiated digital surveillance projects (c) 

anticipated challenges on the use of technology for security (d) enhanced citizens‘ engagement to digital monitoring and 

surveillance (e) provide improved channels of communication, alternative ways to gain transparency, revolutionize transform 

and amplify the customary bureaucratic procedures providing real-time evidence analysis (f) Portrays willingness to digital 

Literacy empowerment (g) Shows the spirit of citizen participation (h) Shows technology integration can facilitate collaborative 

leadership (i) Overcoming Traditional Policing Challenges (j) Reveals Contextual Relevance in Malawi. Right of privacy in use 

of advanced technology for national security is guided by Section 21 (c) of Malawi Constitution through enforcement of Malawi 

Data Protection Act which promotes (1) Protection of Citizens‘ Privacy & Rights (2) Fair, Transparent, and Accountable Data 

Handling (3) Legal & Institutional Oversight (4) Promoting Trust and Confidence (5) Supporting Digital Economy & 

International Alignment (6) Human Rights Dimension and (7) Mitigating Risks of Data Breaches & Abuse. The Possible 

Challenges of enforcing the Malawi Data Protection Act are (i) awareness and capacity (ii) resources for Enforcement (iii) 

balancing with other rights and needs (iv) and cross-border data flows. Value contribution to body of knowledge is that the 

Phelemero Digital platform concept of community policing gives the interpretation that technology has capacity to integrate 

citizen at formal informal and non-formal initiated digital surveillance projects defeating the cynical withdrawal due to formal 

customary bureaucratic procedures as outlined in Participatory Democracy and Social Disorganization Theories. Technology 

promotes wide citizen participation promoting transparency and accountability in public matters hence reducing corruption. 
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1. Introduction 

The use of technology has gained humans with versatile 

digital platform for formal informal and non-formal sociali-

zation and interaction that have helped people to claim for 

various rights including right to safety [15]. Technology has 

promoted strong integration reducing people‘s cynical with-

drawal thereby encouraging citizens‘ rally for responsible 

actions to collaborate and coordinate with law enforcement 

agents with an aim to manage neighbourhood security [11, 

12]. Digital platform of community policing has improved 

wide participatory transaction [15]. This article examines the 

significance of the Phelemero Digital Platform concept of 

community policing on the use of advanced technology for 

prevention and detection of crime in Malawi. 

The article answers three questions (1) What is the Phe-

lemero Digital Platform concept of community policing (2) 

What is the significance of the Phelemero Digital Platform 

concept of community policing. (3) How can the right of 

privacy be dealt with in using technology for national secu-

rity. 

 
Figure 1. Phelemero Model of digital platform of community policing. 
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2. The Phelemero Digital Platform 

Concept of Community Policing 

Kumwenda (2025) analysed five published papers from a 

research “Investigating citizens‟ participation through in-

formation communication technology in community policing 

in Muloza, Malawi” to come up with an ontology-driven 

conceptual modelling (ODCM) in the subject of 

ICT-community policing [28]. The analysis followed the 

process of thematic analysis which came up with the Phe-

lemero Digital Platform concept of community policing 

thereby increasing knowledge paradigm and improving the 

epistemological rigour of the conceptual model in research [9, 

21]. The Phelemero Digital platform concept of community 

policing being ontology-driven conceptual medelling is a 

higher quality models compared to models that follow the 

traditional conceptual modeling (TCM) technique [28], and 

is advantageous for more challenging and advanced facets of 

ICT community policing because it is able to depict multi-

plicity digital platform use and interpretation for community 

policing thereby increasing ICT-community policing 

knowledge paradigm [27]. 

Below is the Phelemero digital platform concept of com-

munity policing: 

Figure 1 above is the Phelemero Digital Platform concept 

of community policing which assumes that the availability of 

ICTs will help citizens store, replicate and disseminate in-

formation. This will facilitate citizens to initiate dialogue, 

communication and deposit evidence. 

Furthermore, the ICTs will facilitate citizens‘ to integrate 

into police initiated surveillance projects, citizens‘ led digital 

initiatives, self-organized platforms and do-it-yourself activi-

ties to manage security in the neighbourhoods. The citizens 

will be able to interact in both formal, informal and 

non-formal procedures. 

These above transactions will be made possible if ICTs are 

available, affordable. The citizens‘ must also have technical 

knowledge on how to use, there must also be institutional 

willingness to sustain the projects. Moreover, social factors 

that include, context, distribution, ethical compliances as 

well as environmental consideration must be well managed. 

If the above conditions are met ICTs will enhance citizens‘ 

engagement to digital monitoring and surveillance that may 

promote sharing of information, reporting of rights violations, 

alerting neighbours of threats, mobilizing coordination and 

collaborating virtually to manage neighbourhood security. 

All the above will also depend on ICTs being able to pro-

vide improved channels of communication, ICTs that will 

provide alternative ways to gain transparency, ICTs that will 

offset for lack of resources, ICTs that will revolutionize 

transform and amplify the customary bureaucratic proce-

dures providing real-time evidence analysis and promoting 

virtual policing. 

Such a digital platform conceptual model of community 

policing will gain citizens successful digital participatory 

transaction that promotes citizens to claim the right to secu-

rity, social cohesion, collective efficacy and community 

guardianship thereby supporting Peel‘s ―modern policing‖ 

principles of involving citizens to prevent or reduce crime. 

3. Significance of Phelemero Digital 

Platform Concept 

The Phelemero digital platform concept of community po-

licing in this paper reveals that technology has potential to 

bring revolutionary and transformative initiative on leverag-

ing Information and Communication Technology (ICT) to 

enhance public safety, citizen engagement, and law en-

forcement efficiency. Rooted in the principles of community 

policing, the platform empowers citizens to actively partici-

pate in security matters, fostering a collaborative approach to 

crime prevention and resolution. Key Significance of the 

Phelemero Digital Platform of community policing are as 

follows: 

3.1. Shows Enhanced Storage Replication and 

Dissemination of Information 

The Phelemero Digital platform concept of community 

policing shows that technology has larger capacity to store 

replicate and disseminate information. Literature on advanced 

use of technology reveal that research results by Catarina et al. 

[2] point out that the use of technology facilitates taking dig-

ital images, recording and sharing videos, writing messages 

and interacting using voice notes promotes virtual coding and 

processing of data. Study results by Catarina et al. [2] and 

Khan & Rizvi, [10] underscore the point that the virtual cod-

ing and processing of data promotes the process of Datafica-

tion. 

The implication is that when images, videos, messages and 

voice notes have been digitized into technology the data will 

be (1) Stored (2) replicated and (3) disseminated giving police 

authority to detect, investigate crimes. Therefore, advanced 

technology can help police manage public security efficiently 

and effectively. However, this article calls for more research 

on how police may effectively and efficiently use the stored, 

disseminated and replicated data for investigations in Malawi. 

Much as Catarina et al, [3] supports the notion that the 

capacity of technology to store, replicate and disseminate 

information can help improved health care and law enforce-

ment administration. Although literature shows that technol-

ogy helped detecting movements of clients through Contact 

tracing applications in Health care, and suspects were de-

tected through (FRT) to verify identities, remotely and in 

real-time in security. This paper suggests scholars to conduct 

more research to examine how technology such as mounted 

CCTV cameras connected to data base may help detect crime 
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in CBDs of Lilongwe, Blantyre, Mzuzu and Zomba in Malawi 

cities. The findings may help to create robust ICT tracking 

systems that may enable the possibility to track individuals by 

collecting direct or indirect information on how suspects 

move through the world [3]. 

As much as Catarina et al. [2] and Khan & Rizvi [10] argue 

that advanced technology are tools that can potentially assist 

public authorities in law enforcement, leveraging both sur-

veillance and dataveillance. The article argues that although 

The Phelemero Digital platform concept of community po-

licing shows that technology facilitates storage replication and 

dissemination of information, scholars need to do more re-

search in Malawi to validate the argument. Similarly, alt-

hough Yasmine et al. [30] contend the assertion that people 

perceive advanced technology protecting them and offering a 

range of security benefits, the article suggests more research 

to validate the claim in Malawi. 

Although literature supports the assumptions by the Phe-

lemero Digital Platform concept of community policing that 

codification and datafication promotes storage replication 

and dissemination of information. Thereby allowing both 

digital surveillance and dataveillance allowing people to de-

posit as well as share evidence on right violations. There is 

need for more civic education to the masses starting from 

secondary schools students to university students as well as 

practitioners on the assumptions of the concept for progres-

sive adoption and adaptation. 

3.2. Depicts Real-time Integration and Wide 

Participation 

The Phelemero Digital Platform concept of community 

policing shows that technology has the potential to integrate 

citizens from all sectors of society ranging from individual to 

groups and global socialization and interaction. This kind of 

integration can take place in many forms starting at formal, 

informal and non-formal levels thereby promoting prompt 

wide socialization and interaction. Technology facilitates 

real-time integration of authorities, citizens to solve commu-

nity related issues. 

1) By practical observations, public security administra-

tion has always deliberately come up with technology 

initiatives that facilitate citizens to join the police initi-

ated surveillance and dataveillance projects for the 

purposes of preventing and detecting crime. Although 

this kind of initiative is more oriented to allow Citizens 

and police integrate on Police initiated surveillance 

projects for the purposes of preventing and tracking 

criminal activities, but it is mostly to be described as 

Formal integration [10, 15]. This article suggests more 

research on applicability of the Phelemero Digital Plat-

form concept related to such formal initiated surveil-

lance and dataveillance in Malawi. 

2) Apart from formal Police initiated surveillance and 

dataveillance projects to monitor security in society, 

divergent thinkers in exercising the right to security and 

expression have preferred to interact by themselves on 

community related issues. In in supporting principles of 

community oriented policing, where people take charge 

of their security affairs prompt Citizens to come up 

with initiatives promoting digital monitoring and sur-

veillance forming WhatsApp groups Facebook charts 

etc. for easy community mobilization to resolve certain 

observed issues [12]. Although this kind of socializa-

tion and interaction promotes wide citizen participation 

on citizen led initiated surveillance projects but still the 

deliberations on these digital forums are Informal and 

non-formal integration in nature [10, 14]. This article 

argues that this kind of socialization and interactions 

are parallel oversight to manage checks and balances on 

power abuse by public security authority. The study 

argues more studies on what kind of informal and 

non-formal integrations the Phelemero Digital Platform 

concept offer does to Malawians. 

3) Practical example could be during the 2025 Malawi 

General election results tallying process, it has been 

observed that technology facilitated informal and 

non-formal integration of citizens, various private Tel-

evision Broadcasting stations, Radio Broadcasting sta-

tions, Political Party tally centres to rally citizens 

groups and organizations to share analysed results from 

polling stations all over the country through digital 

storage dissemination and replication in comparison 

with Malawi electoral official tallying and verification 

of results apart from official declaring the winner as 

mandated MEC. By analysing the Phelemero Digital 

Platform concept is shows that technology allowed 

wide participation in the tallying of election results im-

proving transparency and accountability thereby re-

ducing an element of corruption. The Phelemero Digi-

tal Platform concept signal that people are watching 

and there is need to be cautious on following proce-

dures to maintain transparency and accountability to 

allow credibility of results. 

4) Evidence shows that technology has the capacity to 

improve social cohesion, collective efficacy and com-

munity guardianship. All these years when technology 

was at the novice stage or rather when there was mar-

ginalization on the service availability and affordability 

to use of advanced technology, physical social integra-

tion relied on people of similar interests. Although evi-

dence shows advanced technology has allowed people 

of all statuses and nationalities including every age in a 

society to be part of the community through digital in-

tegration, this article argue more research to validate 

how the Phelemero Digital Platform concept ignites 

citizens on improving social cohesion, collective effi-

cacy and community guardianship through digital inte-

gration. 

Although evidence through literature review validates 
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theory that technology is able to facilitate strong socializa-

tion and interaction on informal and non-formal manners 

allowing individuals, groups as well as community manage 

strong digital integration without demographic boundaries. 

Sociologically, evidence depicts that technology has mod-

ernized simplified transformed and revolutionized global 

socialization and interactions defying national boundaries, 

age, statuses through Tik-Tok, WhatsApp, and Facebook. 

Practically, the observation is that a Malawian is able to see 

how Captain Ibrahim Traore is influencing his country and 

this sends messages to any foreign intentions to safeguard 

their intended offensive intervention against a sovereignty of 

Burkina faso. 

3.3. Portrays Willingness to Digital Literacy 

Empowerment 

The Phelemero Digital platform concept of community 

policing is able to reveal the challenges that affect the use of 

technology in the prevention and detection of crime. Although 

literature from some studies such as Catarina et al. [2] reveal 

that there is need for collaborative leadership through digital 

platform to integrate various data base stakeholders for en-

hancing national security in Malawi to defeat challenges of 

technology. Other scholars claims that use of technology 

faces numerous challenges and amongst them are distribution 

and affordability for security like; 

1) Inequality distribution of digital services [2]. 

2) Biased deployment of CCTV Cameras [2]. 

3) Avoiding the point of letting every person in public 

place becoming a suspect over planted FRTs [2]. 

However, the Phelemero Digital Platform concept of 

community policing gives the motivation that technology has 

larger significance in facilitating digital interactions and so-

cialization in the modern life. The concept gains public au-

thorities the willingness to align institutions to adopt to the 

use of technology. Thereby, inspiring citizens to start learn-

ing on how best and ethical to utilize technology. Literature 

from studies conducted by William et al. [29] reveal that 

there must be an awareness to authorities and the people that 

digital service availability influences people to participate in 

digital interactions and socializations. Similarly, results from 

research conducted by Smit et al. [25] reveal that digital ser-

vice affordability promotes people‘s spirit of utilizing the 

technologies for digital interactions and socialization. On the 

contrary, research findings from studies conducted by 

Oliveira & Garcia [18] conclude that lack of knowledge 

about digital service availability and affordability thwarts 

people‘s spirit of using the available and affordable technol-

ogies. 

Promoting the willingness to digital literacy empowerment 

influences stakeholders to have the ambition of investing in 

buying need to have technology and not nice to have tech-

nology [19]. Digital literacy empowerment helps fight the 

challenges of distribution and marginalization by tackling 

through understanding the factors that affect the use of tech-

nology for the prevention and detection of crime [13]. 

3.4. Shows the Spirit of Citizen Participation 

The Phelemero Digital platform concept of community 

policing shows that there is direct communication between 

citizens and law enforcement, enabling real-time reporting of 

crimes, sharing of security concerns, and submission of evi-

dence such as photos and videos. This digital interface en-

courages broader community involvement, including mar-

ginalized groups, in the policing process. Studies indicate 

that such platforms can increase transparency, accountability, 

and trust between the police and the community [11-14]. 

3.5. Depicts Revolution and Transformation of 

Improved Channels of Communication 

The Phelemero Digital Platform concept of community 

policing shows that ICTs facilitates integration that depicts 

transformed and revolutionized channels of communication 

through use of software and hardware of advanced technol-

ogy. 

While finding by Khan & Rizvi [10] indicate that tech-

nology has really transformed and revolutionized communi-

cation for prevention and detection of crime through the use of 

biometrics to improve security. Khan & Rizvi [10] continue to 

argue that the use of Biometrics in technology is frequently 

used by a safety company to identify, authenticate and regu-

late access purposes. However, in Malawi there is no evidence 

of how useful is use of biometrics to trace suspect person in 

criminal cases based upon their thumbprint, voice/face iden-

tification and medical necessity for a criminal investigation 

amidst claims that technology hardware and applications can 

be made compatible to identify unrecognized corpses and also 

detecting possible crimes [10]. 

Khan & Rizvi [10] further point out that the broad demands 

on community safety nudged the expansion of the use of 

biometric face recognition databases and systems, which is 

explicitly and convincingly justifies in terms of efficiency in 

fulfilling a specific security and safety purpose. The rising 

investment in face recognition technology is required to 

propel the business over the passage of time. Embracing 

modern technology and innovation is always encouraging and 

necessary in the social and national security of the country. 

This article contends the above assertion by agreeing that the 

Phelemero Digital Platform concept reveal that digital plat-

form has the potential to empower, transform citizens to take 

charge of their security. 

Catarina et al. [2] argue that although the Phelemero Digital 

Platform concept promises a lot but use advanced technology 

by law enforcers must always meet ethical legal standards to 

avoid abuse of power when using advanced technology on the 

public. 
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3.6. Shows Integration Can Facilitate 

Collaborative Leadership 

Apart from integration issues facilitated by technology 

Kumwenda et al. [11] argues more on technology helping to 

improve storing replication and dissemination of information 

in policing. Furthermore, Kumwenda [15] contends that 

technology has the power to integrate individuals, public 

institutions as well as government departments to citizen led 

surveillance projects, police initiated surveillance projects to 

improve prevention and detection of crime in community 

policing in Malawi. The Phelemero Digital platform concept 

of community policing depicts that technology has potential 

to facilitate integration that may improve collaborative lead-

ership from various departments that may be team players for 

ICT-community policing for national security. Gausi [6] and 

Ngwenya [22] in Malawi laments the absence of an over-

arching national information policy on information services 

resulting into lack of collaborative leadership on national 

security. In turn, these issues have affected economic devel-

opment of Malawi. 

The Phelemero Digital platform concept of community 

policing depicts that the versatility of technology spearheads 

collaborative leadership as well as creating an overarching 

digital database in digital community policing that may boost 

national security. Khan & Rizvi [10] support the notion of 

integration for collaborative leadership and creating an over-

arching digital database for national security by reporting that 

integrating with different existing database of criminals and 

technology like CCTV footage may help further analyzing 

accurate analysis and information exchange in the interest of 

criminal investigations. For example, In China CCTV Cam-

eras through biometrics face recognition helps identify ac-

cused of minor offences including Jay walking or humiliating 

people in public (walking in pajamas). After arrival of FRT in 

India, criminal investigations have become convenient for 

LEA. 

Ismail et al. [8] report that community driven surveillance 

enhances report accuracy and collective responsibility, re-

sulting in enhanced drug-related arrests. Advanced technol-

ogy facilitates real-time communication between public and 

law enforcement and may promote safety and accountability. 

Simbeye & Kumari [24] reveal that integration through ad-

vanced technology promotes collaborative leadership that is 

managed through digital forums that increase collaborative 

problem solving. 

Ismail et al. [8] claim integration of various public service 

departments will provides collaborative leadership with ca-

pacity for real-time datafication surveillance and dataveil-

lance improving digital monitoring for preventing and de-

tecting crime in community policing. Khan & Rizvi [10] 

argue that innovative mobile based & web based programs 

can be useful in preventing and verification of documents in 

speedy mode. Mapping technology of facial recognition vigil 

assist prison administration for crowd management and ap-

propriate compliance of social distancing norms among 

prisoners. Also helps preventing and detecting any kind of 

illegitimate practices occurred among prisons. Useful in 

identifying crime professionals and victims of human traf-

ficking. Missing persons. And different kinds of organized 

crimes. 

Evidence from literature review suggest that integrating 

multidisciplinary database connected to vigil facial recogni-

tion technology in public places in Malawi, may greatly assist 

border posts detect transactions of money laundering, re-

ceiving stolen property and false asset declaration. Where 

there is element of conspiracy and inadequacy of different 

direct evidence or eye witness to specific crime [2]. With 

above development and advantages over use of integrated 

database for national security Catarina et al. [2] questions on 

how much power can be handed to AI systems, but also how 

can we ensure that the power given to the public authorities 

over individuals will be used exclusively in their best interest. 

Despite research based evidence in Malawi about collabo-

rative leadership through digital integration, the article argues 

the Phelemero Digital platform concept of community polic-

ing displays the potential of using advanced technology to 

integrating databases from key institutions like NRB (Na-

tional Registration Bureau), MRA (Malawi Revenue Author-

ity), MPS (Malawi Police Service), RTD (Road Traffic Di-

rectorate), Immigration, hospitals, MEC (Malawi Electoral 

Commission), Ministry of Education, TNM, and Airtel Ma-

lawi would provide a rich, interconnected data ecosystem that 

could dramatically enhance AI-driven investigations in Ma-

lawi [2]. The integration of all the mentioned departments will 

support the notion of digital monitoring by means of datafi-

cation surveillance and dataveillance which among other 

things will benefit law enforcement agents to benefit tracking 

stolen devices, investigating breaches of law, and overall 

national security [2]. 

The paper contends that digital integration promotes elec-

tronic data storage replication and dissemination thereby 

promoting data coding dataveillance and Surveillance. 

Therefore, integrating NRB, MEC, Immigration, and mobile 

provider databases: Stolen Phones/Computers: AI can trace 

ownership via SIM card registration (linked to NRB), usage 

patterns, and GPS data. Even if the device is resold, its reac-

tivation can trigger alerts. Fake Identities: AI can 

cross-reference national IDs, passports, and SIM card data to 

flag identity inconsistencies or fraud. Suspect Movement: 

Immigration and RTD data can be used to track suspect 

movement across borders or via vehicle owner-

ship/registration [2, 10, 15]. 

1) By linking mobile operators (TNM, Airtel) with law 

enforcement and immigration: AI can geolocate stolen 

devices or suspects based on cell tower triangulation or 

GPS. Communication patterns (metadata, not neces-

sarily content) can help trace criminal networks. SIM 

swapping, multiple IMEIs, and suspicious 

re-registrations are flagged automatically [2, 10, 15]. 
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2) MRA, banks, and vehicle registration (RTD) can be 

cross-referenced: AI can detect illicit wealth accumula-

tion or property purchases inconsistent with declared 

income (money laundering, tax evasion). Links stolen 

goods to the wider criminal economy (e.g., device 

smuggling rings) [2, 10, 15]. 

3) With access to education, hospital, and police data: AI 

can profile repeat offenders (mental health records, prior 

criminal cases, disciplinary issues). Predict high-risk 

zones or individuals based on data fusion (e.g., youth 

dropouts from Ministry of Education + high-crime are-

as). AI can map social graphs and identify gang affilia-

tions, cross-border networks, or terrorism risks [2, 10, 

15]. 

4) Via MEC, Immigration, and NRB: Prevent electoral 

fraud by verifying voter ID, death records (to prevent 

ghost voting), and dual registration. AI flags anomalies 

like underage registration, repeated votes, or biometric 

mismatches [2, 10, 15]. 

5) Police investigations become faster and more accurate 

— AI can generate suspect lists, vehicle traces, and asset 

maps in minutes. Helps automate investigation leads, 

e.g., if a stolen laptop pings a TNM tower with a new 

user linked to NRB data [2, 10, 15]. 

6) Everything from device IMEIs to education credentials 

can be validated through digital records. AI can detect 

fake academic records or employment fraud (e.g., forged 

university degrees or fake hospital work history) [2, 10, 

15]. 

7) AI systems can monitor for unusual behaviors (like bulk 

SIM registrations, erratic movement at borders, black-

listed IMEIs being reused) [2, 10, 15]. 

Integrating these databases enables a holistic, AI-powered 

investigative framework that boosts efficiency, accuracy, and 

speed in solving phone theft cases, while also reinforcing the 

role of community policing in Malawi‘s digital age [15]. 

Yasmine et al. [30] report that the hybrid approach not only 

improves sentiment classification accuracy but also effec-

tively processes large volumes of data in real-time. CCTV 

systems and AI automate the analysis of video footage, iden-

tifying suspicious behaviors and predicting areas at higher 

risk of crime. AI has further enhanced these capabilities, 

enabling more sophisticated models and analyze complex 

datasets, including real-time CCTV footage, demographic 

data and environmental factors. The article suggests more 

practical research on the topic of collaborative digital inte-

gration and how this may improve national security in Ma-

lawi. 

3.7. Overcoming Traditional Policing 

Challenges 

The platform addresses challenges such as limited physi-

cal presence of law enforcement in remote areas by provid-

ing a virtual space for reporting and communication. This is 

particularly important in regions with scarce resources, as it 

allows for continuous engagement and monitoring. 

3.8. Contextual Relevance in Malawi 

In Malawi, where community policing has been a corner-

stone of law enforcement since 1997, the Phelemero Digital 

Platform concept represents a modern evolution of this ap-

proach. It aligns with existing initiatives like Community 

Policing Forums and Neighbourhood Watch Groups, en-

hancing their effectiveness through digital means. The inte-

gration of ICT into community policing not only modernizes 

the approach but also addresses the unique challenges faced 

in rural and underserved areas. 

In brief, the Phelemero digital platform conceptual model 

of community policing is a pivotal development in Malawi's 

community policing strategy. By harnessing the power of 

ICT, it bridges the gap between citizens and law enforcement, 

fostering a collaborative environment for addressing security 

concerns. This initiative not only enhances public safety but 

also contributes to the broader goals of social cohesion, re-

source optimization, and community empowerment. Fur-

thermore, it is helping to show that collaborative digital inte-

gration may help to fill knowledge gaps in following areas (1) 

Cross-Sector Data Interoperability: No detailed explorations 

of linking databases across departments. (2) Collaborative 

Frameworks: Few studies outline how different institutions 

could share data, insights, or workflows in coordinated ways. 

(3) Technology Infrastructure: Beyond mobile apps, there's 

limited discussion on integrated backend systems and gov-

ernance structures. (4) Impact Evaluation: Further research 

could measure how true multi-departmental data integration 

influences crime rates, response times, and community trust. 

4. Dealing with the Right of Privacy in 

the Use of Technology 

While the Phelemero Digital Platform concept shows that 

use of technology has helped to improve citizen‘s integration 

at formal, informal and non-formal levels influencing partic-

ipatory democracy reducing the challenge of cynical with-

drawal of people from claiming of their rights [15]. The 

promotion on use of technology must not overlook at chal-

lenges of privacy [2]. Catarina et al. [2] reveal that adopting 

AI-powered surveillance systems expose population to an 

increased risk of power imbalance, based on the enabling of 

access to privileged information, on individuals‘ private lives 

collected within and feeding systems to provide intel to the 

public authorities, while the output information may be ex-

tremely relevant to predict, prevent and neutralize societal 

threats, it pushes the boundaries of personal privacy and be-

stows an immense amount of power on public authorities over 

individuals, which may lead to the undermining of democratic 

values and individual rights and liberties. 
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4.1. Malawi Data Protection Act 

Section 21(c) of Malawi Constitution; “Every person shall 

have the right to personal privacy, which shall include the 

right not to be subject to – (c) interference with private 

communications, including mail and all forms of telecommu-

nications”. In the management of the above right in Malawi, 

the Data Protection Act was enacted in 2024, assented to on 1 

February 2024, and came into force shortly afterwards. It 

provides a legal framework for protection of personal data 

(for natural persons), regulating how it‘s collected, processed, 

stored, shared, and moved. It designates the Malawi Com-

munications Regulatory Authority (MACRA) as the Data 

Protection Authority (DPA), giving it oversight responsibil-

ity. 

1) Part 1: Looks at preliminary of the Act and this explains 

the Application of the Data Protection Act. 

2) Part 2: Looks at the administration that includes; des-

ignation of data protection authority, functions of the 

authority, and power of the authority, advisory com-

mittees. 

3) Part 3: Looks at principles relating to the processing of 

personal data and it includes; personal data to be pro-

cessed lawfully, fairly, etc., purpose limitation, data 

minimization, data accuracy, storage limitation, data 

integrity and data confidentiality, principles for deter-

mining the validity of consent, provision of information 

to a data subject, provision of information to a data 

subject, processing of sensitive persona data, processing 

persona data of children and other legally incapacitated 

persons, and processing of personal data relating to 

criminal offences, convictions etc. 

4) Part 4: Looks at the rights of a data subject and this in-

clude; right to access personal data, right to data porta-

bility, right to rectification of personal data, right to 

erasure of personal data, right to restriction of pro-

cessing personal data, right to object, and automated 

decision making, derogations. 

5) Part 5: Looks at duties of a data controller and a data 

processor and they include; adherence to data protection 

principles, technical and organizational measures, rec-

ord of personal data processing activities, data protec-

tion impact assessment, joint data controller, regulation 

of the relationship between data controller and data 

processors, designation of data protection officer, and 

duties of data protection officer. 

6) Part 6: Looks at data security that include; security of 

personal data, and notification of personal data breach to 

data subjects. 

7) Part 7: Looks at cross border transfers of personal data 

and this include; cross-border transfer of personal data, 

adequacy of protection of personal data, and binding 

corporate rules, and certification mechanisms. 

8) Part 8: Looks at registration of data controllers of major 

importance and data processors of major importance and 

this include; registration of data controllers of signifi-

cant importance and data processors of significant im-

portance. 

9) Part 9: Looks at complaints and this include; complaints, 

suspension or cancellation of registration, exemptions, 

and compliance orders. 

10) Part 10: Looks at miscellaneous and this includes; 

appeal against decisions of the authority, civil remedies, 

obstruction interference with the authority, breach of 

confidentiality, offences committed by legal persons, 

firms etc., vicarious liability, regulations, and transi-

tional provision. 

4.2. Key Significances of Data Protection Act 

4.2.1. Protection of Citizens’ Privacy & Rights 

It ensures that individuals (data subjects) have rights over 

their personal data—rights such as accessing, correcting, or 

deleting their data, being informed how their data is used, and 

objecting to certain processing. This helps prevent abuses 

(unauthorized use, exposure, discrimination, etc.). Sensitive 

personal data (e.g. health, religion, ethnicity, biometric data, 

and political opinions) receives extra protection. Processing 

such data usually requires explicit consent [23, 26]. 

4.2.2. Fair, Transparent, and Accountable Data 

Handling 

The Act introduces principles such as lawfulness, fairness, 

transparency, purpose limitation, data minimization, storage 

limitation, integrity and confidentiality. Data controllers and 

processors are obliged to implement technical and organisa-

tional measures to protect data (e.g. security, preventing un-

authorized access or leaks) [23, 26]. 

4.2.3. Legal & Institutional Oversight 

Establishment of a Data Protection Authority gives Malawi 

a body to monitor compliance, enforce the law, handle com-

plaints and data breaches. It also is responsible for issuing 

guidelines, raising awareness, and engaging stakeholders. The 

Act also prescribes penalties for non-compliance and de-

mands registration of certain data controllers/processors, 

especially those of ―significant importance‖ (i.e. handling 

large volumes or sensitive data) [23, 26]. 

4.2.4. Promoting Trust and Confidence 

For citizens, knowing that there is a legal regime pro-

tecting their personal data builds trust in using digital ser-

vices (banks, healthcare, e-government, mobile services 

etc.). For private sector, having clarity about duties and 

legal expectations helps design their systems better, avoid 

legal risk, reduce potential reputational harm from data 

breaches [23, 26]. 

http://www.sciencepg.com/journal/ijls


International Journal of Law and Society http://www.sciencepg.com/journal/ijls 

 

345 

4.2.5. Supporting Digital Economy & International 

Alignment 

Helps create an enabling environment for digital innovation, 

e-commerce, and other tech-based services. Protection of 

personal data is increasingly a condition for cross-border 

business and data transfers. Aligning with international norms 

(GDPR-like or other global data protection standards) helps 

Malawi trade, attract investment, and collaborate more con-

fidently with external partners who require such protections 

[23, 26]. 

4.2.6. Human Rights Dimension 

The right to privacy is recognised as a fundamental human 

right. The Act expressly treats data protection not just as 

technical/security matter but as a human rights issue [23, 26]. 

4.2.7. Mitigating Risks of Data Breaches & Abuse 

In an era with frequent cyberattacks, identity theft, misuse 

of data for fraud, or manipulation of personal information, 

having formal legal standards helps reduce vulnerabilities. 

The law obliges entities to notify authorities (and potentially 

affected persons) in case of breaches, so mitigation can hap-

pen [23, 26]. 

4.3. Possible Challenges of Data Protection Act 

While it's very positive overall, there are some challenges 

or things to watch out for: 

4.3.1. Awareness & Capacity 

Because the law is new, many entities (private and public) 

may not yet fully understand their obligations. Training and 

awareness campaigns are necessary. 

Kumwenda [15] argue that there is need for researchers to 

do more research on mitigating factors over misuse and 

abuse of information communication technology and Arti-

ficial Intelligence. For example, citizens must be sensitized 

about the Data Protection Act as well as offences that may be 

committed when using information communication tech-

nology under the Malawi electronic transaction Act 2016, 

such as section 78, administering domain name without 

authority. Section 83, search warrants by courts. Section 84, 

unauthorized access, interception or interference with data. 

Section 85, child pornography. Section 86, prohibition of 

cyber harassment. Section 87, prohibition of offensive 

communication and many more as guided by section 21 of 

Malawi Constitution. 

4.3.2. Resources for Enforcement 

The DPA needs sufficient resources (skilled staff, technical 

capability, budget) to effectively monitor compliance, inves-

tigate breaches, apply penalties. 

4.3.3. Balancing with Other Rights & Needs 

For example, between privacy and legitimate public inter-

ests (security, public health, law enforcement). There will 

need to be clear rules or exemptions. 

4.3.4. Cross-border Data Flows 

As data increasingly moves across national boundaries, 

ensuring safe cross-border transfers is complex. Malawi‘s law 

will need to provide mechanisms for that. 

Findings in a study by Bronstein [1] in the Republic of 

South Africa argue that the absence of collaborative govern-

ance mechanisms in the Data Protection Act (POPIA) con-

stitutes a missed opportunity to build a culture of enhanced 

data protection in South Africa. The Information Regulator 

has the task of giving many exemptions and prior approvals 

under the Act. The newly constituted Information Regulator 

will find itself exposed as it faces a particularly difficult 

mandate. 

Similarly, results by Netshakhuma [17] in the Republic of 

South Africa showed that most of the participants were not 

aware of the POPIA, lack of collaboration between the legal 

practitioners, records managers and archivist. Internal control 

systems with Information Communication Technology (ICT) 

need to be in in place to provide information integrity and the 

value of international integrity with regard to the international 

students and staff. The Social implications is that if The 

POPIA is not properly implemented, can contribute to the 

violation of information integrity of the international students 

with regard to research and cultural exchange programme. 

Furthermore, it can affect SA trade relations with the Euro-

pean countries as it is a requirement for non- European 

countries to comply with the European Union General Data 

Protection Regulations (GDPR). 

Similarly, findings match with results in a study by 

Chimboza and Smith [3] in The Republic of South Africa that 

lack of technical measures to combat the abuse of personal 

information, limited awareness of the implications of POPIA 

compliance on organisations, and organisations' resource 

constraints are some factors that exacerbate the complexity of 

the regulatory environment. Through interviews in seven 

organisations, including tourism, banking, retail, healthcare, 

fintech, and technology, the study found that POPIA com-

pliance affects organisations at the people, process, and 

technological levels. 

Research findings by Raji et al. [20] reveal that in Africa 

comparing the enforcement approaches among different Af-

rican countries, the findings can shape future regional policy 

and data protection practices. 

Study findings in Kenya by Juma & Faturoti [7] and Deo 

Shao et al. [4] indicate that Kenya has achieved measurable 

progress in data protection enforcement whereas Nigeria is 

still grappling with foundational issues. Despite these 

contrasts, both countries show alignment with global data 

protection norms such as the GDPR, offering a foundation 

for growth. The paper recommends targeted strategies to 
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reinforce enforcement, including increasing institutional 

autonomy, expanding public education efforts, and build-

ing stronger technical capacity. Similarly, Modilim et al. 

[16] in Nigeria, findings reveal that while the NDPA sig-

nificantly strengthens Nigeria's data protection regime 

through the establishment of the independent Nigeria Data 

Protection Commission (NDPC), expanded data subject 

rights, and formalized cross-border data transfer protocols, 

substantial challenges remain in regulatory independence, 

judicial efficiency, and emerging technology governance. 

The article concludes by proposing forward-looking policy 

recommendations to enhance Nigeria's digital privacy 

framework, particularly in addressing AI governance, cy-

bersecurity integration, and global data flow adequacy 

requirements to position Nigeria as a regional leader in data 

governance. 

Study findings by Ochang et al. [5] show that institutions 

that make or create data and monitor governance laws beyond 

data protection, that can generate evidence-based research for 

data governance and that can facilitate Findable, Accessible, 

Interoperable, Reusable (FAIR) data are lacking in Africa. 

They also demonstrated that whereas data protection regula-

tions are gaining traction in Africa, most established institu-

tions created to monitor compliance and enforcement are yet 

to operate independently of government control. This lack of 

independence grossly affects effectiveness at different levels. 

Furthermore, the findings show that both private and public 

data-driven entities that should apply data governance prin-

ciples to their processing workflows are yet to establish data 

governance roles within their organisations. 

5. Conclusion 

In conclusion, current study findings on Phelemero Digital 

platform concept of community policing underscores the fact 

that future developments may include the creation of ―Smart 

cities‖, where integrated ICT systems help law enforcement 

and citizens manage community policing activities that may 

range from managing, detecting and preventing crime 

through the use of sensors and connected infrastructure. Such 

systems would provide real-time data to officers, improving 

the coordination of emergency responses. The value contri-

bution of the Phelemero Digital platform concept of commu-

nity policing is that it reveals the versatility of technology 

whereby technology has the capacity to integrate citizens at 

formal informal and non-formal levels on various virtual 

platforms ranging from police led initiated surveillance pro-

jects, citizen led initiated surveillance projects as well as 

do-it-yourself activities that promote storage replication and 

dissemination of information that allows wide participation 

facilitating global digital socialization and interaction allow-

ing people claim for their rights. In this case technology al-

lows building social cohesion, collective efficacy and com-

munity guardianship promoting transparency and accounta-

bility thereby helping to reduce corruption. The Phelemero 

Digital platform concept shows that technology has power to 

rally citizens to participate in claiming for their security rights 

moving away from cynical withdraw as speculated by Par-

ticipatory Democracy theory. Furthermore, technology has 

power to integrate people on formal informal and non-formal 

participatory transactions drifting away from assumptions and 

criticisms of the Social disorganization Theory that empha-

sized on formal aspects of official interactions. The Phe-

lemero Digital platform concept of community policing 

supports the notion that technology provides improved 

channels of communication that gain transparency and ac-

countability promoting wide participation that helps to reduce 

corruption. 
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