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Abstract

Mobile Ad-hoc Networks (MANETs) are decentralized, self-organizing wireless networks that operate without fixed
infrastructure. Despite their flexibility, they are highly susceptible to congestion and black hole attacks, which significantly
degrade throughput, packet delivery ratio (PDR), and overall Quality of Service (QoS). This paper introduces an enhanced hybrid
routing protocol Black Hole and Congestion Overcome AOMDYV (IH-AOMDYV) as an optimized extension of the Ad-hoc On-
Demand Multipath Distance Vector (AOMDYV) protocol. The proposed approach integrates congestion awareness and security
mechanisms by combining throughput-based congestion detection with sequence-number-based route validation to identify and
isolate congested and malicious nodes in real time. Simulation experiments conducted in NS2.35 across a 1000x1000 m network
with 15-35 nodes demonstrate that IH-AOMDYV achieves up to 90—100% throughput, improves the packet delivery ratio by 35%,
reduces end-to-end delay by 45%, and decreases packet loss by approximately 40% compared to standard AOMDYV. The results
confirm the robustness, scalability, and adaptability of I[H-AOMDY, establishing it as a reliable routing framework for secure
and congestion-free MANET communication in dynamic environments such as military, vehicular, and disaster response
networks.
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1. Introduction

Mobile Ad-hoc Networks (MANETS) represent a vital in- communication due to their infrastructure-less, self-configur-
novation in decentralized wireless communication. They are ing, and highly flexible nature. However, their inherent dy-
widely used in military coordination, emergency rescue, and namic topology poses significant challenges in ensuring relia-
intelligent transport systems. Mobile Ad-hoc Networks (MA- ble communication. The frequent movement of nodes intro-
NETs) have emerged as a critical enabler of modern wireless duces unpredictability in routing paths, which can result in
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congestion, packet loss, and vulnerabilities to malicious activ-
ities such as black hole attacks. Congestion within MANETSs
often leads to degraded performance through excessive delays,
reduced throughput, and packet drops, which collectively un-
dermine the efficiency of the network. Similarly, black hole
attacks where malicious nodes intentionally drop packets
threaten the integrity and security of data transmission. These
challenges highlight the urgent need for robust routing solu-
tions that can adapt to changing network conditions while
safeguarding against both congestion and security threats.

However, MANET performance is affected by congestion
and security threats such as black hole attacks. Congestion
leads to packet delays and loss, while black hole attacks occur
when malicious nodes absorb and discard packets, disrupting
communication. The Ad-hoc On-Demand Multipath Distance
Vector (AOMDV) protocol establishes multiple disjoint paths
but lacks mechanisms to differentiate congested from mali-
cious nodes. This study is motivated by the necessity to de-
velop areliable, congestion-aware, and attack resistant routing
protocol capable of dynamically identifying congestion-prone
nodes and malicious activities during the route discovery pro-
cess. By proactively detecting and avoiding such nodes, the
proposed solution seeks to guarantee efficient packet delivery,
minimal delay, and enhanced resilience against attacks. Ad-
dressing these challenges not only contributes to improved
network performance but also strengthens the trustworthiness
of MANETS for critical real-world applications such as emer-
gency response, military operations, and intelligent transpor-
tation systems. This research proposes an enhanced AOMDV
variant IH-AOMDYV that integrates congestion and attack
awareness for improved reliability and security.

Although numerous extensions of AOMDY have been pro-
posed, such as ECAOMDYV and FF-AOMDY, these solutions
address either congestion or security issues independently.
The proposed IH-AOMDYV distinguishes itself by simultane-
ously mitigating congestion and black hole attacks through a
dual-layer detection framework. The main contributions of
this study are as follows: (1) a Packet drop-driven congestion
detection scheme, (2) a sequence-number anomaly detection
mechanism for attack isolation, (3) hybrid path selection en-
suring security and reliability, and (4) comprehensive NS2.35-
based performance evaluation.

1.1. Background and Motivation

Mobile Ad-hoc Networks (MANETSs) have emerged as a
critical enabler of modern wireless communication due to
their infrastructure-less, self-configuring, and highly flexible
nature. However, their inherent dynamic topology poses sig-
nificant challenges in ensuring reliable communication. The
frequent movement of nodes introduces unpredictability in
routing paths, which can result in congestion, packet loss, and
vulnerabilities to malicious activities such as black hole at-
tacks.
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Congestion within MANETSs often leads to degraded per-
formance through excessive delays, reduced throughput, and
packet drops, which collectively undermine the efficiency of
the network. Similarly, black hole attacks where malicious
nodes intentionally drop packets threaten the integrity and se-
curity of data transmission. These challenges highlight the ur-
gent need for robust routing solutions that can adapt to chang-
ing network conditions while safeguarding against both con-
gestion and security threats.

This study is motivated by the necessity to develop a relia-
ble, congestion-aware, and attackresistant routing protocol ca-
pable of dynamically identifying congestion-prone nodes and
malicious activities during the route discovery process. By
proactively detecting and avoiding such nodes, the proposed
solution seeks to guarantee efficient packet delivery, minimal
delay, and enhanced resilience against attacks. Addressing
these challenges not only contributes to improved network
performance but also strengthens the trustworthiness of MA-
NETs for critical real-world applications such as emergency
response, military operations, and intelligent transportation
systems.

1.2. Statement of the Problem

Congestion in MANETSs arises from frequent node mobility,
limited bandwidth, and dynamic traffic patterns, resulting in
packet queuing, increased delay, and packet drops. When con-
gested nodes are included in selected routes, the performance
of AOMDV degrades significantly, leading to reduced
throughput and unreliable communication. Simultaneously,
black hole attacks further compromise the network by allow-
ing malicious nodes to falsely advertise fresh routes during the
discovery phase. These nodes attract data traffic only to delib-
erately drop packets instead of forwarding them, which not
only reduces packet delivery but also exacerbates congestion
across alternate paths. The core problem, therefore, is the ina-
bility of the standard AOMDYV protocol to differentiate be-
tween reliable nodes and nodes affected by congestion or ma-
licious behaviour during the route discovery process. This re-
sult in inefficient path selection, packet loss, increased latency,
and reduced reliability. To ensure dependable communication,
MANETs require a mechanism within AOMDYV that can:

1) Detect and avoid congested nodes in real time to mini-

mize delays and packet drops.

2) Identify and isolate black hole nodes that intentionally
disrupt packet forwarding.

3) Integrate congestion-awareness and security measures
into the path selection strategy, ensuring that only stable,
reliable, and attack-free routes are chosen.

Without addressing these issues, MANET performance will
remain vulnerable to instability, reduced quality of service,
and compromised security severely limiting its applicability
in mission-critical domains such as disaster recovery, military
coordination, and vehicular communication systems.
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1.3. Objectives

General Objectives
To design and evaluate a hybrid multipath routing frame-
work that enhances efficient, secure, and congestion-free
communication in mobile ad hoc-networks.
Specific Objectives
1) Analyze existing routing protocols and their limitations.
2) Design a hybrid multipath routing algorithm.
3) Develop mechanisms to detect and mitigate black hole
attacks.
4) Simulate and evaluate the framework using standard per-
formance metrics.
5) Compare results with existing routing approaches.

2. Related Works

Several studies have explored congestion control, secure
multipath routing, and black hole attack mitigation in MA-
NETs using analytical, optimization-based, and hybrid tech-
niques [4,6-8,11-18, 20-24, 28-31]. Previous studies, includ-
ing ECAOMDY and FF-AOMDY, have addressed energy and
congestion issues but fail to detect black hole attacks. En-
hanced Local Multicast AOMDV and Queue Length Aware
AODV mitigate congestion but remain vulnerable to mali-
cious packet drops. No approach simultaneously handles con-
gestion and black hole attacks. The proposed IH-AOMDV
fills this gap by integrating both congestion detection and at-
tack mitigation.

Several approaches have been proposed to address conges-
tion and improve routing in AOMDY, but none have effec-
tively tackled both congestion and black hole attacks simulta-
neously. While congestion control mechanisms exist, they
mostly focus on metrics such as buffer size, queue length, re-
sidual energy, and bandwidth. However, these mechanisms do
not specifically detect black hole attacks, where nodes may
deliberately drop packets, exacerbating congestion and caus-
ing severe network disruptions. Kancharakuntla and El-Ocla
proposed an Energy-Based Routing (EBR) approach that en-
hances multipath AOMDYV routing by integrating black hole
attack detection with congestion avoidance mechanisms.
Their method leverages parameters such as Time-To-Live
(TTL) and Round-Trip Time (RTT) to identify abnormal rout-
ing behavior and improve data forwarding reliability. While
EBR demonstrates improved resilience against black hole at-
tacks and better congestion handling, its dependency on tim-
ing-based metrics introduces additional routing overhead and
may affect performance under highly dynamic network con-
ditions [9].

To address both black hole and gray hole attacks, Yazdany-
poor et al. introduced a hybrid detection framework that com-
bines multiple defensive strategies for attack mitigation in
MANETs. Their approach improves detection accuracy by
correlating routing behavior and forwarding patterns, thereby
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enhancing network security. However, the integration of mul-
tiple detection mechanisms increases system complexity,
which may limit scalability and ease of deployment in re-
source-constrained ad-hoc environments [10]. In 2024, the
TBSMR protocol, published in the Journal of Advanced
Trends in Information Technology (JATIT), presented an
adaptive multipath routing solution that jointly manages con-
gestion and routing anomalies. The protocol employs anomaly
scoring techniques to distinguish between normal congestion-
induced behavior and malicious activities. Although TBSMR
improves routing stability and attack resilience, the computa-
tional cost associated with continuous anomaly evaluation
may impact node performance, especially in dense MANET
scenarios [19]. A more intelligent routing paradigm was intro-
duced through H-MAntnetSVM, a machine-learning-assisted
hybrid routing protocol, reported in ScienceDirect. This ap-
proach integrates Ant Colony Optimization with Support Vec-
tor Machine (SVM) classifiers to detect black hole attacks
while simultaneously addressing congestion issues. Despite
its high detection accuracy and adaptive routing capability, the
protocol relies heavily on training data and introduces ma-
chine learning overhead, which may not be suitable for nodes
with limited processing power [25].

Similarly, research published in Krishikosh eGrantha ex-
plored a genetic algorithm-based distributed detection frame-
work that optimizes routing decisions for both security and
performance enhancement. By dynamically evolving routing
paths, the approach improves resistance to black hole attacks
and congestion. However, the optimization process increases
computational complexity, which can lead to higher energy
consumption and processing delays in MANET nodes [26].
Further advancements were presented by Tandfonline through
a mobility- and congestion-aware routing protocol that incor-
porates black hole mitigation strategies. This protocol en-
hances route stability by considering node mobility patterns
alongside congestion metrics. While the approach strengthens
network reliability and security, it introduces a tradeoff be-
tween throughput optimization and the level of security en-
forcement, particularly under high-mobility conditions [27].
In contrast to existing methods, the proposed IH-AOMDV
protocol introduces a hybrid dual-layer design that simultane-
ously addresses congestion control and black hole attack mit-
igation. By integrating throughput-based congestion detection
with sequence-number-based route validation, IH-AOMDV
achieves improved routing reliability while minimizing false
positives and overhead. This work aims to overcome the lim-
itations observed in prior protocols by balancing security, per-
formance, and scalability in dynamic MANET environments
(This Work, 2025).

Most of the existing research does not provide a clear
method to identify or isolate congested nodes or malicious
nodes in the network. In particular, none of the studies re-
viewed utilize a higher sequence number mechanism during
the RREP phase to filter out congested or malicious nodes.
The absence of such mechanisms in current protocols leaves
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them vulnerable to both congestion issues and black hole at-
tacks. In this work, we aim to fill this gap by proposing a hy-
brid congestion and attack-aware AOMDYV protocol. This pro-
tocol incorporates a congestion detection mechanism based on
packet drop (PD) measurements and uses higher sequence

numbers to discard packets from congested or black hole
nodes during the route reply process. By addressing both con-
gestion and malicious attacks, our approach ensures more re-
liable and efficient routing in MANETSs.

Table 1. Summary of Related work.

Protocol Focus

ECAOMDV Energy-aware congestion control

FF-AOMDV Fast failover mechanism

QLA-AODV Queue-length based congestion

ML-AOMDV Machine learning detection

EBR Detect blackhole attacks, multipath AOMDY,
congestion avoidance

Hybrid Detection Bl.ack hole.& gray hole attack mitigation, hy-
brid detection

TBSMR Adaptive multipath routing with conges-

H-MAntnetSVM

tion/anomaly management

ML-assisted hybrid routing for congestion &
blackhole detection

GA & Distributed Genetic algorithm-based hybrid routing for
Detection security & performance
Mobility & Conges-  Enhances routing with mobility & congestion

tion-Aware Routing

awareness and blackhole mitigation

IH-AOMDV (Pro-

posed) Congestion & black hole mitigation

Gap in the Related Work

Existing MANET routing protocols commonly address
congestion control and security independently, resulting in
performance degradation when both issues occur simultane-
ously. Congestion-aware schemes often ignore black hole at-
tacks, whereas security-focused approaches neglect traffic dy-
namics, leading to reduced throughput and increased delay.
Additionally, several hybrid solutions rely on machine learn-
ing, anomaly scoring, or optimization techniques, which in-
troduce significant computational and energy overhead. Tim-
ing-based detection methods further suffer from false posi-
tives, particularly under high mobility, where congested nodes
are incorrectly identified as malicious.

The proposed IH-AOMDV overcomes these limitations
through a lightweight dual-layer routing framework that sep-
arates congestion management from security validation. Con-
gestion is detected using throughput-based metrics, while
black hole detection is achieved through sequence-number
validation constrained by an adaptive threshold, Arbta max,
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Limitation Year Reference
Vulnerable to black hole attacks 2022 [2]
Ignores malicious nodes 2023 [5]

No attack detection 2023 [1]

High computation cost 2024 [3]

May add extra overhead, TTL/RTT 2002 [9]
dependent

Complexity in integration of multi- 2004 [10]

ple defenses

Compu?atlonal overhead for anom- 2004 [19]

aly scoring

Requires training data, ML over- 2025 [25]

head

Opumlzatlon may increase compu- ¢ [26]

tation

Tradeoff between security & 2025 [27]
throughput

Hybrid dual-layer design 2025 This Work

which defines the maximum acceptable deviation from ex-
pected sequence-number growth. This threshold-based valida-
tion enables accurate discrimination between congested and
malicious nodes, significantly reducing false positives. By
avoiding complex learning or optimization mechanisms, IH-
AOMDYV achieves improved throughput, lower delay, and
higher packet delivery ratio with minimal overhead, making it
well suited for dynamic MANET environments.

3. Proposed Methodology

TH-AOMDYV enhances AOMDYV by adding congestion and
attack detection mechanisms. Each node computes PD to
identify congestion, while sequence-number analysis filters
black hole nodes. Nodes with abnormal sequence numbers or
greater than zero PD are excluded during route discovery. The
hybrid method ensures selection of stable, congestion-free,
and attack-free paths.

Algorithmic (Pseudo Code)

Initialize: Set rrep from congested node and/or BHA as the
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first route reply (HSNo > DSNo).

SN broadcasts RREQ.

If (RREQ reaches destination) {

Send RREP to SN }

Else if (RREP sent to source node) {

Perform RREP lookup (nsaddr, rrepid);

/

Return;

Else if (rrep-dsno > dsno * max Arbt) {

RREP comes from a congested node and/or BHA;

Remove RREP from routing table,

/

Else if (rrep_sno > rt_dsno) {

Purge RREP from routing table;

Update routing table;

Forward data packets to destination node;

/

End if;

Where: HSNo = Highest Sequence Number, DSNo = Desti-
nation Sequence Number;

3.1. The Architecture of the Proposed Solution

The proposed architecture aims to minimize congestion and
mitigate black hole attacks in the AOMDYV (Ad hoc On-de-
mand Multipath Distance Vector) routing protocol in MA-
NETs. The solution identifies and handles congested nodes
(CN) and black hole attacks (BHA) by using sequence number
modifications, Packet drop analysis to prevent the adverse ef-
fects caused by these network issues. Specifically, the archi-
tecture enables the source node to recognize and reject false
route replies (RREP) originating from congested or malicious
nodes. The architecture incorporates the modifications to

AOMDV for identifying and mitigating the effects of both
congested nodes and black hole attacks.

The architecture incorporates the modifications to AOMDV
for identifying and mitigating the effects of both congested
nodes and black hole attacks. The architecture is based on the
following steps:

1. Route Discovery Process: The source node broadcasts an
RREQ packet to neighbouring nodes, including potential con-
gested nodes. The congested node responds with a forged
RREP that contains a high sequence number.

2. PD Calculation: The modified algorithm, [H-AOMDV
(Congestion-Black hole attack Aware AOMDYV), calculates
the packet drop (PD) of each intermediate node during the
route discovery process. If the packet drop of a node is greater
zero (indicating congestion), the algorithm triggers a sequence
number modification.

3. Sequence Number Analysis: 1f an RREP from an inter-
mediate node contains a sequence number (HSNo) that is
higher than the destination sequence number (DSNo) in the
routing table, it is considered suspicious. This may indicate
either congestion or a black hole attack, and the source node
discards such RREP messages.

4. Discarding Forged REP: When a forged RREP is de-
tected, the source node removes the congested or malicious
node from the route and triggers a fresh route discovery pro-
cess.

5. Selecting Fresh Routes: The source node will then select
valid and non-congested paths for data transmission, ensuring
that data is sent through reliable nodes. This architecture
works by ensuring that data packets are only forwarded
through nodes that have been validated as not being congested
or malicious, thus maintaining the overall network perfor-
mance and reliability.

IH-AOMDV

Proposed Protocol

Routing

-
CHECK ROUTING
Table

TABLE =

If (rrepdsno > dsno in RT)

Discard the req

Update route information

/@@

®®®
o @
@

Source Node

‘ Congested Node
| Destination Node

MN  Malicious Node
[N

] Normal Node

Figure 1. Architecture of Proposed Solution.
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3.2. Algorithm Workflow and Detection Logic

Proposed Solution and Workflow

CN and BHA Detection: The IH-AOMDYV algorithm com-
putes the PD for each node, ensuring that any node with
greater zero PD (indicating congestion and BHA respectively)
is detected and removed from the routing table.

Sequence Number Adjustment: The IH-AOMDY algorithm
multiplies the sequence number of congested nodes and BHA
by an arbitrary threshold (Arbtmax) to distinguish these nodes

from healthy ones. This adjustment helps prevent the source
node from selecting congested or malicious routes.

Discarding Suspicious RREP: The source node compares
the RREP’s sequence number with the destination sequence
number. If the difference exceeds a certain threshold, it indi-
cates that the RREP might be forged either by a congested
node or a black hole attacker. In such cases, the source node
discards the suspicious RREP and initiates a new route dis-
covery process.

_PJ--F

-\-\"—\- v
Ye:
e

= Wext hop =Destination hep

Establish Multiple path and Send
RREP to source node

-

"'\-\_._\__ e
g
N
Ercadeast REQ Till Keach Destination “x\
node Y
" 13 the paclkets ™ ¥
S\ dmppe?
_,.-"/
-

Discard RREQ

Figure 2. Flow Chart of the Proposed IH-AOMDYV Algorithm.

To formulate a mathematical equation for a threshold Ar-
btmax on sequence numbers that helps avoid false positives
for detecting blackhole and congested nodes in a routing pro-
tocol (e.g., MANET), we need to consider a few key concepts:

1. Sequence number behavior: Legitimate nodes increment
sequence numbers based on their routing updates. Malicious
or misbehaving nodes (like blackholes) might advertise unu-
sually high sequence numbers.

2. Threshold definition: Arbtmax serves as a cutoff; if a
node advertises a sequence number higher than Arbtmax rela-
tive to what is expected, it can be considered suspicious.

Step 1: Define expected sequence number

Seq_expected(i) = Seq_last_received(i) + avg(i)

Where:
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Seq last received(i) = last valid sequence number received
from node

avg(i) = average increment of sequence number per update
from node

Step 2: Define threshold Arbtmax

Arbtmax(i) = Seq_expected(i) + a.oi

Where:

oi = standard deviation of sequence number increments
from node (measuring normal variation)

o = sensitivity factor (e.g., 2-3 for 95-99% confidence)

Step 3: Detection rule

A reply is considered suspicious if:

Seq {received}(i) > Seq_{received}(i) +Arbtmax(i)

Otherwise, the node is treated as normal.
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4. Simulations and Evaluation

The simulation results confirm that the proposed Black
Hole and Congestion Overcome AOMDV (IH-AOMDYV) pro-
tocol substantially improves routing efficiency, network sta-
bility, and security performance in Mobile Ad-hoc Networks
(MANETS:). The experiments conducted in NS2.35 under var-
ying node densities (15-35 nodes) within a 1000 x 1000 m
area, with IEEE 802.11 MAC and Random Waypoint mobility
model, demonstrate its superiority over standard AOMDV
across all key metrics: throughput, packet delivery ratio
(PDR), average end-to-end delay, and packet loss.

Table 2. Set up of Simulation Parameters.

Parameter Value

Simulator NS-2.35

Routing Protocol AOMDYV and IH-AOMDV

Network area 500m*500m
Traffic type CBR

Platform Ubuntu 20.04
mobility Random Waypoint
Graphing Utility Microsoft Excel
Connection Type UDP

Number of nodes 15,25,35

Simulation time(ms) 20, 40, 60, 80, 100ms

5. Discussion

These performance trends are consistent with earlier MA-
NET routing and security studies reported in the literature [6,
7,11, 12, 14, 20, 21, 23, 29].

5.1. Throughput Performance

The IH-AOMDY protocol achieved a throughput of 90—100
units, compared to 35-50 units for standard AOMDYV, repre-
senting an 85% improvement. This enhancement results from
integrating real-time congestion monitoring and sequence-
number-based validation, which filters out unreliable or mali-
cious nodes before data transmission begins. These mecha-
nisms maintain stable communication even under high node
mobility and dynamic link conditions. Similar findings were
observed in congestion-aware routing studies such as Kumar
et al. and Vijayakumar et al., which emphasize that multipath
routing combined with congestion estimation yields signifi-
cant throughput improvement.

Number of Received packet " 8

1000

Throughput =

Stop time—start time
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Throughput vs. Simulation Time Analysis

In Figure 3, the result shows that the Black Hole Attack and
Congestion Overcome AOMDYV (IH-AOMDYV), an enhanced
form of AOMDYV, consistently achieves higher throughput
than the standard AOMDYV. While IH-AOMDYV sustains val-
ues between 90— 100 units across the simulation, AOMDV
gradually declines to about 35 units, indicating the enhanced
protocol’s superior efficiency, stability, and resilience against
black hole attacks and congestion.

Throughput for 35 Nodes
=
= 100 //'“"--__
o 80 —
£ 60 7 —
bo 40 7 —
20
S 0 y
o Simulati
= on
K =
= Time(se 20 40 60 80 100
)
|—IH—AOMDV 1] 59.676 50.351 50.351 55.86 57.664
|— AOMDV ] 57.345 47.245 | 47.245 47.356 35.005

Figure 3. Throughput vs. Time for 35 nodes.

Throughput vs. Number of Nodes

In Figure 4, the performance analysis of throughput for
AOMDYV and IH-AOMDYV is shown for a 100-second simula-
tion time with varying node numbers. IH-AOMDV consist-
ently outperforms AOMDYV in terms of throughput, especially
for higher node numbers. After 25 nodes, both protocols begin
to decrease, but IH-AOMDYV remains more balanced, show-
ing that IH-AOMDYV is better equipped to handle increased
network traffic, congestion, and black hole attacks compared
to AOMDV.

Throughput for 100 seconds

70
60
50
40
30
20
10

0o £~

Throughput

25 35

25215
58423

25.005
57.664

20.025
51.802

|—AOMDV 0
|—IH—AOMDV 0

Figure 4. Throughput vs. Nodes at 100 seconds.

5.2. Packet Delivery Ratio (PDR)

The TH-AOMDV protocol increased PDR by approxi-
mately 35-40% compared to AOMDV. This is primarily be-
cause the enhanced protocol intelligently avoids congested or
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compromised nodes, ensuring consistent packet forwarding.
The sequence-number validation mechanism identifies abnor-
mally high sequence responses that typically signal malicious
nodes attempting to attract traffic. Consequently, only stable
and trustworthy paths are selected for communication, mini-
mizing packet drops and maintaining end-to-end reliability.
This approach aligns with the findings of Gupta et al. and Li
& Yang, who noted that combining multipath routing with se-
curity metrics substantially improves data delivery efficiency
in dynamic topologies.

Received packet

Packet Delivery Ratio(PDR) = * 100

Send packet

Packet Delivery Ratio vs. Simulation Time

Figure 5, compares the PDR of AOMDYV and IH-AOMDV
with 35 nodes and varying simulation times. The PDR of IH-
AOMDYV increases with increasing simulation time, as it success-
fully avoids congested paths and black hole attacks. The IH-
AOMDYV protocol performs better because it carefully selects al-
ternate paths that avoid both congestion and malicious nodes. The
packet loss in AOMDYV increases because it does not have the
mechanism to detect and avoid congested or malicious nodes,
causing the PDR to decrease as simulation time increases.

with 100 seconds of simulation time and varying node num-
bers. The increasing node count leads to higher network con-
gestion and more black hole attacks, causing packet loss.
However, IH-AOMDV outperforms AOMDYV by avoiding
congested and malicious nodes, ensuring higher packet deliv-
ery and improving network reliability.

5.3. End-to-End Delay Analysis

In terms of latency, IH-AOMDYV demonstrated a 45% re-
duction in average end-to-end delay relative to AOMDYV. The
hybrid framework minimizes route rediscovery events caused
by congestion and malicious attacks by preemptively discard-
ing unstable links. This proactive decision-making enables
more consistent data flow and lower queuing delays. The ob-
served improvement also supports the assertion by Sharma &
Kapoor that integrating congestion awareness into routing
protocols can drastically decrease overall network delay in
dense or mobile environments.

packet duration = end time — start time

packet duration )

Avg of E2ED = z (
n=1

recevied number of packet

Average End-to-End delay vs. Simulation Time

PDR for 35 Nodes Figure 7 demonstrates the delay trend for 35 nodes. The be-
160 haviour mirrors that observed for 25 nodes, with AOMDYV ex-
10 S — periencing a sharp increase in delay after 20 seconds due to
o 100 / network congestion and attack-related issues. IH-AOMDV
E i [ T~ continues to show better performance by managing conges-
&0 /7 — : . s ;
20 //’/ tion effectively and avoiding the negative effects of black hole
O ol attacks, thus keeping the delay lower.
on
Time(se 20 40 60 80 100
o)
|—IH—AOMDV 0 77.65 85.5 85.5 86.87 89.67
|[—aowmpv 0 724 | 5765 | 4893 | 4257 | 32.96 AEZ2ED for 35 Nodes
60
. . . ) =0
Figure 5. Packet Delivery ration vs. Time for 35 NODES. E e /f
I —
< 10 ﬁ/’ g—
PDR for 100 Seconds % [ Simulati
100 m::(se 20 0 60 80 100
gg c)
o P [— oMV 0 1134 | 1702 | 2669 @ 27.65 | 2923
0 ig P |—AOMDV 0 22,78 27.85 37.85 48.81 49.39
e
a = ~
0 = Figure 7. Avg End-to End-delay vs. Times for 35 Nodes.
N”Nrgz‘;;(’f 15 25 35
|—AOMDV 0 33.32 59.6 08.96
[ tconomoy : s il i Average End-to-End Delay vs. Number of Nodes

Figure 6. PDR Vs Nodes at 100 seconds.

Packet Delivery Ratio vs. Number of Nodes
Figure 6 compares the PDR for AOMDV and [H-AOMDV
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Figure 8 presents the E2ED results at 100 seconds. The per-
formance gap between [H-AOMDYV and AOMDYV becomes
even more pronounced, with AOMDYV suffering from higher
delays due to congestion and black hole attacks. [H-AOMDV
remains efficient, maintaining lower delays even at higher
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simulation times and node numbers due to its advanced con-
gestion management and attack detection capabilities.
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Figure 8. Avg EZED vs Nodes for 100seconds.

5.4. Packet Loss Rate

Packet loss was reduced by nearly 40% in IH-AOMDV
compared to AOMDV. This improvement stems from the al-
gorithm’s dual-layer detection of both congestion and black
hole behavior. By monitoring throughput and identifying se-
quence number anomalies, the protocol isolates problematic
nodes early, preventing retransmissions and link failures. This
reliability enhancement aligns with the hybrid secure routing
strategies proposed by Nashit et al. and Alshahrani et al.,
which also report that integrated congestion-security mecha-
nisms are essential for robust MANET routing.

Packet Loss = Total Packet Sent —
Total Packet Received

Packet Lost Ratio For 100 seconds
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Figure 9. Packet lost in 100 seconds for both protocol.

Packet loss vs. Number of Nodes

Figure 9 illustrates packet loss at 100 seconds. As with the
previous figures, AOMDYV experiences a sharp increase in
packet loss due to congestion and black hole attacks, while TH-
AOMDYV continues to minimize packet loss by selecting the
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most reliable, non-congested, and non-malicious paths. IH-
AOMDV's ability to avoid black hole nodes and congested
paths allows for more reliable communication, even with an
increasing number of nodes and longer simulation times.

Packet loss vs. Simulation Time

Figure 10 displays the performance for 35 nodes. As the
simulation time increases, AOMDYV suffers from higher
packet loss due to congestion and black hole attacks, whereas
IH-AOMDYV continues to maintain a low packet loss rate by
dynamically bypassing congested and compromised nodes.
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Figure 10. Packet lost vs. simulation time for 35 nodes.

The results collectively indicate that IH-AOMDYV achieves
an optimal trade-off between throughput, delay, and reliability,
outperforming traditional AOMDV under various network
loads and mobility scenarios. The hybrid mechanism enables
adaptive decision-making based on local node performance,
ensuring that the routing process remains resilient to network
topology changes and adversarial threats. In practical deploy-
ments, this means IH-AOMDYV could be highly suitable for
mission-critical MANET environments, such as:

1) Disaster recovery operations, where congestion and link

instability are frequent.

2) Military communications, which demand secure and

rapid data transmission.

3) Vehicular ad hoc networks (VANETs), where node mo-

bility is high and black hole attacks are a serious threat.

The integration of both congestion and attack detection ca-
pabilities makes IH-AOMDYV a strong candidate for real-
world MANET applications requiring secure, self-adaptive
routing mechanisms. The performance improvements ob-
served in [H-AOMDYV directly translate into practical benefits
for MANET-based IoT and military systems. Reduced delay
and enhanced PDR ensure reliable transmission of time-criti-
cal data such as sensor alerts or command messages. Although
the additional sequence-number validation introduces mar-
ginal control overhead, the overall communication gain com-
pensates significantly, validating the scalability of the pro-
posed approach.
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Table 3. Summary of the Result Discussion.

Metrics AOMDV  IH-AOMDV ::::?Z:Z)
Throughput 50 units 92 units +84%
PDR 60% 85% +41%
Delay 0.45s 0.25s —44%
Packet Loss 30% 18% —40%

6. Conclusions and Future Work

This study presented a hybrid multipath routing framework,
IH-AOMDY, designed to overcome congestion and black hole
attacks in Mobile Ad-hoc Networks (MANETSs). By combin-
ing PD -based congestion analysis and sequence-number
anomaly detection, the proposed protocol ensures that only
stable, congestion-free, and trustworthy nodes participate in
data forwarding. These findings confirm that integrating con-
gestion and attack awareness significantly improves routing
performance, network reliability, and resilience in MANETS.
The IH-AOMDYV framework contributes to the ongoing effort
to design secure and intelligent MANET routing protocols. It
offers a scalable solution capable of adapting to varying net-
work densities, node mobility, and attack intensities, thereby
strengthening MANET applicability in emergency communi-
cations, tactical networks, and IoT-based mobile systems.

Although TH-AOMDYV successfully mitigates congestion
and black hole attacks, further optimization is required to han-
dle other advanced routing threats, including gray hole, worm-
hole, and Sybil attacks, which involve more subtle or collab-
orative adversarial behaviors. Future research will focus on:

1) Extending the TH-AOMDYV framework with machine
learning-based anomaly detection to identify evolving
attack patterns dynamically.

2) Implementing energy-aware routing metrics to optimize
battery consumption, ensuring sustainable MANET op-
eration.

3) Adapting the protocol for Vehicular Ad-hoc Networks
(VANETs) and Internet of Things (IoT) environments
where mobility and heterogeneity are more pronounced.

4) Validating the protocol’s scalability in real-time test beds
and software-defined MANET simulators (e.g., Mininet-
WiFi) for performance comparison with state-of-the-art
routing schemes.

Abbreviations
MANETs Mobile Ad- hock Networks
I[H- AOMDV Intelligent Hybrid AOMDV
PDR Packet Delivery Ratio
PD Packet Drop
QoS Quality of Service
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CN Congested Node

BHA Black Hole ATTACK

HSNo Highest Sequence Number

Arbtmax Maximum Arbitrary Threshold for
Sequence Validation

DSNo Destination Sequence Number
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