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Abstract 

Intrusion Detection Systems (IDS) are essential for protecting wireless networks against an increasingly complex range of cyber 

threats. This study evaluates and compares the effectiveness of Naïve Bayes, Weighted Naïve Bayes, and Convolutional Neural 

Network (CNN) using the Network Security Laboratory-Knowledge Discovery and Data Mining (NSL-KDD) dataset. The 

Naïve Bayes model was used as a baseline due to its simplicity and computational efficiency, delivering consistent results across 

multiple iterations. The Weighted Naïve Bayes model, which incorporated a feature-weighting mechanism was used to improve 

precision and Receiver Operating Characteristics-Area Under Curve (ROC-AUC) scores while striking a balance between 

performance and interpretability. These qualities make it well-suited for real-time intrusion detection in wireless environments, 

where both transparency and resource efficiency are crucial. The Naïve Bayes model was used as a baseline for offering a 

straightforward and efficient classification approach with moderate overall performance while the Weighted Naïve Bayes model 

was used to enhance the standard version by introducing a feature-weighting mechanism, which improved precision and reduced 

false positives. The CNN model outperformed the Naïve Bayes-based approaches across all evaluation metrics, underscoring its 

ability to learn complex patterns in network traffic. The Weighted Naïve Bayes model was also used to strike a practical balance 

between accuracy and efficiency, making it especially suitable for wireless networks. The CNN model was used to deliver the 

highest scores across all evaluation metrics, including accuracy, precision, recall, F1-score, and ROC-AUC, reflecting its ability 

to learn complex patterns in the data. Experimental results demonstrated the potential of the Weighted Naïve Bayes model to 

support online learning and dynamic feature weighting, which is necessary for boosting adaptability to new and evolving attacks 

while preserving simplicity and transparency. 
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1. Introduction 

The proliferation in contemporary network complexity and 

connectivity have increased the requirement for robust cy-

bersecurity measures to protect sensitive information and 

other digital assets from the threat of cyberattacks. It has been 

reported that the number of devices connected to the Internet 

in October 2024 is 17 billion, with about 5.64 billion users. 

This number has been estimated to increase to up to 32.1 

billion by 2030, and with the potential for each of them to act 

as a gateway for hackers [1]. The successive loss of potential 

due to the potential cybercrimes that could ensue is financially 

vast, with the cost of cybercrimes projected to exceed ten (10) 

trillion dollars worldwide in 2025 [2]. Thus, there is an urgent 

need for cybersecurity frameworks that can predict and 

counteract cyber threats to the point of detecting and pre-

venting malicious behaviours in wireless networks. The tra-

ditional cybersecurity solutions, such as firewalls, antivirus 

software, intrusion detection systems (IDS) and vulnerability 

management, all of which generally fall within the technology 

category of perimeter security and signature-based detection, 

can only provide security against known threats but do not 

offer new defenses against advanced and complex attacks 

which usually are directed at critical infrastructures, busi-

nesses and wireless devices that frequently contain personal 

and sensitive information to be compromised with associated 

disruptions and tangible losses [3]. As a result, artificial in-

telligence and machine learning models reveal themselves as 

the modern promise that is gaining wide adoption in cyber-

security, the one that will one day have the fantastic tools and 

technologies to anticipate and combat previously unknown 

threats at amazing speed and efficiency [4]. With the ad-

vancement of artificial intelligence and machine learning, 

technologies capable of learning from large-scale data to 

detect behavioral patterns and uncover anomalies that may 

signal security threats are now within reach. While integrating 

AI models into cybersecurity has long been a focus for re-

searchers, the journey has been slow and incremental. This 

study is organized as follows: Section 2 outlines current cy-

bersecurity methods, and Section 3 reviews relevant literature. 

Sections 4 and 5 explain the foundational theories and 

mathematical models behind the Naïve Bayes and Weighted 

Naïve Bayes approaches to cybersecurity. Section 6 presents 

the experimental setup and findings, while Section 7 com-

pares these models with a CNN. The final section, Section 8, 

provides conclusions and suggests directions for future re-

search. 

2. Some Existing Cybersecurity 

Approaches 

Existing cybersecurity measures encompass a variety of 

tools and strategies, including firewalls, antivirus software, 

intrusion detection systems (IDS), vulnerability management, 

and machine learning-based methods. The firewall remains a 

foundational defense mechanism, acting as a gatekeeper that 

regulates network traffic according to predefined security 

rules [5]. Firewalls filter data packets, allowing only legiti-

mate traffic through while blocking unauthorized or poten-

tially harmful connections [6]. Serving as a barrier between 

trusted internal networks and external sources, firewalls in-

spect all incoming and outgoing traffic. While effective 

against basic threats like packet filtering and port scanning, 

firewalls fall short when it comes to more complex attacks 

such as zero-day vulnerabilities, social engineering, and ad-

vanced persistent threats. Their static nature, limited scope of 

analysis, and inability to assess user behavior render them 

insufficient for modern threat landscapes. Antivirus software, 

on the other hand, is a signature-based solution designed to 

detect and eliminate malware by comparing files and appli-

cations against a database of known threats [7]. These pro-

grams operate by scanning systems either in real-time or 

on-demand, identifying harmful software like viruses, worms, 

and trojans through pattern matching and heuristic techniques. 

While antivirus tools offer reliable protection against recog-

nized threats and automate many aspects of threat removal, 

they are largely ineffective against advanced cyberattacks, 

including zero-day exploits, fileless malware, and polymor-

phic code. Furthermore, antivirus software may degrade sys-

tem performance, produce false positives, and struggle to 

counter sophisticated evasion strategies, making them inad-

equate as standalone security solutions. 

Intrusion Detection Systems (IDS) serve as a surveil-

lance-based approach, continuously monitoring network traf-

fic and system behavior to uncover suspicious activities that 

could indicate a breach [8]. IDS methods can be signa-

ture-based, anomaly-based, or a hybrid of both, aiming to 

identify unauthorized access attempts, policy violations, and 

known attack patterns. They collect data from multiple net-

work sources and logs, analyze these inputs, and raise alerts 

when potential threats are discovered. IDSs provide valuable 

insights for forensic investigations and improve network 

visibility. However, they are often plagued by high false pos-

itive rates, difficulty in detecting novel attacks, and a reliance 

on up-to-date rules and configurations [9]. These systems also 

have limitations in handling encrypted traffic, are vulnerable 

to sophisticated evasion techniques, and may be overwhelmed 

by high data volumes, necessitating expert management and 

making them less suitable for detecting stealthy or advanced 

threats. Vulnerability management takes a systematic ap-

proach to identifying, assessing, prioritizing, and mitigating 

weaknesses in software, systems, and networks [10]. This 

ongoing process includes scanning, evaluation, and patching, 

using a combination of automated tools, manual inspections, 

and regular audits. It is effective in mapping system vulnera-

bilities, prioritizing fixes based on risk, and ensuring com-

pliance with industry regulations. However, it also faces sig-
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nificant limitations: it cannot detect zero-day flaws that are 

unknown to current tools, often uncovers more vulnerabilities 

than can be feasibly addressed, and depends on the timely 

deployment of patches within complex infrastructures [11]. 

Vulnerability management tools may also produce false posi-

tives, face resource constraints, and pose challenges in bal-

ancing system uptime with patch application, limiting their 

effectiveness as comprehensive security solutions. 

Given the shortcomings of these traditional methods, there 

is a growing shift toward machine learning techniques capable 

of adapting to evolving threats and recognizing new attack 

patterns. Unlike static rule-based systems, machine learning 

models can analyze historical data, uncover trends, and pre-

dict potential threats without relying solely on predefined 

signatures [12]. Algorithms like Decision Trees, Random 

Forests, Support Vector Machines, k-Nearest Neighbors, and 

Naïve Bayes have been employed to classify network traffic 

and detect anomalies. These models automate the identifica-

tion of complex patterns across endpoints, network traffic, 

and cloud environments, enabling faster threat detection and 

reducing the risk of breaches. As a result, machine learning 

approaches support more dynamic, proactive, and scalable 

cybersecurity strategies compared to conventional tools [13]. 

3. Synopsis of Some Related Works 

The field of cybersecurity in wireless networks has made 

significant strides, particularly with the integration of artifi-

cial intelligence and machine learning for threat detection and 

mitigation. Joubari and Guizani [14] developed a hybrid deep 

learning model for intrusion detection in Internet of Things 

(IoT) environments, combining Convolutional Neural Net-

works (CNNs) with Bidirectional Long Short-Term Memory 

(BiLSTM) networks. Evaluated on the UNSW-NB15 dataset, 

the model performed well in both binary and multiclass clas-

sification tasks. However, its static architecture presents a 

major limitation. Since the model is trained offline and de-

ployed without ongoing updates or dynamic learning, it can-

not adapt to new or evolving threats. This static design is 

particularly problematic in wireless networks, where the 

threat landscape changes rapidly and unpredictably. In a 

comparative study, Alshuaibi et al. [15] examined multiple 

deep learning models, including CNNs, LSTMs, BiLSTMs, 

GRUs, and hybrid CNN-LSTM structures, using the 

NSL-KDD dataset. Among these, the CNN-LSTM combina-

tion demonstrated the highest accuracy, exceeding 95%. 

Although the study was methodologically robust, all models 

relied solely on offline training and feature selection tech-

niques like Recursive Feature Elimination (RFE) and Deci-

sion Trees. None of them included mechanisms for online 

learning or retraining, making them vulnerable to emerging 

threats and reducing their practicality for real-world wireless 

environments that demand adaptability. Almosti and Rahman 

[9] introduced a model using Temporal Convolutional Net-

works (TCNs) for multiclass intrusion detection, achieving 

high accuracy on the Edge-IIoTset dataset, well-suited for 

industrial wireless networks. TCNs effectively capture 

long-term dependencies in sequential data, making them ideal 

for network traffic analysis. However, like other models, this 

one was trained on static datasets and cannot learn from new 

data post-deployment. As a result, the model risks becoming 

outdated over time, limiting its effectiveness in environments 

where cyber threats constantly evolve. 

Thomas [16] proposed a hybrid CNN-LSTM model for 

intrusion detection in industrial wireless sensor networks, 

evaluated on datasets such as UNSW-NB15 and X-IIoTID. 

While the model achieved impressive accuracy rates over 99% 

in some cases, it also follows a batch learning paradigm, with 

all training completed before deployment. This lack of 

post-deployment adaptability limits its usefulness in dynamic 

environments where system configurations and vulnerabilities 

change frequently. Kamal and Mashaly [17] presented a hy-

brid architecture integrating stacked autoencoders, LSTM 

networks, and CNN layers for anomaly detection in IoT set-

tings. Tested on datasets like CICIoT2023, the model 

achieved detection accuracies above 99%. However, despite 

its sophistication, it shares a common flaw: it is pre-trained 

and static, lacking the capacity for continual learning or 

self-adjustment. In diverse wireless environments with 

changing device configurations and emerging threat vectors, 

this rigidity undermines the model’s long-term viability. 

Parker [18] developed CNN-Self-Attention Long Short-Term 

memory model combining CNNs with a 

self-attention-enhanced LSTM. Designed to extract both 

spatial and temporal features from network traffic, this model 

performed well across several intrusion detection benchmarks, 

achieving around 97% accuracy. Yet, it too suffers from static 

deployment, lacking any form of adaptive learning. In envi-

ronments where threats evolve continuously, such as wireless 

networks, the model’s inability to update or retrain itself limits 

its real-world applicability. Ojo [19] introduced a Convolu-

tional Neural Network-Long Short-Term Memory 

(CNN-LSTM) model tested on datasets like CICIoT2023 and 

CICIDS2017, aiming to capture spatial and temporal network 

feature representations. While the model excelled in con-

trolled settings, it did not include mechanisms for evolving 

threat detection. Without a feedback loop or adaptive capa-

bilities, the model becomes less reliable as new attack patterns 

emerge. Singh and Jang-Jaccard [20] proposed an unsuper-

vised deep learning model based on a Multi-Scale CNN and 

LSTM autoencoder, aimed at detecting anomalies using da-

tasets like NSL-KDD and UNSW-NB15. The unsupervised 

approach reduces dependence on labeled data, but the model 

remains non-adaptive. It lacks mechanisms for incremental 

learning or dynamic threshold adjustments, making it vul-

nerable to shifts in data distributions, an issue particularly 

relevant in wireless networks with frequently changing usage 

patterns. 

Hartono et al. [21] developed a federated learning-based 

intrusion detection model using Spatial CNNs (SCNNs) and 
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Directional Long Short-Term memory (BiLSTM) networks, 

enabling privacy-preserving training across distributed wire-

less sensor networks. Despite this decentralized setup, the 

training occurs offline, and updates are centralized. Edge 

nodes use a static model until new global versions are redis-

tributed, introducing a lag in detecting emerging threats. 

ConvLSTM introduced a Convolutional LSTM model to 

enhance security in Unmanned Aerial Vehicles (UAVs) and 

smart grid systems. It performed well on datasets like KDD99 

and CICIDS2017, effectively modeling spatio-temporal rela-

tionships. However, the model was strictly trained offline and 

lacks mechanisms for online learning or data drift adaptation. 

This makes it ill-suited for dynamic systems like UAVs, 

where threat landscapes shift in real-time. Muniyandi et al. 

[22] designed a lightweight intrusion detection model for 

wireless sensor networks using a hybridized Gaussian Naive 

Bayes classifier. The model achieved practical performance 

using statistical features from the NSL-KDD dataset and was 

noted for its simplicity and low computational cost. Never-

theless, it was built as a static model, incapable of adapting or 

learning post-deployment. Its reliance on feature independ-

ence also limits its ability to handle complex and evolving 

attack patterns, such as polymorphic threats. Moreover, it was 

not evaluated under dynamic or real-time conditions, further 

restricting its deployment potential. 

Okdem and Okdem [23] implemented a Multinomial Naive 

Bayes classifier for wireless sensor network security, empha-

sizing reduced complexity and memory usage. While effec-

tive on preprocessed KDD datasets, the model is inherently 

simplistic and assumes fixed feature likelihoods. It does not 

adapt to time-based behavior changes or novel attack types, 

and no mechanisms for incremental learning were introduced. 

As such, the model is poorly suited for the fast-changing 

conditions in modern wireless networks. Iwendi et al. [24] 

used a Particle Swarm Optimization-based feature selection 

method with a Naive Bayes classifier for detecting intrusions 

in IoT and edge environments. This approach improved de-

tection speed by reducing data dimensionality. However, the 

model still operates in a static mode, with offline training and 

no ongoing updates. Any newly emerging threats would go 

unnoticed unless the model is manually retrained, a process 

that is not practical in dynamic environments. The absence of 

a feedback loop or adaptive component highlights the need for 

more flexible and responsive solutions. Adegoke et al. [25] 

noted that the Naive Bayes algorithm is based on Bayes’ the-

orem and assumes conditional independence among features, 

an assumption that often does not hold in real-world cyber-

security scenarios. The probability of a class 𝐶𝑘  given a 

feature vector 𝑥 = (𝑥1, 𝑥2, ⋯ , 𝑥𝑛) is given by: 

𝑃(𝐶𝑘|𝒙) =
𝑃(𝐶𝑘)∙∏ 𝑃(𝑥𝑖|𝐶𝑘)𝑛

𝑖=1

𝑃(𝒙)
             (1) 

The goal is to find out whether an incoming transaction x is 

a threat or not. This is obtained by computing the maximum a 

posteriori class given by: 

𝐶̂ =   𝑃 (𝐶𝑘𝐶𝑘  ∈ 𝐶
arg 𝑚𝑎𝑥

) ∙ ∏ 𝑃 (𝑥𝑖 |𝐶𝐾)𝑛
𝑖=1        (2) 

Where 𝐶̂ is the predicted class, 𝑃(𝐶𝑘) is the prior proba-

bility of class 𝐶𝑘, 𝑃(𝑥𝑖|𝐶𝑘) is the likelihood of a feature 𝑥𝑖 

given class 𝐶𝑘 and 𝐶 is the set of all possible classes. The 

anticipated threat types were predefined and stored in an 

online database. However, if attackers develop new tech-

niques not included in the training data, the cybersecurity 

model may fail to recognize them as threats, potentially al-

lowing these attacks to go undetected and cause significant 

damage. This shortcoming stems from a fundamental limita-

tion of the Naïve Bayes algorithm-it assumes that all features 

are independent, which is rarely the case in real-world sce-

narios. Additionally, Naïve Bayes suffers from the ze-

ro-frequency problem, where it assigns a zero probability to 

any categorical variable that was not observed in the training 

set. This can lead to incorrect or missed detections. To miti-

gate this issue, Laplace smoothing is typically applied, which 

involves adding one to each count to avoid zero probabilities 

and ensure more stable estimates. 

The challenges observed in previous research highlight the 

urgent need for an adaptive cybersecurity model tailored to 

wireless networks that can respond in real-time to evolving 

threats. To address this, a Weighted Naïve Bayes framework is 

proposed. This approach supports online updates and dynamic 

feature weighting, enabling the model to move beyond the 

limitations of static threat detection. As a result, the model can 

deliver more adaptive and proactive defense capabilities 

suited for today’s rapidly changing cybersecurity landscape. 

4. The Naïve Bayes Model 

The classification model used in this study is the Gaussian 

Naïve Bayes (GNB) classifier. This section outlines the 

mathematical foundation and rationale behind the model, 

along with the evaluation metrics used to assess its perfor-

mance. The GNB classifier is built on Bayes’ Theorem, which 

calculates the posterior probability of a class given a set of 

input features. This allows the model to make predictions 

based on the likelihood of observed features belonging to a 

particular class given a feature vector as 𝑥 = (𝑥1, 𝑥2, ⋯ , 𝑥𝑛). 

Using Bayes’ Theorem: 

𝑃 (𝑦 |𝑥) =  
𝑃(𝑦)𝑃(𝑥 |𝑦)

𝑃 (𝑥)
           (3) 

Since 𝑃 (𝑥) is the same for all classes; it is ignored in 

comparison. 

𝑦̂ = 𝑎𝑟𝑔 𝑦
 𝑚𝑎𝑥 𝑃(𝑦)𝑃(𝑥 |𝑦)         (4) 

Since Naïve Bayes assumes features are conditionally 

independent, we have: 

𝑃 (𝑥 |𝑦) =  ∏ 𝑃 (𝑥𝑖 |𝑦)𝑛
𝑖=1           (5) 
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For continuous features, Gaussian Naïve Bayes assumes 

each feature follows a normal distribution: 

𝑃(𝑥𝑖| 𝑦) =
1

√2𝜋𝜎𝑖𝑦
2

𝑒𝑥𝑝 (−
(𝑥𝑖−𝜇𝑖𝑦)

2

2𝜎𝑖𝑦
2 )     (6) 

Where 𝜇𝑖𝑦 and 𝜎𝑖𝑦
2  are the mean and variance of the fea-

ture 𝑥𝑖 within class 𝑦. 

For the final classification rule, the log is taken to simplify 

and avoid underflow as shown below: 

𝑦̂ = 𝑎𝑟𝑔 𝑦
 𝑚𝑎𝑥 log 𝑃(𝑦) − 

1

2
 ∑ [log(2𝜋𝜎𝑖𝑦

2 ) + 
(𝒙𝒊 − 𝜇𝑖𝑦)

2

𝜎𝑖𝑦
2 ]𝑛

𝑖=1   (7) 

4.1. Feature Selection via Mutual Information 

To enhance model performance and reduce dimensionality, 

Mutual Information (MI) was employed for feature selection. 

MI quantifies the dependency between a given feature x and 

the target class y, helping identify which features provide the 

most relevant information for classification. It is computed 

using the following formula: 

𝐼(𝑋; 𝑌) =  ∑ ∑ 𝑃(𝑥, 𝑦) log (
𝑃(𝑥,𝑦)

𝑃(𝑥)𝑃(𝑦)
)𝑦𝜖𝑌𝑥𝜖𝑋     (8) 

Features with higher mutual information values play a more 

significant role in the prediction process and were given pri-

ority during selection. Based on their MI scores, the top 10 

most informative features were chosen for use in the model. 

4.2. Feature Normalization 

All numerical features were standardized using Z-score 

normalization, a method that transforms each feature value x 

so that the resulting distribution has a mean of 0 and a stand-

ard deviation of 1: 

𝑧 =  
𝑥− µ

𝜎
                  (9) 

This step ensures that all features contribute equally to the 

Gaussian probability estimates, preventing any single feature 

from disproportionately influencing the model due to differ-

ences in scale. 

5. The Weighted Naïve Bayes Model 

To improve the performance of the standard Naive Bayes 

classifier, a Weighted Naive Bayes (WNB) model was de-

veloped by incorporating feature relevance into the classifi-

cation process. This was implemented through a custom 

Feature Weighted Gaussian Naive Bayes approach, which 

modifies the computation of log-likelihoods by assigning 

weights to individual features. These weights were derived 

from mutual information scores using the SelectKBest 

method, allowing the model to emphasize the most informa-

tive features for distinguishing between normal and malicious 

traffic. The model was trained using the top 20 features se-

lected from the NSL-KDD dataset, and classification was 

carried out on the test data. Predictions were generated by 

calculating a weighted joint log-likelihood, ensuring that 

more influential features had a greater impact on the classi-

fication outcome. This weighting strategy enabled the model 

to better detect intrusions by prioritizing critical network 

attributes. 

Each feature is multiplied by a weight 𝑤𝑖 before training: 

𝑥𝑖
′ =  𝑤𝑖  ∙  𝑥𝑖              (10) 

Where 𝑤𝑖 is 𝑤𝑖  ∈ [0, 1] 

The weights are then computed using 𝑀𝐼 between 𝑥𝑖 and 

𝑦: 

𝑤𝑖 =  
𝑀𝐼 (𝑥𝑖;𝑌)

𝑚𝑎𝑥𝑗𝑀𝐼 (𝑥𝑗;𝑌)
            (11) 

Using the same Naïve Bayes formula, we replace 𝑥𝑖 with 

𝑥𝑖
′: 

𝑦̂ = 𝑎𝑟𝑔 𝑦
 𝑚𝑎𝑥 log 𝑃(𝑦) − 

1

2
 ∑ [log(2𝜋𝜎𝑖𝑦

2 ) + 
(𝑥𝑖

′− 𝜇𝑖𝑦)
2

𝜎𝑖𝑦
2 ] 𝑛

𝑖=1   (12) 

The MI scores are normalized to derive feature weights 𝑤𝑖, 

which are then used to scale each feature. This transforms the 

input vector to 𝑥𝑖 =  [𝑤1𝑥1𝑤2𝑥2 … . . , 𝑤𝑛𝑥𝑛] , emphasizing 

more informative. 

6. Experimental Analyses and Evaluation 

The experimental analysis in this study was carried out 

using the NSL-KDD dataset (KDDTrain+.txt and 

KDDTest+.txt), an improved version of the KDD Cup 1999 

dataset that addresses issues such as redundancy and class 

imbalance. The dataset contains 41 features describing net-

work traffic and includes labeled instances classified as either 

normal or attack. To evaluate model performance, three clas-

sifiers were tested: the standard Naive Bayes (NB), the 

Weighted Naive Bayes (WNB), and a Convolutional Neural 

Network (CNN). For simplification, the dataset’s multi-class 

labels were converted to a binary format “normal” was 

mapped to 0 and all attack types to 1, allowing the models to 

focus specifically on intrusion detection. Before classification, 

preprocessing and feature selection were applied to effec-

tively differentiate between normal and malicious traffic. 

Mutual information was used as the scoring function for fea-

ture selection, identifying the top 20 features most strongly 

associated with the target label. This process helped reduce 

dimensionality, filter out noise, and enhance computational 

efficiency. These selected features were then assigned scores 

and normalized into weights that reflect their relative im-
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portance in detecting intrusions. Standard scaling was applied 

afterward to ensure that all features had a mean of zero and a 

standard deviation of one. This normalization step is essential 

for models like Naive Bayes, which rely on probabilistic 

assumptions, to function optimally. 

6.1. Results and Discussion 

This section presents and analyzes the experimental results 

from evaluating the Naïve Bayes, Weighted Naïve Bayes, and 

CNN models for intrusion detection in wireless networks 

using the NSL-KDD dataset. Each model was assessed using 

standard classification metrics; accuracy, precision, recall, 

F1-score, and ROC-AUC to provide a comprehensive evalu-

ation of their performance. The Naïve Bayes model was used 

as a baseline due to its simplicity and ease of interpretation, 

making it a popular choice in early-stage intrusion detection 

research. The Weighted Naïve Bayes model introduced a 

feature-weighting mechanism designed to improve detection 

accuracy and reduce false positives. In contrast, the CNN 

model employed a more sophisticated deep learning archi-

tecture capable of automatically learning complex patterns in 

the data. By comparing the performance of these models 

across multiple runs, this section highlights the trade-offs 

between detection accuracy, computational efficiency, and 

practical deployment in wireless network environments. As 

shown in Figure 1, the standard Naïve Bayes model correctly 

identified 9,109 normal instances and 7,655 attack instances, 

demonstrating a strong ability to recognize legitimate traffic 

along with a fair level of attack detection. 

 
Figure 1. Confusion matrix for the Naive Bayes model. 

However, it also misclassified 5,178 attack instances as 

normal, leading to a high false negative rate, a serious concern 

in cybersecurity, where undetected threats can compromise 

system integrity. On the other hand, only 602 normal in-

stances were incorrectly flagged as attacks, resulting in a low 

false positive rate and contributing to a high precision score of 

92.7%. The model's overall performance was evaluated using 

five key classification metrics. As shown in Table 1, the 

standard Naïve Bayes model achieved an accuracy of 0.7436, 

meaning about 74.36% of all predictions were correct. The 

precision score of 0.9271 indicates that over 92% of the pre-

dicted attacks were indeed attacks. However, the recall score 

was 0.5965, revealing that the model detected only about 59% 

of actual attacks, thereby missing a significant portion. The 

F1-score, which balances precision and recall, was 0.7259, 

indicating moderate effectiveness in managing the trade-off 

between false positives and false negatives. 

Table 1. Classification report of attack types using Naïve Bayes Model. 

 Precision Recall F1-score 

0 0.6376 0.9380 0.7591 

1 0.9271 0.5965 0.7259 
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 Precision Recall F1-score 

Accuracy 0.7436 0.7436 0.7436 

Macro average 0.7823 0.7673 0.7425 

Weighted average 0.8024 0.7436 0.7402 

 

Table 2 presents the results from ten (10) iterations of the 

Naïve Bayes model. The evaluation metrics remained con-

sistent throughout, with an accuracy of 0.7708, precision of 

0.9160, recall of 0.6578, F1 score of 0.7657, and ROC-AUC 

of 0.8397. This consistency across multiple runs suggests that 

the model delivers stable performance and is not significantly 

influenced by variations in the training process. Such relia-

bility underscores its potential effectiveness for intrusion 

detection using the NSL-KDD dataset. 

Table 3 summarizes the average performance of the Naïve 

Bayes model across ten iterations. The model recorded an 

average accuracy of 0.7708, precision of 0.9160, recall of 

0.6578, F1-score of 0.7657, and ROC-AUC of 0.8397. These 

results confirm the model’s consistent and dependable be-

havior throughout all runs, reinforcing its reliability for in-

trusion detection tasks. 

Table 2. Results of Ten (10) iterations of the Naïve Bayes Model. 

Iteration Accuracy Precision Recall F1 Score ROC_AUC 

1 0.7708 0.9160 0.6578 0.7657 0.8397 

2 0.7708 0.9160 0.6578 0.7657 0.8397 

3 0.7708 0.9160 0.6578 0.7657 0.8397 

4 0.7708 0.9160 0.6578 0.7657 0.8397 

5 0.7708 0.9160 0.6578 0.7657 0.8397 

6 0.7708 0.9160 0.6578 0.7657 0.8397 

7 0.7708 0.9160 0.6578 0.7657 0.8397 

8 0.7708 0.9160 0.6578 0.7657 0.8397 

9 0.7708 0.9160 0.6578 0.7657 0.8397 

10 0.7708 0.9160 0.6578 0.7657 0.8397 

Table 3. Average Performance of the Naïve Bayes model across Ten (10) iterations. 

Average Accuracy Average Precision Average Recall Average F1-score Average ROC_AUC 

0.7708 0.9160 0.6578 0.7657 0.8397 

 

These results establish a performance benchmark for the 

standard Naïve Bayes model. While it achieves high precision 

and ROC-AUC values, its relatively low recall indicates that it 

may not be sensitive enough to detect all types of attacks. This 

shortcoming highlights the need for further enhancements, 

such as integrating feature weighting to improve the model’s 

ability to identify a wider range of intrusions more effectively. 

As shown in Figure 2, the results from the Weighted Naïve 

Bayes model show that it correctly classified 9,484 normal 

traffic instances and misclassified only 227 as attacks, re-

sulting in a very low false positive rate. For attack traffic, it 

successfully detected 7,367 instances but failed to identify 

5,466, wrongly labeling them as normal. This performance 

indicates high precision and moderate recall, meaning the 

model is highly accurate when predicting an attack but tends 

to miss a significant number of actual attacks. The conserva-

tive nature of its predictions helps reduce false alarms, which 

is particularly valuable in real-time intrusion detection sys-
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tems where alert fatigue is a concern. 

Table 4 outlines the classification results of the Weighted 

Naïve Bayes model for two classes: class 0 (Normal) and class 

1 (Attack). The model achieved a recall of 0.9766 for normal 

traffic, demonstrating strong capability in correctly identify-

ing legitimate activity. However, the corresponding precision 

for normal traffic was lower at 0.6343, suggesting that many 

instances predicted as normal were actually attacks. For attack 

traffic, the model achieved a very high precision of 0.9701 but 

a lower recall of 0.5740, indicating that while its attack pre-

dictions were highly accurate, it missed a considerable num-

ber of real threats. 

The F1-scores further reflect this trade-off, with scores of 

0.7691 for normal traffic and 0.7212 for attack traffic. The 

model’s overall accuracy was 0.7474, which is consistent with 

both the macro-average and weighted-average scores. A 

macro average F1-score of 0.7452 suggests balanced per-

formance across both classes, while the weighted average 

F1-score of 0.7419, which accounts for class distribution, 

confirms the model’s dependable performance across the 

dataset. 

 
Figure 2. Confusion matrix for the Weighted Naive Bayes model. 

Table 4. Classification report of attack types using Weighted Naïve Bayes Model. 

 Precision Recall F1-score 

0 0.6343 0.9766 0.7691 

1 0.9701 0.5740 0.7212 

Accuracy 0.7474 0.7474 0.7474 

Macro average 0.8022 0.7753 0.7452 

Weighted average 0.8255 0.7474 0.7419 

 

Table 5 presents the results from ten (10) iterations of the 

Weighted Naïve Bayes model. The performance metrics re-

mained consistent throughout, with accuracy ranging from 

0.7605 to 0.7651. Precision was consistently high, falling 

between 0.9232 and 0.9254, while recall was slightly lower, 

ranging from 0.6300 to 0.6406. F1-scores were steady around 

0.75, and the ROC-AUC values were strong, peaking at 

0.9142. These findings demonstrate that the model delivers 

stable and accurate predictions, consistently favoring high 

precision while maintaining a reasonable level of recall across 

multiple runs. 
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Table 5. Results of Ten (10) iterations of the Weighted Naïve Bayes Model. 

Iteration Accuracy Precision Recall F1 Score ROC_AUC 

1 0.7651 0.9232 0.6406 0.7564 0.9131 

2 0.7635 0.9228 0.6379 0.7543 0.8529 

3 0.7634 0.9244 0.6363 0.7538 0.9142 

4 0.7623 0.9244 0.6343 0.7523 0.8844 

5 0.7631 0.9240 0.6363 0.7536 0.8778 

6 0.7639 0.9234 0.6382 0.7548 0.8775 

7 0.7623 0.9245 0.6342 0.7523 0.8783 

8 0.7623 0.9243 0.6344 0.7524 0.8841 

9 0.7605 0.9254 0.6300 0.7497 0.9156 

10 0.7627 0.9246 0.6349 0.7529 0.9150 

 

Table 6 shows that, on average, the Weighted Naive Bayes 

model achieved an accuracy of 0.7629, a precision of 0.9241, 

a recall of 0.6357, an F1 score of 0.7532, and a ROC-AUC of 

0.8913. Compared to the standard Naive Bayes model which 

recorded an accuracy of 0.7708, precision of 0.9160, recall of 

0.6578, F1 score of 0.7657, and ROC-AUC of 0.8397. The 

Weighted Naive Bayes model offers a meaningful trade-off. 

While its accuracy and recall are slightly lower, it surpasses 

the standard model in precision and shows a notably higher 

ROC-AUC. This indicates an improved ability to differentiate 

between normal and attack traffic across various classification 

thresholds. 

Table 6. Average Performance of the Weighted Naïve Bayes model across Ten (10) iterations. 

AverAcc Average Precision Average Recall Average F1-score Average ROC_AUC 

0.7629 0.9241 0.6357 0.7532 0.8913 

 

These results highlight the practical effectiveness of the 

Weighted Naive Bayes model in intrusion detection. By in-

corporating a feature-weighting mechanism, the model en-

hances its precision by giving greater importance to the most 

informative features, resulting in a more targeted and cautious 

classification approach. In real-world applications, particu-

larly those involving real-time network monitoring, mini-

mizing false positives is essential for maintaining trust in the 

system and ensuring usability. As such, while the model may 

miss some attack instances, it provides a balanced and de-

pendable solution in scenarios where reducing false alarms is 

more critical than achieving maximum detection coverage. 

Looking ahead, future improvements could explore the inte-

gration of adaptive or online learning techniques to boost 

recall while preserving the model’s strong precision and dis-

criminative capabilities. 

 

6.2. Comparative Evaluation with CNN Model 

To benchmark the performance of the proposed models, a 

Convolutional Neural Network (CNN) was implemented as a 

comparative deep learning approach. CNNs are widely rec-

ognized for their ability to automatically learn complex pat-

terns from data. In this study, the CNN model outperformed 

other models across most evaluation metrics, including ac-

curacy, precision, recall, F1-score, and ROC-AUC when 

tested on the NSL-KDD dataset. These results underscore 

CNNs’ effectiveness in capturing nonlinear relationships and 

extracting high-level features, which contributes to their 

strong classification performance. As shown in Table 7, the 

CNN achieved an average accuracy of 97.20%, precision of 

98.10%, recall of 99.06%, F1-score of 98.58%, and 

ROC-AUC of 88.48% on the test set. This high level of per-

formance demonstrates the model’s strong capability to dis-

tinguish between normal and malicious traffic, particularly 

due to its advanced feature extraction capabilities. However, 
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despite its accuracy, the CNN model has practical limitations. 

It demands significant computational power, involves longer 

training times, and lacks interpretability compared to tradi-

tional machine learning models. These drawbacks make it less 

suitable for deployment in real-time intrusion detection sys-

tems, especially in wireless network environments where 

efficiency and model transparency are vital. In comparison, 

the Weighted Naïve Bayes model, while slightly lower in 

overall accuracy, delivered competitive results with much 

lower computational complexity and greater interpretability. 

It maintained strong precision and a reduced false positive 

rate, making it a more practical option for lightweight security 

applications. Thus, while the CNN model sets a 

high-performance benchmark, the findings reinforce the value 

of the Weighted Naïve Bayes model as a more deployable and 

explainable solution for intrusion detection in wireless net-

work environments. 

Table 7. Performance Comparison of Naïve Bayes, Weighted Naïve Bayes, and CNN Models. 

Model Accuracy Precision Recall F1-Score ROC_AUC Curve 

Naïve Bayes 0.7708 0.9160 0.6578 0.7657 0.8397 

Weighted Naïve Bayes 0.7629 0.9241 0.6357 0.7532 0.8913 

CNN 0.9720 0.9810 0.9906 0.9858 0.8848 

 

7. Conclusions 

This study examined and compared the performance of 

three classification models: Naïve Bayes, Weighted Naïve 

Bayes, and Convolutional Neural Network (CNN) for intru-

sion detection in wireless networks using the NSL-KDD 

dataset. The Naïve Bayes model was used as a baseline due to 

its simplicity and computational efficiency, delivering con-

sistent results across multiple iterations. The Weighted Naïve 

Bayes model, which incorporated a feature-weighting 

mechanism, showed improved precision and ROC-AUC 

scores while striking a balance between performance and 

interpretability. These qualities make it well-suited for re-

al-time intrusion detection in wireless environments, where 

both transparency and resource efficiency are crucial. The 

CNN model outperformed the Naïve Bayes-based approaches 

across all evaluation metrics, underscoring its ability to learn 

complex patterns in network traffic. However, its high com-

putational demands, longer training time, and limited inter-

pretability pose significant barriers to deployment in re-

al-world wireless network infrastructures, particularly those 

with constrained resources. While CNN serves as a strong 

performance benchmark, the Weighted Naïve Bayes model 

offers practical advantages in terms of speed, clarity, and ease 

of implementation, highlighting its relevance for intrusion 

detection applications. Despite its strengths in precision and 

interpretability, the static nature of the Weighted Naïve Bayes 

model limits its ability to adapt to evolving attack vectors 

commonly found in real-world wireless environments. To 

overcome this limitation, future research should aim to de-

velop an Adaptive Weighted Naïve Bayes model. This im-

proved version would include capabilities such as online 

learning, incremental updates and dynamic feature weighting, 

allowing it to respond to new threats without requiring com-

plete retraining. Incorporating automated assessments of 

feature relevance would also help the model maintain effi-

ciency while enhancing its detection capabilities over time. 

Evaluating such an adaptive model in live wireless network 

scenarios, under diverse conditions and attack intensities, will 

be essential in advancing intrusion detection systems toward 

more intelligent and responsive security solutions. 
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