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Abstract

The article addresses the challenge of ensuring a compromise between topological connectivity, load balancing, and anomaly
detection in Wireless Sensor Networks (WSN). It analyzes current methods and approaches for optimizing the performance of
sensor networks under dynamic conditions. The goal of this work is to analyze the interrelationship between these compromise
aspects and propose an optimal approach for their integration. The article proposes a combined approach, which enables an
optimal trade-off between these characteristics and enhances network interaction efficiency. To ensure the efficient operation of
wireless sensor networks (WSN), it is essential to balance three key factors: topological connectivity and stable connectivity,
even load distribution and security. Anomaly detection in wireless sensor networks (WSN) is critically important for ensuring
their security and reliability. Modern anomaly detection methods include statistical analysis and machine learning techniques.
Statistical traffic analysis enables the identification of deviations from normal network behavior, which may indicate anomalies
existence. This approach is based on collecting and analyzing network traffic data, such as transmitted data volume, packet
frequency, and other parameters. Deviations from established norms can signal potential issues or attacks. Further research in this
domain should focus on the development of intelligent algorithms capable of adapting to real-time network changes. The
integration of artificial intelligence and machine learning in WSN systems opens new opportunities for improving their
efficiency and resilience to environmental changes.
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1. Introduction

Wireless Sensor Networks (WSN) are a critical component of
modern communication systems and are used for data collection
and transmission across various domains, such as environmental
monitoring, industrial automation, and military applications. One
of the key challenges in deploying such networks is maintaining
topological connectivity, which ensures stable data transmission
between nodes. A reliable topological structure enables the

network to operate even under challenging conditions and in the
event of node failures. To maintain topological connectivity, the
power transmitters algorithms are employed, they allow dynamic
regulation of the nodes’ energy consumption, as well as
self-organizing routing protocols that automatically update
routes in response to changes within the network. Hardware
optimization techniques allow to achieve the best results in sen-
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sor radio networks that process video, audio, and other complex
data [1].

Additionally, mobile nodes can help improve coverage and
avoid data transmission issues. To prevent the overload of
individual nodes, load balancing methods are used. Adaptive
routing allows selecting less congested nodes for traffic
transmission, while clustering techniques, such as the
LEACH and HEED algorithms, aid in grouping nodes into
clusters that evenly distribute the load [2]. Moreover, dynamic
role distribution within the network allows modification of
node functions based on the current network state. Various
approaches are employed for anomaly detection within the
network. Statistical methods analyze network behavior and
detect deviations in node operations. Machine learning tech-
niques, including Gaussian Mixture Model (GMM) algo-
rithms, neural networks, and Random Forest, are also used to
detect anomaly nodes based on previous data.

Simpler approaches are also commonly used, such as
threshold control, where the system registers anomalies in
exceeding critical metrics. Network intrusion detection sys-
tems are typically deployed at the perimeter of the network or
in relatively important segments of the network to monitor
various data packets. A bottleneck that impacts network per-
formance is the processing speed of the network security
device [3, 4]. A manual [5] proposes a method for distributing
self-similar traffic among the sensors of the intrusion detec-
tion system.

2. Modern Methods Analysis

Modern approaches to optimizing the performance of wire-
less sensor networks in dynamic environments aim to ensure
stable connectivity, balanced load distribution, and anomaly
detection. The most effective solutions integrate multiple op-
timization methods simultaneously. Multi-agent systems ena-
ble autonomous nodes to make real-time decisions regarding
the optimization of their parameters. Additionally, the incor-
poration of the Internet of Things (IoT) and cloud computing
allows the network to process large volumes of data and adapt
to changes in real time. These methods and approaches enhance
the stability, energy efficiency, and security of wireless sensor
networks, even in the presence of dynamic topology changes,
uneven load distribution, and potential threats.

This study examines various approaches to optimizing the
performance of wireless sensor networks (WSN) and proposes
methods for integrating topological connectivity, load balanc-
ing, and anomaly detection to maximize network efficiency.

2.1. Methods to Ensure Topological Connectivity

Various methods for maintaining topological connectivity
are employed to ensure the stable operation of wireless sensor
networks (WSN). One such method is transmitters power
control, which enables dynamic adjustment of node coverage
radius based on network conditions. This approach minimizes
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energy consumption and reduces interference between
neighboring nodes. Another effective approach involves
self-recovery algorithms, which can automatically adapt to
network changes, monitor node status, and reconfigure rout-
ing in response to node failures or in case new sensors were
added.

The implementation of these methods relies on specialized
software modules. For example, the Dynamic Power Control
Module is responsible for adjusting signal transmission levels
based on network load and node positioning. This helps re-
duce energy consumption while maintaining network con-
nectivity. Another critical component is the Topology Re-
covery Module, which analyzes network connections and
automatically adjusts routing in response to structural changes
within the network.

Further details on these methods can be found in the fol-
lowing scientific publications [1, 2, 6-13].
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Figure 1. Transmitter s power regulation graph.
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An example of code in the multi-paradigm, high-level
programming language Python (transmitter power control) is
provided in Appendix.

The graph illustrates how the transmitter power (blue line)
changes over time when using a PID controller:

1) Initially, the transmitter power is set at 5 W (initial

power level).

2) The PID controller applies corrections to the current

power to bring it closer to the desired power level (100
W).

3) Over time, the transmitter power stabilizes at the desired

level.

4) The red dashed line on the graph represents the desired

power level (100 W) that the transmitter aims to achieve.

5) Thanks to the controller, the system reaches a stable

state while minimizing errors.

6) This process demonstrates

7) system stabilization through corrections applied by the

PID controller.
The plot should show a smooth transition from the initial
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power (50 W) to the desired power (100 W), with the power
output stabilizing after some time. This is a typical behavior
for a system controlled by a PID regulator.

2.2. Methods of Load Balancing

Load balancing in wireless sensor networks (WSN) is a
critically important task, as overloading individual nodes can
lead to rapid energy discharge and network failure. To ensure
an even distribution of workload, adaptive routing algorithms
are employed, allowing real-time adjustments to data trans-
mission routes. This helps prevent congestion at specific
nodes by redirecting traffic flows through less loaded routes.
Another approach involves resource allocation methods that
optimize the utilization of the network’s energy and compu-
tational resources. These methods prevent scenarios where
some nodes operate at their maximum capacity while others
remain underutilized. The implementation of these mecha-
nisms relies on specialized software modules. For example,
the Routing Optimization Module analyzes node load and
adjusts data transmission routes, ensuring a more even dis-
tribution of traffic. This is particularly crucial for networks
with high traffic dynamics, such as military or industrial
WSNSs. Another key component is the Traffic Balancing
Module, which monitors the volume of data passing through
each node and distributes it across different routes. This helps
prevent network bottlenecks and extends the lifespan of bat-
tery-powered nodes. There are numerous scientific studies
dedicated to this topic.

One such study is presented in a master's thesis, where an
adaptive clustering algorithm for WSNs with mobile nodes
was developed. This algorithm enhances the network's
lifespan and ensures operational stability, which is crucial for
dynamic application conditions [14].

Another study explores optimization methods for routing in
WSNs. The research analyzes the implementation of routing
algorithms that include the specific requirements of sensor
networks, such as limited energy resources and the need for
reliable data transmission [15].

2.3. Anomaly Detection Methods

Anomaly detection in wireless sensor networks (WSN) is
critically important for ensuring their security and reliability.
Modern anomaly detection methods include statistical analy-
sis and machine learning techniques. Statistical traffic analy-
sis enables the identification of deviations from normal net-
work behavior, which may indicate anomalies existence. This
approach is based on collecting and analyzing network traffic
data, such as transmitted data volume, packet frequency, and
other parameters. Deviations from established norms can
signal potential issues or attacks.

Machine learning and artificial intelligence are widely used
for recognizing patterns of anomalous behavior. In particular,
convolutional neural networks (CNN) and recurrent neural
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networks (RNN) can be utilized to analyze network traffic and
detect anomalies. Research has shown that CNNs combined
with long short-term memory (LSTM) layers exhibit high
effectiveness in detecting network anomalies.

The most optimal approach for network anomaly detection
is the convolutional neural network with long short-term
memory (CNN-LSTM). It is significantly faster than a re-
current neural network (RNN) and more reliable than
standalone LSTM layers. Besides, it’s convenient in applica-
tion which opens wide array of opportunities to detect net-
work anomalies. [16].

Software modules for anomaly detection.

The Statistical Anomaly Detection Module assists in iden-
tifying irregularities in the operation of a wireless sensor
network (WSN). It collects node performance data, analyzes it,
and determines whether any unusual changes indicate poten-
tial faults or attacks. How does it work? First, the module
collects data from sensor nodes, including traffic levels, signal
strength, and other key parameters. It then calculates average
values and establishes thresholds for normal network behavior.
If new data exceeds these thresholds, the system flags it as an
anomaly. This approach enables early detection of potential
issues. For example, if a node suddenly starts transmitting an
unusually high volume of data, it could indicate an attack or a
malfunction. In such cases, the module can send alerts to
administrators or modify network operations to prevent fail-
ures. Similar methods are widely applied in numerous studies
[17].

The Al-based Threat Detection Module utilizes machine
learning algorithms to identify suspicious activity within
wireless sensor networks (WSNs). This module analyzes
sensor data to determine whether potential threats or mal-
functions exist within the network.

How does it work? First, the module gathers network opera-
tion data, such as signal levels, traffic volume, and energy con-
sumption, etc. These data points are then cleaned and analyzed to
establish patterns of normal operation. Based on this information,
the module learns to distinguish between typical and anomalous
behavior. If deviations from the norm arise, the system can
identify them as potential attacks or network issues. The primary
advantage of this approach is the ability to automatically and
rapidly detect threats before they cause harm. The system con-
tinuously improves by learning from new data, allowing it to
adapt to network changes. Research on this topic can be found in
works such as [17, 18]. Implementing an Al-based Threat De-
tection Module enhances the security and reliability of wireless
sensor networks, ensuring timely identification and mitigation of
potential threats.

An example of code with visualization of results using the
multiparadigm high-level programming language Python
(anomaly detection using GMM) can be found in Appendix.

GMM anomaly detection code explanation

The Gaussian Mixture Model (GMM) is one of the effec-
tive approaches for detecting anomalies in data. In this ex-
ample, we apply GMM to analyze a one-dimensional dataset
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containing the following values: [1, 2, 2.1, 5, 6, 8, 100]. The
last value (100) is a clear anomaly.

1. Creating the GMM Model

GMM is used to represent data as a mixture of multiple normal
distributions (in our case, two). The model attempts to find the
best representation of the data using these distributions.

2. Computing the Probability of Belonging to Clusters. For
each data point, the model calculates the logarithmic proba-
bility score, indicating how well the value fits the identified
normal distributions.

3. Identifying Anomalous Points. An anomaly threshold is
set at the 10th percentile of the log-probability scores. If a
value falls below this threshold, it is classified as an anomaly.

4. Visualization of Results.

1) Blue circles (0) represent normal data points.

2) Red crosses (X) mark detected anomalies.

3) The visualization includes labeled data points, a hori-

zontal reference line (y=0), and a grid for better clarity.

Thus, the model successfully identifies 100 as an anomaly
since it significantly deviates from the rest of the dataset.

Anomaly Detection using Gaussian Mixture Model (GMM)
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Figure 2. Result Visualization Graph.

Explanation of the Visualization Graph

1) Blue dots on the graph represent the original data points.

2) Red "x" marks indicate detected anomalies.

3) GMM analyzes the data distribution and identifies
points with a low probability of belonging to the main
clusters.

3. Trade-off Between Parameters and
Methods

To ensure the efficient operation of wireless sensor net-

works (WSN), it is essential to balance three key factors:
topological connectivity and stable connectivity, even load
distribution and security.

One way to achieve this is by adjusting transmitter power
levels. If a node transmits with excessive power, it consumes
more energy and may cause interference. Conversely, if the
power is too low, connections may be lost. Therefore, con-
tinuous signal level adjustment is necessary to maintain reli-
able communication while reducing energy consumption.
Another method is intelligent routing. Data in the network can
be transmitted through multiple nodes. If some nodes become
overloaded, the entire system may slow down. Modern algo-
rithms adapt to network changes and automatically select the
most efficient data transmission paths. It is also crucial to
detect anomalies, or unusual network events. For instance, if a
node suddenly starts transmitting an excessive amount of data
or unexpectedly stops working, it could indicate a failure or
even a cyberattack. To detect such issues quickly, specialized
algorithms analyze network data and identify suspicious ac-
tivities. All these functionalities can be implemented using
specialized software. The system can operate as a single in-
tegrated solution or consist of multiple independent modules
that communicate via APIs. This modular approach enhances
flexibility and allows customization based on specific needs.
Summary of methods. To achieve an optimal trade-off, vari-
ous tools and techniques can be applied depending on the
required accuracy, computational resources, and network type.
Clustering Methods help divide sensor nodes into groups.
K-Means partitions nodes into clusters but assumes they have
a circular shape. Fuzzy C-Means allows nodes to belong to
multiple clusters simultaneously with a certain probability.
Gaussian Mixture Models (GMM) create more flexible
groupings, particularly in heterogeneous networks.

Energy-Efficient Routing reduces power consumption by
selecting paths based on node energy levels. Energy-Aware
Routing chooses the most energy-efficient path. LEACH
dynamically changes cluster leaders to conserve energy and
PEGASIS enables nodes to transmit data through their nearest
neighbors, minimizing energy use.

Intelligent Approaches leverage deep neural networks
(DNNs) for traffic load and optimal traffic routing prediction.
Q-Learning & Deep Reinforcement Learning are used for
optimal energy-balancing strategies. Genetic Algorithms
search for the most efficient routing paths in the network.

Method

LEACH

Table 1. Comparison of methods.

Influence on Topological Connectivity Load Balancing

High (Stable Network)
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Moderate (Dynamic Cluster Heads)

Anomaly Detection

Low (Not Focusing on
Anomalies)
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Method Influence on Topological Connectivity

GMM Moderate (Changes of Clusterization)

Load Balancing

High (Probability Distribution)

Anomaly Detection

Moderate (Anomalies can Mix)

Low (No Imbedded Anomaly

Q-Learning Routing  High (Adaptive Route) High (Dynamic Balancing) Detection)
Isolation Forest Neutral Neutral High (D.e tection of Local
Anomalies)

Autoencoders Neutral Neutral High (Complex Anomalies)
methods application helps to dynamically balance the
load, reducing the risk of overload and extending the

4. Results

The optimal solution depends on the use case scenario.
1) If the priority is connectivity, LEACH, EAR, and
Q-Learning should be used.
2) If the priority is load balancing, GMM and Reinforce-
ment Learning will be most effective.
3) If the priority is anomaly detection, the best results are
achieved with Isolation Forest and Autoencoders.
Hybrid methods (e.g., GMM + Q-Learning + Autoencoders)
can provide a balance between the three aspects of the com-
promise—topological connectivity, load balancing, and
anomaly detection in wireless sensor networks (WSN).
Further research in this area should focus on the develop-
ment of intelligent algorithms capable of adapting to network
changes in real time. These algorithms should combine en-
ergy consumption optimization, efficient routing, and dis-
tributed anomaly detection methods. Integrating artificial
intelligence and machine learning into WSN systems opens
up new opportunities for improving their efficiency and re-
silience to environmental changes.

5. Discussion

The optimal operation of wireless sensor networks (WSNS)
is only possible if there is a proper balance between three key
aspects: topological connectivity, even load distribution, and
effective anomaly detection. Each of these factors directly
impacts the network's performance and reliability.

1) Topological connectivity is critically important for un-
interrupted data transmission between nodes. Loss of
connectivity can lead to data loss and disrupt the opera-
tion of the entire network. The use of dynamic trans-
mission power control algorithms enables adaptive
maintenance of connectivity while simultaneously re-
ducing energy consumption.

2) Even load distribution ensures the efficient operation of
the network by preventing overload on individual nodes.
This is particularly important in large networks, where
resources are limited, and excessive load on certain
nodes can lead to their rapid failure. The hybrid routing
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network’s lifespan.

3) Anomaly detection plays a crucial role in ensuring the
security and reliability of WSNs. Distributed anomaly
detection algorithms enable the identification of both
internal network failures (e.g., node malfunctions) and
external threats (e.g., cyberattacks). The use of machine
learning methods significantly enhances the accuracy of
detecting suspicious activities while minimizing re-
source consumption.

6. Conclusions

Integrating various methods, such as GMM + Q-Learning +
Autoencoders, into a single platform ensures a balance be-
tween the three aspects of the trade-off—topological connec-
tivity, load balancing, and anomaly detection in wireless
sensor networks (WSN).

Thus, the future development of WSNs will focus on cre-
ating self-organizing, adaptive, and energy-efficient networks
capable of effectively operating in dynamic conditions, en-
suring stable connectivity, even load distribution, and high
security.

Abbreviations

WSN Wireless Sensor Networks
GMM Gaussian Mixture Model

loT Internet of Things

CNN Convolutional Neural Networks
LSTM Long Short-Term memory
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Appendix

import matplotlib,pyplot as plt

# PID Regulator class
class PowerRegulator:
def __init__(self, desired power, kp, ki, kd):

self.desired_power = desired_power
selfkp =kp
self.ki=ki
selfkd =kd
self.previous_error =0
self.integral = 0

def calculate_error(self, current_power):
return self.desired_power - current_power

def regulate(self, current_power, dt):
error = self.calculate_error(current_power)
self.integral += error * dt
derivative = (error - self.previous_error) / dt
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adjustment = self.kp * error + self.ki * self.integral + self.kd * derivative

self.previous_error = error
return adjustment

# Simulation setup
desired_power = 100
current_power = 50

kp, ki, kd=0.1,0.01, 0.05

regulator = PowerRegulator(desired_power, kp, ki, kd)

time_values = []
power_values = []

for step in range(100):
dt=0.1

adjustment = regulator.regulate(current_power, dt)

current_power += adjustment
power_values.append(current_power)
time_values.append(step * di)

# Plotting

plt.plot(time_values, power_values, label="Current Power')

plt.axhline(y=desired_power, color=", linestyle="--'

plt.title('Transmitter Power Regulation Over Time')
plt.xlabel( Time (s))

plt.ylabel( Power (W)')

plt.legend()

plt.grid(True)

# Save plot to file
plt.savefig('transmitter_power_plot.png', dpi=300)
plt.show()

# Console output explanation in English

print("""
Explanation:

, label="Desired Power’)

- The plot shows how the transmitter power (blue line) changes over time using a PID controller.

- Initially, the transmitter starts-at 50 W.

- The PID controller continuously adjusts the output to reach and stabilize around the desired 100 W.

- The red dashed line indicates the target power level.

- This demonstrates how feedback control enables smooth and accurate power regulation in dynamic systems.

The plot has been saved as 'transmitter_power_plot.png’.

)

Figure Al. An example of code in the multiparadigm high-level programming language Python (transmitter power control).
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# NoeTopHe imnopTyBsaHHA 6ibnioTek nicna CKMAaHHA CTaHy
import numpy as np
import matplotlib.pyplot as plt

from sklearn.mixture import GaussianMixture

# FeHepauia TecToBMX AaHMX

X = np.array([[1], [2], [2.1], [5], [61, [8],

# Nobyaosa GMM-moaeni
model = GaussianMixture(n_components=2, random_state=42)

model. fit(X)

# Bu3HadeHHs imoeipHoCcTi aHomanii
scores = model.score_samples(X)
threshold = np.percentile(scores, 10)

anomalies = X[scores < threshold]

# Bisyanizauia pesynsTatis
plt.figure(figsize=(10, 5))

plt.scatter(X, np.zeros_like(X), label='Jlani"',

plt.scatter(anomalies, np.zeros_like(anomalies), label='AHomanifi',

# loaaeaHHAa nianucis A0 TOYOK
for 1, txt in enumerate(X.flatten()):

plt.annotate(txt, (X[i], @),

-

plt.axhline(y=0, color=‘gray', linestyle='--"',

plt.xlabel( '3Hauenns', fontsize=14)

plt.ylabel( VimosipHicTs avomanii', fontsize=14)

plt.title('Bussnenns anwomanii 3a ponomorow GMM', fontsize=16)

plt.legend(fontsize=12)
plt.grid(True, linestyle='--', alpha=0.6)

plt.show()

[100]]) # OcTaHHR TOuka - a

color='blue"',

textcoords="offset points",

linewidth=1)

marker='o0"', s=100)

color='red', marker='x", s=150)

xytext=(0,10), ha='center', fontsize=12)

# lonatkoei derars

Figure A2. An example of code with visualization of results in the multiparadigm high-level programming language Python (anomaly detec-

tion using GMM).
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